
DATA SHEET

PERSONALLY  
IDENTIFIABLE 
INFORMATION (PII)

Biometric
identifiers

Name

Account 
number

Address

Vehicle or 
Licence

Birthdate

Medical &
health plan

info
Full face 
photos

Geographic
information

Phone & fax

Website 
IP Keys

Mobile
Email

Social 
Security

Using Bidirectional Encoder Representations from Transformers based Name Entity Recognition (BERT-NER), our PII solution 
replaces obsolete multi-language SyntexNet to automatically recognize and redact pertinent information.

Such data can include name, social security, financial account numbers, motor vehicle or driver license, birthday, medical 
records, images, etc.

www.necam.com

NEC’S PII SOLUTION USES MACHINE LEARNING TO EFFECTIVELY IDENTIFY AND REDACT A WIDE 
RANGE OF PERSONALLY IDENTIFIABLE INFORMATION FROM DOCUMENTS AND TEXT INPUT TO 
IMPROVE, SIMPLIFY AND SECURE THE MANAGEMENT OF SENSITIVE PERSONAL DATA.
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NEC solution replaces traditional rule-based redaction with an AI/ML  approach. It works on unstructured and structured data 
sources and is effective across different domains. 

Data from multiple sources are collected and processeds to structured format (CSV/pdf/excel/txt). The BERT-NER model is 
trained using the collected data.  Then the trained BERT-NER model is used to identify and redact specified content based on  
set criteria.  

Model performance and accuracy is measure on:

	> Precision: Relevant instances among the retrieved instances
	> Recall: Relevant instances that were retrieved 
	> F1-Score: Based on precision and recall          
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RAW DATA BI-DIRECTIONAL ENCODER REPRESENTATIONS FROM TRANSFORMERS (BERT)

DOCUMENT/
TEXT STORAGE INPUTS

Social, behavioral
Genomics + omic layers
Biosensors
Immune system
Gut microbiome
Anatome
Environmental
Physical activity, sleep, nutrition
Medication, alchohol, drugs
Labs, plasma, DNA, RNA
Family history
Communication, speech
Cognition, state of mind
All medical history
World’s medical literature, 
continually updated
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[SEP]
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[SEP]
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DEEP LEARNING

MACHINE LEARNING

ARTIFICIAL INTELLIGENCE

Ensure your employees understand 
GDPR and communicate with 
service and staff about why you 
are collecting the data.

Analyze a list of all sensitive data 
you store and process.

Have a suitable privacy policy in 
place and review it regularly.

List what access rights should be 
granted and how changes should 
be handled.

Ensure your customers consent to 
you processing their data.

Implement a procedure for 
handling data breaches.

Carry out data protection 
impact assessment Determine whether you need a 

Data Protection Officer (DPO).
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