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Introduction

The NEC Centralized Authentication Service Installation Guide provides
the information you need to install the NEC Centralized Authentication
Service application.

Chapter Topics o NEC Centralized Authentication Service Overview
e How This Guide is Organized

NEC Centralized Authentication Service Overview

The NEC Centralized Authentication Service (CAS) is used to perform
login authentication for CAS-enabled applications. When a user
attempts to access a CAS-enabled application in a new browser session,
the application relies on NEC CAS to check the credentials of the user.

The NEC CAS can use the following Authentication Sources:
e Configure Internal Database Authentication - (default)
e Configure Windows Authentication
e Configure LDAP Authentication
gonss See Chapter 5 - Miscellaneous Procedures for instructions on how to change

= Authentication Sources. Detailed descriptions for each Authentication Source are
also available in the NEC CAS Online Help.

The NEC CAS performs the following functions:

¢ Authenticates users who are accessing CAS-enabled applications

e Provides single sign-on functionality for all CAS-enabled applications
sharing the same NEC Centralized Authentication Service

e Manages NEC CAS internal user accounts when using Internal
Database Authentication

The NEC CAS does not:

e Determine what the user can do within a CAS-enabled application
once logged in.

¢ Manage user accounts or passwords stored within an external
Authentication Source.
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How This Guide is Organized

Chapter 1
Introduction

Chapter 2
Getting Started

Chapter 3
Installation

Chapter 4
Upgrade

Chapter 5
Miscellaneous Procedures

This chapter outlines how to use the guide, including the actual manual
organization and chapter layout.

This chapter lists the Centralized Authentication Service hardware and
software requirements.

This chapter guides you through each step of the NEC Centralized
Authentication Service installation wizard.

This chapter provides the procedures necessary to upgrade the NEC
Centralized Authentication Service using the installation wizard

This chapter contains the information on how to perform custom
installations, and how to make changes to the configuration after an
installation has been completed.
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Getting Started

For the NEC Centralized Authentication Service to function properly,
your operating environment must meet or exceed the requirements
listed in Table 2-1, "Minimum Web Server Requirements,” on page 2-1
and Table 2-2, "Minimum Web Client Requirements,” on page 2-11.

Ensure the IT Professional installing the NEC Centralized Authentication Service has
Local Administrator Privileges.

IMPORTANT

Chapter Topics e Web Server Requirements
e Database Server Requirements
e Web Client Requirements

Web Server Requirements

Table 2-1 lists the minimum web server requirements. NEC recommends using the
= highest performing server available, tailored to your specific requirements.

Table 2-1 Minimum Web Server Requirements

Item Minimum Requirement

Processor 450-MHz (32-bit, 64-bit)
RAM 1 GB RAM
Hard Drive Space 500-MB free space
Video 1024 x 768 SVGA Monitor
Drives DVD-ROM
Input Devices Mouse and 101 Key Keyboard
Operating System Windows Server 2008 R2 (64-bit) Standard, Enterprise, Datacenter
Windows Server 2008 (32-bit) Standard, Enterprise, Datacenter
Windows Server 2003 (32-bit) Standard, Enterprise, Datacenter
Windows Vista (32-bit) Business, Enterprise, Ultimate
Windows XP (32-bit) Professional
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Item Minimum Requirement

Applications Internet Information Services 5.1, 6.0, 7.0, or 7.5
Microsoft .NET Framework 3.0

Microsoft .NET Framework 3.5 SP1 (see note)
Windows Installer 4.5 (see note)

Windows PowerShell 1.0 (see note)

Note: Microsoft .NET Framework 3.5 SP1, Windows Installer 4.5,
and Windows PowerShell 1.0 are only required when
installing SQL Server 2008 Express Edition and SQL Server
2008 Management Studio Express.

NEC CAS is supported in virtual environments as long as the virtual server meets or
= exceeds the requirements specified in the Minimum Web Server Requirements.

Internet Information Services Requirements

Internet Information Services (IIS), version 5.1 or later, must be
installed on the web server in order to install the NEC Centralized
Authentication Service application.

Installing IIS on Windows Server 2008 / Windows Vista

On Windows Server 2008 and Windows Vista, the NEC CAS installation
will check to see if IIS is installed. If IIS is not found, or some needed
components are missing, Figure 2-1 displays allowing you to install and
configure IIS.

Figure 2-1 NEC CAS - No IIS Installed

Question |

% Unable to verify the existence of 115 on this swstem or IIS needs
) Further configuration to run MEC Centralized Authentication
Service,

Please verify the system and kry again,
Do o wank the sekup to install and configure 1157

Click ¥ES if wou want ko cantinue and have the setup installing and
configuring 115,
Click NG bo exit MEC Centralized Authentication Service setup,
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Installing IIS on Windows Server 2003

Step 1 From the Microsoft Windows Desktop, select Start, and then Control
Panel.

Step 2 Select Add or Remove Programs.

Step 3 Select Add/Remove Windows Components. Figure 2-2 displays.

Figure 2-2 Windows Components Wizard - Windows Components

Windows Components Wizard

Windowsz Components
Y'ou can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click
Dretails,

Components:

W i:@.ﬁ.ccessuries and Ltilities 45ME =
B Application Server 24 E ME

[ [BA Certificate Services 1.4 ME

] 50 E-mail Services 1.1 ME

[] ¢4 Fax Semvires PNmME X

Dezcrption:  Includes ASP.MET . Internet Information Services [I1S], and the
Application Server Conzole.

Total digk space required: 14.1 ME Biaiale |
Space avallable on disk: H5937 8 MB —

< Back I Meut » I Cancel | Help |

Step 4 Select the Application Server check box, then click the Details button.
The Application Server window displays.

Step 5 Select lIS Services, then click OK.

Step 6 Click Next to continue. A prompt displays requesting the Windows
Server 2003 disc.

Step 7 Insert the disc and follow the prompts as they appear.

NEC Centralized Authentication Service (NEC CAS) Installation Guide - Revision 15




2-4
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Installing IIS on Windows XP Professional

Step 1

Step 2

From the Microsoft Windows Desktop, select Start > Control Panel >
Add or Remove Programs.

Select Add/Remove Windows Components > Internet Information
Services (lIS). See Figure 2-3.

Figure 2-3 Windows Components Wizard - Windows XP

Windows Components Wizard

Windows Components

“'ou can add o remove components of Windows =P

To add or remove a component, click the checkbox, A zhaded box means that only
part of the component will be installed. To see what's included in a component, click
Detailz.

Components:

[ P Indexing Service 0.0ME &
& Internet Explorer 0.0MEB

Y& Intemet Information 5 ervices 15948 I
O EE] M anagement and Monitoring Tools 1.9ME

[ 1 52 Meszane Dusinn nnwe

Dezcription:  Includes web and FTF support, along with support for FrontPage,
tranzactions, Active Server Pages, and database connections.

Total dizk space required: 20.2 ME -
Dietails. .
Space available on disk: 49950 4 B =eta

< Back ” Mest » ][ Cancel ]

Step 3
Step 4
Step 5

Click the Next button to continue.
You will receive a prompt to insert the Windows XP Professional disc.

Insert the disc and follow the prompts as they appear.
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Database Server Requirements

NEC CAS requires one of the following Microsoft database server
products:

SQL Server 2008
SQL Server 2008 Express Edition
SQL Server 2005
SQL Server 2005 Express Edition

You will need the following information to install NEC CAS to an existing
database server.

The database server name

The database instance name

The sa password or equivalent access to the database instance

The location where the database data and log files should be stored

SQL Server 2008 Installation Requirements

If you are manually installing an instance of SQL Server 2008 for use
with NEC CAS, the following items should be configured during the SQL
Server installation process.

Step 1 On the Feature Selection screen, the required feature is Database
Engine Services as shown in Figure 2-4.

—The Management Tools - Basic feature is highly recommended, but it
is not required.

Only 64-bit versions of SQL Server can be installed on Windows Server 2008 R2.
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Figure 2-4 SQL Server 2008 Setup - Feature Selection

s SO0 Server 2008 Selup

Feature Selection = s
Select the Standard Fastures to wstall, For chistered instalations, snly Databiass Engin Servicss and Andysis Services esn be
Satup Support Rules Features: Deseription:
Prodhuct Key Instance Features Inchuds the Databace Enging, the core
Licariss Tenms B0 stabase Erane Servites pervice for storing, processing and
St ik rwmmmrm
Instancs Configur stion DL—:;T;E::"'“ transackion processing and ako provides
S e s ) et g Serifona rich suppoet fior sustaining high avaldabdity,
Sarver Corlfigur sticn Shared Festures
" [7] Bugsaness Inkeligence Development Studio
Databusis ik .
ey Enw:m: (] e Tooks Cormmctivity
i [ tregrateon Services
tntsllstion Rules [ Chset Tomsls Euachwarchs Cormpaticdity
Feeachy to Install L] chent Tooks STk
Inst slstion Frogress (7] 504 Server Books Onlne
N ] Management: Tooks - Basic
] Managermark Tooks - Compbete
[[]56k Chent Conrectivity 50K
[] Microsoft Sync Framewcek
Redstrbatable Festures
Shared fesbure directory; C-\Program Fles\Microsoft SO0 Server] El
(Lo [ wm> [ connt |[ me |
Step 2 On the Account Provisioning tab of the Database Engine Configuration

screen, select Mixed Mode, specify a strong password for the built-in
SQL Server system administrator account, and add the local
Administrator windows account to the SQL Server administrators as
shown in Figure 2-5.
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Figure 2-5 SQL Server 2008 Setup -Database Engine Configuration

W= SOL Server 2000 Setup

Database Engine Configuration
Specly Database Engne suthentication securty mods, admrsifrators and dats deectories,

Sotup Support Rules Accourt Proviscring | Data Dreciories | FILESTREAM
Product: Key
Toont Speciy the mubheriicstion mode and admaristrabors for e Databese Erngre,
Fosture Selection Authentication Mode
Iretance Confe s ston 3 Windiowrs autheriticstion mode
Dishi Space Pegurements
(&) Miwnd Mode (500U Server authentication and Windows suthentication)
Server Configuration
Database Engine Configuration Budt-n 50U Server system admiesirator account
Error and Usage Reporting Erter password) T
Ireitaliation Rikes Confem paipword:  ssssssss
Ready bo Instal
Irestalation Progress Specfy 50U Serves administrators
Complsts MR ORI\ Administrabor (Adminidrstor S0 Server adminstrstors
have urrestricied access (o
the Database Engne.
Iﬂd:h:urnﬂm] |_ Add,.. J lﬂmj
[C<mst ][ mest> |[ comcet |[ e |

Step 3 Complete the installation and select the new database instance while
installing NEC CAS using Advanced Mode.

SQL Server 2005 Installation Requirements

If you are manually installing an instance of SQL Server 2005 for use
with NEC CAS, the following items should be configured during the SQL
Server installation process.

Step 1  On the Feature Selection screen, the required features are Database
Services > Data Files and Database Services > Shared Tools as
shown in Figure 2-6.

—The Client Components > Management Tools feature is highly
recommended, but it is not required.
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Figure 2-6 Microsoft SQL Server 2005 Setup - Feature Selection

5 Microsoft SO0 Server 2005 Selup

Feature Selection
Zelect the program fealures you wank instalied,

Chck an icon in the following kst bo change how a festure k5 installed,

Faature description

Tnstals the SOL Server datshase
iengine and tools for managing
relational and XML data, Replcation;
aned Full-Texet Sesech.

K

This festure requires 251 MB on your
hard drive. It has 2 of 4 subfestures
selected, The subfestures requine 57
Documentation, Sampies, and Sample [ ME on your hard drive.

£ »
Enstallation path
C:\Program Fles\Mioroscft S0L Server| Browse..,
Dol Cossl,
[ <o J[ etz J[ coma ]

Step 2 On the Authentication Mode screen, select Mixed Mode and specify a
strong password for the sa logon as shown in Figure 2-7.

Figure 2-7 Microsoft SQL Server 2005 Setup - Authentication Mode

5 Microsolt SN Server 2005 Salup

Authentication Mode
The sutherdication mods speciss the securty used when

Celect the authentication mods bo wuss For tes installstion.

{2 indioves Authentication Mode

() Mimed Mods (Windows Authentication and 0L Server Authentication)

Specily the 18 ogon pesdword below:
Enber patsword:
:til-liiil
Crifirm passwond:

[ <peek [ metz ][ conea |

Step 3 Complete the installation and select the new database instance while
installing NEC CAS using Advanced Mode.
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Authentication Mode Configuration

NEC CAS authenticates with the database server using the SQL Server
authentication mode. If an existing database instance is being used, it
may be necessary to enable this authentication mode.

The following procedure explains how to verify/enable SQL Server
authentication using Microsoft SQL Server Management Studio. If this
application is not installed on the database server, a free version may be
downloaded from Microsoft's website.

Complete the following steps to enable SQL Server authentication for an
instance of SQL Server:

Step 1 From the Microsoft Windows Desktop, select Start > All Programs >
Microsoft SQL Server > SQL Server Management Studio.

Step 2 Right-click the database instance and select Properties. Figure 2-8
displays.

Figure 2-8 SQL Server Properties - Mixed Mode Configuration

3 Server Properties =1 %
25 Seipt = [ Help

24 General
23 Memory

Server authentication

%: (E)Dnn;cﬁol;s () Windows Authertication mode
2" Database Settings B
2 Advanced (+) SQL Server and Windows Authertication mode
2% Pemissions
Login auditing
O None

(®) Failed logins only

(O Successful logins only

(O Both failed and successful logins
Server prowy account

[] Enable server proxy account

Server: Options

Connection:

= [] Enable C2 audit tracing

3¢ View connection properties [] Cross database ownership chaining

Ready

oK | [ Cancel

Step 3 Select the Security tab.

Step 4 Select the SQL Server and Windows Authentication mode option
located in the Server authentication section.

Step 5 Click the OK button.
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Step 6 Restart the SQL Server (InstanceName) Windows service.

Remote Database Connections

The following procedures may need to be performed if remote access is
needed to the NEC CAS database. This is necessary when NEC CAS and
its database reside on separate servers, and/or when another
application needs direct access to the NEC CAS database.

Please reference Microsoft support for additional information regarding
remote database connectivity with SQL Server.

If a firewall is being used, exceptions must be created to allow inbound and outbound
traffic for the SQL Server database services.

Enable Remote Connections

Step 1 From the Microsoft Windows Desktop, select Start > All Programs >
Microsoft SQL Server > SQL Server Management Studio.

Step 2 Right-click the database instance and select Properties.
Step 3 From the Server Properties window, select the Connections tab.

Step 4 Enable the Allow remote connections to this server check box and
click OK.

Step 5 From the Microsoft Windows Desktop, select Start > All Programs >
Microsoft SQL Server > Configuration Tools > SQL Server
Configuration Manager.

Step 6 Select SQL Server Network Configuration > Protocols for
InstanceName for the database instance used by NEC CAS.

Step 7 Right-click on the TCP/IP protocol and click Enable.
Step 8 Select SQL Server Services.

Step 9 On the right-side, right-click on the SQL Server (InstanceName) service
and click Restart.

Step 10 Right-click on the SQL Server Browser service and click Properties.

Step 11 On the Service tab change the Start Mode to Automatic and click
Apply.

Step 12 On the Log On tab click Start to start the SQL Server Browser service
and click OK.
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Web Client Requirements

Table 2-2 Minimum Web Client Requirements

Minimum Requirement

Video 1024 x 768 SVGA Monitor
Input Devices Mouse and 101 Key Keyboard
Applications Internet Explorer 6.0 SP2, 7.0, or 8.0
(see note)

Note 1: JavaScript must be enabled within the browser to utilize NEC CAS.

Note 2: NEC recommends adding the NEC CAS URL to the Internet Explorer Trusted Sites zone of
all client PCs to avoid issues with Internet Explorer security settings.
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Installation

This chapter provides the step-by-step procedures needed to install the
NEC Centralized Authentication Service using the installation wizard.

Chapter Topics e Installing the Centralized Authentication Service
e Launching the NEC Centralized Authentication Service

Installing the Centralized Authentication Service

To install the NEC Centralized Authentication Service, complete the
following steps:

Step 1 Insert the disc into the appropriate drive, and launch the NEC CAS

installation. Figure 3-1 displays.

Figure 3-1 NEC CAS - InstallShield Wizard - Choose Setup Language

SEC Centralized Authentication Service - InstallShield Wizard
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Step 2 If prompted, choose the language that will be used by the installer, then
click Next. Figure 3-2 displays.

Figure 3-2 NEC CAS - InstallShield Wizard - Welcome

NEC Centralized Authentication Service - InstallShield Wizard

‘Welcome to the InstallShield Wizard for NEC Centralized Authentication Seivice

d vl mstall MEC Captidized Authenlicalion Sepvice on WUl CErTpLREr Ta

InstalSric!d | cBak |I [Hew> | Cancel

Step 3 Click Next. Figure 3-3 displays.
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Figure 3-3 NEC CAS - InstallShield Wizard - Choose Region

NEC Centralized Authentication Service - InstallShield Wizard

Choose region

Region S / International A

| o]

Step 4 Select the region where NEC CAS is being installed, then click Next.
Figure 3-4 displays.

InsfallShield [ < Back ”

Figure 3-4 NEC CAS - InstallShield Wizard - Release Notes

NEC Centralized Authentication Service - Installshield Wizard

Release Motes

RELEASE NOTES FOR NEC CAS
The release notes address these topics:
Product Description
Installation
Erratum

Technical Support

PRODUCT DESCRIPTION

InstallShield

] I Mest > LCancel

NEC Centralized Authentication Service (NEC CAS) Installation Guide - Revision 15



34

Installation

Step 5 Read the Release Notes, then click Next. Figure 3-5 displays.

Figure 3-5 NEC CAS - InstallShield Wizard - License Agreement

MEC Centralized Authentication Service - InstallShield Wizard

Licenze Agreement
ad

CUSTOMER SOFTWARE LICENSE

CAREFULLY READ ALL TERMS AMD CONDITIOMS OF THIS LICEMSE PRIOR
TO INSTALLING THE SOFTWARE. BY INSTALLING THE SOFTWARE, YOU
ACKMOWLEDGE THAT YOU HAVE READ THIS LICENSE AND UNDERSTAND [T,
AMD YO AGREE TO BE BOUMD BY ITS TERMS AMD CONDITIOMS.

This Customer Software License is between either NEC Carporation ("MEC" ar
an authorized distributorassociate of NEC (hereinafter "LICENSOR") and you the
custamer (hereinatter "LICEMESEE").

This License may include Microsaoft Corporation ('Microsoft™s as a third party
heneficiary ofthis agreement to the extent permitted by applicable law. Ifthe
LICNESOR/LICEMSEE has so licensed the Licensed Product to include use of

the embedded Microsoft SQL database, the terms and conditions in Section B
apply. Ifthe LICENSEE has licensed the Licensed Product as "Customer
Provided Database" ("LICENSEE Provided Database" this license does naot

inrlide anek "thirdonad datahase and nraner licansine fulfillmsnt af aklinstions T

InstallShield | < Back || Mest > | | Cancel |

Step 6 Read the License Agreement. To accept all the terms listed, select the |
accept the terms of the licence agreement option, then click Next.
Step 6 displays.
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Figure 3-6 NEC CAS - InstallShield Wizard - Choose The Installation Mode

NEC Centralized Authenti on Service - InstallShield Wizard

Choose the installation mode

Select the installation mode.

Q@ Simple Mode

This mode will install NEC Centralized Authentication Service using default settings
randomly generated strong passwords which can be viewed at the end of the ins
process.

The installer will attempt to detect an existing NECCAS named instance, or default
instance, of a compatible database server application on the local server.

If a database instance which meets these criteria is not found, a new NECCAS named
instance of SOL Server 2008 Express Edition will be installed.

® Advanced Mode

This mode will prompt the user for all information needed for the
maximum flexibility for installing the database and configuring ot

InstallShield ‘ < Back ‘ Cancel |

Step 7 Select the installation mode, then click Next.

—If the Simple Mode option is selected, and an existing database
instance is detected and used, proceed to “Summary” on page 3-19.

—If the Simple Mode option is selected, and a new database instance
needs to be installed, complete the “SQL Server Express
Prerequisites” on page 3-12, then proceed to “Summary” on page 3-
19.

—If the Advanced Mode option is selected, proceed to “Web Site and
Application Pool (Advanced Mode)” on page 3-6.
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Web Site and Application Pool (Advanced Mode)

Figure 3-7 NEC CAS - InstallShield Wizard - Web Site and Authentication Pool (Advanced Mode)

NEC Centralized Authentication Service - InstallShield Wizard
Web Site and Application Pool
install NEC

. ple
lhl“ inform rahnn

St e ey TR aitiess
‘Web Site Default \web Site:80 had

Micrasoft IIS allows you to group its applications into pools. It is possible to put multiple
ne pool for ease of manag: , o separate them for fexibility.

elow, type the name of the new application pool for Centralized Authentication
Service or b wze for an existing one.

Application Pool NECCAS

InsstallShigld [ < Back H Next > ] l Cancel ||

To configure the web site for the NEC Centralized Authentication
Service, complete the following steps:

Step 1 Type the host name, or the IP address in the Computer Name or TCP/
IP address field (see Figure 3-7).

This name or address will be used as part of the URL when client
browsers and NEC CAS-enabled applications connect to NEC CAS.
When the server resides in a domain, use a fully qualified name such as
servername.mycompany.com.

Step 2 Select the web site that will be used for NEC CAS from the Web Site
drop-down list (see Figure 3-7). This selects the port that client browsers
and NEC CAS-enabled applications will use to access NEC CAS.

P33 The Web Site drop-down list is read-only when there is only one web site available
= on the web server.
NOTE
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Step 3 Select the Application Pool which will be used for NEC CAS using the
Browse button, or enter the name manually. If it does not already exist, it
will be created during the installation process.

P339 If you are using an existing Application Pool, the following settings must be
= configured for NECCAS to function. NECCAS will not modify the settings of an
existing Application Pool. This step is not required on Windows XP.

.NET Framework  Managed Pipeline Enable 32bit

CEEa Version Mode Applications
Windows Sgrver 2008 v2.0 Classic True
Windows Server 2008 v2.0 Classic N/A
Windows Server 2003 v2.0 N/A N/A
Windows Vista v2.0 Classic N/A
Windows XP v2.0 N/A N/A

Step 4 Click Next. Proceed to “Database Installation (Advanced Mode)” on
page 3-7.

Database Installation (Advanced Mode)

e To install SQL Server 2008 Express Edition, complete Step 1.
OR

e To use an existing database, skip to Step 2.

Step 1  Select the Install SQL Server 2008 Express Edition option button to
install SQL Server 2008 Express Edition from the disc. Figure 3-8
displays.
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Figure 3-8 NEC CAS - InstallShield Wizard - Database Installation (Advanced Mode)

NEC Centralized Authentication Service - InstallShield Wizard
Database Installation

In
5

Select Microsoft database server ‘Where is the database server
[[nstall STL Server 2008 Express
o .Edi!?nd - SEE S B ©¥ On this computer

@ Use an existing database server ® On an ezemal compun

Cant oo

M Use Default Database Instance
Database Instance  [YTnao

Databasg——— C.4.5. Database Tables

QO Create new database O Create new tables

L _RIE inig ables

Install Shigld I < Back H Next > ] Cancel ‘

Step 2 Select Use an existing database server if the database instance that
will host the NEC CAS database has already been installed.

Step 3 Select the On this computer option if the database will be hosted on the
NEC CAS application server.

Step 4 Select the On an external computer option if the database will be
hosted on a remote server.

—Click Browse to select the Computer Name.

If you are installing NEC CAS using a remote database server, see “Remote
Database Connections” on page 2-10.

IMPORTANT

Step 5 Select the Use Default Database Instance check box to use the Default
Named Instance, then skip to Step 7.

Step 6 Clear the Use Default Database Instance check box to use a Named
Database Instance.

—In the Database Instance field, select or insert the name of the
desired database instance.

Step 7 In the Database Name field, type the desired database name (see
Figure 3-8).

Step 8 To create a new database, select the Create new database option under
the Database section (see Figure 3-8). A new database will be created
using the name chosen in Step 7.
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Step 9 To use an existing database, select the Use existing database option,
then choose from one of the following:

—To create new database tables, select the Create new tables option
under CAS Database Tables (see Figure 3-8).

—To use existing database tables, select the Use existing tables

option.
gonss In order to use an existing database, the name provided in Step 7 must match the
= name of an existing database.
NOTE

Step 10 Click Next. Proceed to “Database Password (Advanced Mode)” on
page 3-10.
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Database Password (Advanced Mode)

If the Use an existing database server option is selected, Figure 3-9
displays.

Figure 3-9 NEC CAS - InstallShield Wizard - Database Password (Advanced Mode)

T creste bhe datanass ol wal need b prowde 5 loge ko he SO sarved it
saaknin i

Choose “Windos: Athenboation'™ to kg bo the SOL sepve tsmg s Clirent
W ndows kogon

Chooss “S0L Senverfudbentcstion’ i Kom uing &n sccourd fiom the SOL

B S0L Serer Anthenticsacn

L ooy s
Passwodd:

Insallsd R i ok 1Y

Step 1  Select an authentication method to utilize when creating the NEC CAS
database. Windows Authentication can be used if you are logged in as a
user which has administrator rights to the database server. This is the
usual case if NEC CAS and the database reside on the same computer.

Step 2 If SQL Server Authentication is selected, enter the appropriate
information into the Login name and Password fields.

Step 3 Click Next. Proceed to “Database User Account (Advanced Mode)” on
page 3-15.
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If the Install SQL Server 2008 Express Edition option is selected,
Figure 3-10 displays.

Figure 3-10 NEC CAS - InstallShield Wizard - Database Password (Advanced Mode)

NELC Centralized Authentication Service - Installshield Wizard

Database F ord

Fi

Installiedd

| + Back “ Plewl » I i Cenoal

Step 1 Type a password for the new SQL Server 2008 Express Edition instance
in the Enter password and Confirm password fields.

pa3%) A random "strong" password will be generated for you automatically. You may use it,
é or change it to another of your choosing.
NOTE

Step 2 Click Next. Proceed to “SQL Server Express Prerequisites” on page 3-
12.
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SQL Server Express Prerequisites

Step 1 If Windows Installer 4.5 is not installed, which is a prerequisite for SQL
Server 2008 Express, Figure 3-11 displays.

Figure 3-11 NEC CAS - InstallShield Wizard - Windows Installer Installation

MEC Centralized Authentication Service - Installshield Wizard

j;) Windows Instaler version 4.5 is required ko be inskalled before SOL Server 2008 Express Edition.

MEC Centralized Authentication Service will now skark the Windows Installer installation.

—Click OK. Figure 3-12 displays when the Windows Installer 4.5
installation completes.

Figure 3-12 Software Update Installation Wizard

Software Update Installation Wizard

Completing the Hotfix for

Windows Server 2003
@ (KB942288-v4) Installation
Wizard

“ou have succezsfully completed the KB342283-w4
Setup Wizard.

To apply the changes, the wizard has to restart
Windows. To restart Windows autoratically, click
Firizh. If you want to restart later, select the Do not
restart how check bow, and then click Finizh,

Seconds until autoratic restart; 27

¢ Back I Finizh I [Fancel

—Click Finish. If your PC requires a reboot, restart the NEC CAS
installation.

Step 2 If Microsoft .NET Framework 3.5 SP1 is not installed, which is a
prerequisite for SQL Server 2008 Express, Figure 3-13 displays.
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Figure 3-13 NEC CAS - InstallShield Wizard - Microsoft .NET Framework Installation

NEC Centralized Authentication Service - InstallShield Wizard

i ) Microsoft .Net Framework version 3.5 SP1 is required to be installed before NEC Centralized Authentication Service.
NEC Centralized Authentication Service will now start the Microsoft .NET Framework installation,

—Click OK. Figure 3-14 displays when the Microsoft .NET Framework
3.5 SP1 installation completes.

Figure 3-14 Microsoft .NET Framework Installation Setup Complete

EMicrusuﬂ: .NET Framework 3.5 5P1 Setup M= B3 |

Microsolt

Setup Complete .NELFramework

Microsoft .NET Framework 3.5 SP1 has been installed successfully.

,jr_.l It is highly recommended that you download and install the latest service packs and security
updates For this product.,

For more information, see Windows Lpdate

—Click Exit.

Step 3 If SQL Server Management Studio Express is already installed,
Figure 3-15 displays.
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Figure 3-15 Query - Replace Existing SQL Server Management Studio Express

Question
9 The installer has detected SQL Server Management Studio Express on this system, which may not be compatibile with SQL Server 2008 Express
,,_-/ Edition. Would you like to replace it with SQL Server 2008 Management Studio Express, which can manage SQL Server 2008 Express Edition and is
backward compatible?
Click Yes to uninstall existing SQL Server Management Studio Express and install SQL Server 2008 Management Studio Express.

Click No to continue without installing SQL Server 2008 Management Studio Express.

Mul

—If you click No, SQL Server 2008 Management Studio Express will not
be installed.

—If you click Yes, SQL Server Management Studio Express will be
uninstalled and SQL Server 2008 Management Studio Express will be
installed.

Step 4 If Windows PowerShell 1.0 is not installed, which is a prerequisite for
SQL Server 2008 Management Studio Express, Figure 3-16 displays.

Figure 3-16 NEC CAS - InstallShield Wizard - Windows PowerShell Installation

NEC Centralized Authentication Service - InstallShield Wizard

i" ) ‘Windows PowerShell version 1.0 is required to be installed before SQL Server 2008 Management Studio Express.

MEC Centralized Authentication Service will now start the Windows PowerShell installation,

—Click OK to install Windows PowerShell 1.0.
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Database User Account (Advanced Mode)

Figure 3-17 NEC CAS - InstallShield Wizard - Database Account (Advanced Mode)

HEC Cenlrazed Satharteabion Senace i & Lt or Hhe SOL
st 1o ower Lhes clastisbace. 5 dad : presris ot this et

Hintept e del sl leon name and pastwond of provide & dilleisrt user. [ the user
already eatls on e SOL sarver make b piovnde e Sotipcl pasivwoid

SOL Logr M ame

Paswond

Conlim Pactwoed

Instnlli ' , W cpeck I [Heaa) | : — 0

Step 1 Enter the desired SQL Login Name that will be used to access the
database.

Step 2 Enter and confirm the password.

Step 3 Click Next. Proceed to “Database Settings (Advanced Mode)” on

page 3-16.
pA33) A random "strong" password will be generated for you automatically. You may use ft,
§ or change it to another of your choosing.
NOTE
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Database Settings (Advanced Mode)

Figure 3-18 NEC CAS - InstallShield Wizard - Database Settings (Advanced Mode)

NEC Centralized Authentication Service - InstallShield Wizard
Database Settings
th and Collation used by NEC

During the installation of the NEC Centralized Authentication Service application, the NEC
Centralized Authentication Service database is created in the Data path and the log files are
created in the Log path.

For remote database installation, type the data and log paths starting with the drive letter as it
displays on the remote database server.

The data and log folders mu ist on the server before the installation can wite the files to the
designated location.

Data C:\Program Files\Microsoft SQL Server\MSSAL10.NECCAS\M

O -\ Program Files\Micrasoft SGL Server\MS30L10 NECCAS\M

will be included, sort order, and other
at will be used by > Centralized
Authentication Service data

RLELEEAR LGN < (| atin1_General_CP1_CI_AS -

gonss Remote database installation requires the absolute path of the data and log files.

The installation cannot create folders for the log or data files on a remote database
server. The folders must exist before the installation can proceed.

Step 1 Type the location where the data and log files will be stored, starting with
the drive letter as it displays on the database server (see Figure 3-18).

Step 2 Select the collation that will be used by the NEC CAS database.
Step 3 Click Next to proceed to Windows User Account (Advanced Mode).
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Windows User Account (Advanced Mode)

NEC CAS requires a Windows User Account with limited privileges which
it uses to access its file and other computer resources. This can be a
new account, or you can use an existing account.

Figure 3-19 NEC CAS - InstallShield Wizard - Windows User Account (Advanced Mode)

NEC Centralized Authentication Service - InstallShield Wizard

ndows User Account
er for NEC Centraliz

This user has limited privileges

Windows |

Q Create ne:

isting user account
Username

Password

InstallShield [ < Back H Next > ] Cancel

Step 1 To use an existing Windows User Account, select the Use existing user
account option button.
—1In the Username field, type the username.
—1In the Password field, type the password.
—In the Confirm Password field, confirm the password.
—Click the Domain drop-down list to select the domain where the
Windows User account is established.

Step 2 To create a new Windows User Account, select the Create New User
option.

—1In the Username field, type a username.

P339 A random "strong" password will be generated for you automatically. You may use it,
é or change it to another of your choosing.
NOTE

—1In the Password field, type a password.
—In the Confirm Password field, confirm the password.

Step 3 Click Next. Figure 3-20 displays.
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Installation

Destination Location (Advanced Mode)

Figure 3-20 NEC CAS - InstallShield Wizard - Choose Destination Location (Advanced Mode)

NEC Centralized Authentication Service - InstallShield Wizard

Choose Destination Location

nstall hles.

Setup will install MEC Centralized Authentication Service in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select anather
folder.

InstallShield

| oo ]

Step 1 The default file location is displayed. Click Browse to choose a different
location if desired.

Step 2 Click Next. Figure 3-21 displays.
Step 3

On Windows Server 2008 R2, the default Destination Folder is C:\Program Files
i = P (x86)\NEC.
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Summary

Figure 3-21 NEC CAS - InstallShield Wizard - Start Copying Files

NEC Centralized Authentication Service - InstallShield Wizard

Start Copying Files

R ings before copying files

Current Settings:

C:\Program Files\NEC

[Database |nformation]
Computer Name
Database Instance
Database Name
Database Collation

"NECCAS"

"NecCas"

"SOL_Latin1_General CP1_Cl_AS"

Data path "C:\Program Files\Microsoft SAL Server\MSSALT10.NECCAS
Log path "C:\Program Files\Microsoft SOL Server\MSSAL10.NECCAS

MSSOL Version = Service Pack D
» |

) [ et ]

InstallShizld [ < Back ’ [

Step 1 Review all the settings listed in the Current Settings section. Click Back
to change the settings.

Step 2 Click Next to accept the settings and proceed with the installation. Figure
3-22 displays.
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Figure 3-22 NEC CAS - InstallShield Wizard - InstallShield Wizard Complete

NEC Centralized Authentication Service - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing NEC Centralized Authentication Service on your computer.

[ [Launch MEC Centralized Authentication Servicel

The default login is admin/admin. YYou should login and change the default password for admin.

InistallShigld [ <Back H Finish ] Cancel

Step 3 Click Finish to complete the installation.

Launching the NEC Centralized Authentication Service
To launch the NEC Centralized Authentication Service from the web
server, complete the following steps:

Step 1  Select Start > All Programs > NEC CAS > Centralized Authentication
Service.

Note the URL in the browser window. This is the same URL that you will
use to access NEC CAS from browsers on other computers.

Step 2 In the Username field, enter admin (default).

Step 3 In the Password field, enter admin (default).

paad It is strongly recommended that you change the password after the first login.

e
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Step 4 Click Login.

gonas) If the initial login produces an error message below the login button that states "This
é web browser either does not support JavaScript or it's disabled.,” do the following:
NOTE

« In the browser window, go to Tools menu, Internet Options, Security tab and add
the server name to the Local intranet.

« Close the browser window and open a new session from Start\Programs\NEC CAS
and attempt login again.
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Upgrade

This chapter provides a walk-through of the process of upgrading the
NEC Centralized Authentication Service using the installation wizard.
Please note that MSDE 2000 and SQL Server 2000 databases are no
longer supported. If you are using one of these database products the
NEC CAS installer will provide options for transitioning to a supported
database product.

Chapter Topics e Upgrading the NEC Centralized Authentication Service
SQL Server Express Prerequisites

Database Password

Database Settings

Upgrading the NEC Centralized Authentication Service

To upgrade the NEC Centralized Authentication Service application,
complete the following steps:

Step 1 Insert the disc into the appropriate drive, and launch the NEC CAS
installation. Figure 4-1 displays.
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Upgrade

Figure 4-1 NEC CAS - InstallShield Wizard - Update Welcome

MEC Centralized Authentication Service - Installshield wizard

Welcome to the InstallShield Wizard for MEC Centralized Authentication Service

wermion [371.3) of NEC Cenbraliz=d Authenbcation

Install 5o FERE =a

Step 2 Click Next.

—If the existing NEC CAS application is version 3.1.0 or later, wait for
the install to complete and then click Finish.

—If the existing NEC CAS application is a version earlier than 3.1.0,
Figure 4-2 displays.
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Figure 4-2 InstallShield Wizard - Choose Region

NEC Centralized Authentication Service - InstallShield Wizard

zed dithenlication S ervice has some hehavior thal &
ch repon

Fegon US /lriengicnal -

| Carcal l

Step 3 Select the region where NEC CAS is being installed, then click Next.

—If the existing NEC CAS database resides on a supported version of
SQL Server, wait for the install to complete and then click Finish.

—If the existing NEC CAS database resides on a version of SQL Server
that is no longer supported, Figure 4-3 displays.
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Figure 4-3 NEC CAS - InstallShield Wizard - Database Compatibility

NEC Centralized Authentication Service - InstallShield Wizand

[atabase Compal

st loanew

Tha MEC Centrdized Aulherticalion Seivice databa =llad an "MSDE2000' D alabsze
Iret=nce which it Microscft SOL 2000 5P op Engire.

ion Serace iequies ane of the followng versians of Miciosolt SOL

® Migiate
Aulomalicall micrate NEC Certralzed futherticalicn Service database flom existirg
SOL Server

Chick Cancel
supoartes

Installiidd | chsek | (ST | camel [

Step 4 Choose to Upgrade or Migrate the NEC CAS database to an instance
that is supported.

—To upgrade the unsupported instance, select the Upgrade option.
Click Next. If necessary, complete the “"SQL Server Express

Prerequisites” on page 4-6, then click Finish.

If you select the Upgrade option, your unsupported database instance will be
changed to SQL Server 2008 Express, affecting all databases on that instance.

—To migrate to an existing instance, select the Migrate and an existing
compatible SQL Server instance options. Click Next. Proceed to
“Database Settings” on page 4-10.

—To migrate to a new instance, select the Migrate and a new instance
of Microsoft SQL 2008 Express Edition options. Click Next. Figure
4-4 displays.
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Figure 4-4 NEC CAS - InstallShield Wizard - Database Password

0L Barver futhentication” b logn uging = account iom the 5 6L
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Step 5 Type a password for the new SQL Server 2008 Express Edition instance
in the Enter password and Confirm password fields.
pa33) A random "strong" password will be generated for you automatically. You may use ft,
= or change it to another of your choosing.
NOTE
Step 6

Click Next. Proceed to “SQL Server Express Prerequisites” on page 4-6.
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SQL Server Express Prerequisites

Step 1 If Windows Installer 4.5 is not installed, which is a prerequisite for SQL
Server 2008 Express, Figure 4-5 displays.

Figure 4-5 NEC CAS - InstallShield Wizard - Windows Installer Installation

MEC Centralized Authentication Service - InstallShield Wizard

j:l) Windows Installer version 4.5 is required bo be installed before 0L Server 2005 Express Edition.

MEC Centralized Authentication Service will now skark the Windows Installer installation.

—Click OK. Figure 4-6 displays when the Windows Installer 4.5
installation completes.

Figure 4-6 Software Update Installation Wizard

Software Update Installation Wizard

Completing the Hotfix for

Windows Server 2003
@ (KB942288-v4) Installation
Wizard

You have successfully completed the KB942288-w4
Setup Wizard.

To apply the changes. the wizard has to restart
Windows. To restart Windows automatically, click,
Finizh. If you want to restart later, select the Do not
restart now check box, and then click Finish.

Seconds until autoratic restart; 27

< Back I Finizh I [Eancel

—Click Finish. If your PC requires a reboot, restart the NEC CAS
installation.

Step 2 If Microsoft .NET Framework 3.5 SP1 is not installed, which is a
prerequisite for SQL Server 2008 Express, Figure 4-7 displays.
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Figure 4-7 NEC CAS - InstallShield Wizard - Microsoft .NET Framework Installation

MEC Centralized Authentication Service - Installshield Wizard

\i) Microsoft ket Framework version 3.5 5P1 is required to be installed before MEC Centralized Authentication Service,

MEC Centralized Authentication Service will now skart the Microsoft \WET Framework installation,

—Click OK. Figure 4-8 displays when the Microsoft .NET Framework 3.5
SP1 installation completes.

Figure 4-8 Microsoft .NET Framework Installation Setup Complete

EMicrusuﬂ: .NET Framework 3.5 5P1 Setup M= B3 |

Microsolt

Setup Complete .NELFramework

Microsoft .NET Framework 3.5 SP1 has been installed successfully.

,jr_.l It is highly recommended that you download and install the latest service packs and security
updates For this product.,

For more information, see Windows Lpdate

—Click Exit.
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Step 3 If SQL Server Management Studio Express is already installed,
Figure 4-9 displays.

Figure 4-9 Query - Replace Existing SQL Server Management Studio Express

Question [ <]
9 The installer has detected SQL Server Management Studio Express on this system, which may not be compatibile with SQL Server 2008 Express
\_‘_-/ Edition. Would you like ta replace it with SGL Server 2008 Management Studio Express, which can manage SQL Server 2008 Express Edition and is
backward campatible?

Click ¥es to uninstall existing SQL Server Management Studio Express and install SQL Server 2008 Management Studio Express,

Click Mo ko continue without instaling SQL Server 2008 Management Studio Express,

Mo |

—If you click No, SQL Server 2008 Management Studio Express will not
be installed.

—If you click Yes, SQL Server Management Studio Express will be
uninstalled and SQL Server 2008 Management Studio Express will be
installed.

Step 4 If Windows PowerShell 1.0 is not installed, which is a prerequisite for
SQL Server 2008 Management Studio Express, Figure 4-10 displays.

Figure 4-10 NEC CAS - InstallShield Wizard - Windows PowerShell Installation

NEC Centralized Authentication Service - InstallShield Wizard

\i) Wiindows Powershell wersion 1.0 is required to be installed before 0L Server 2008 Management Studio Express,

MEC Centralized Authentication Service will now start the Windows PowerShell inskallation.

—Click OK to install Windows PowerShell 1.0.
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Database Password

Figure 4-11 NEC CAS - InstallShield Wizard - Database Password

InsrallsiE

Step 1  Select an authentication method to utilize when migrating the NEC CAS
database. Windows Authentication can be used if you are logged in as a
user which has administrator rights to the target database server.

Step 2 If SQL Server Authentication is selected, enter the appropriate
information into the Login name and Password fields.

Step 3 Click Next. Figure 4-12 displays.
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Database Settings

Figure 4-12 NEC CAS - InstallShield Wizard - Database Settings

MEC Centralized Authentication Service - InstallShield Wizard
Databas

Fleze enlel in the Data and Log path and Colalion uzed by HEC
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Certiaiz=d duthenbcaton S=rvc= datshase iz crealed n the Diata path end e log fles aie
created nthe= Log path

ype the datz end log o ring with tha dive kBiker as it

T he data and log folders mus! exist on the zerver before the rskslabon can woke the ez to the
desgnobed location

SN F oy cram FlesMicioso S0 5 e e 3 S0LIMSSOLSERY

-~ P copparn Flesicinech) 3 0L 5 envarid 3 50 L3S SOLSERY
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Step 1  Type the location where the data and log files will be stored, starting with
the drive letter as it displays on the database server (see Figure 4-12).

ganas) Remote database installation requires the absolute path of the data and log files.

The installation cannot create folders for the log or data files on a remote database
server. The folders must exist before the installation can proceed.

Step 2 Once the upgrade process has completed, Figure 4-13 displays..
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Figure 4-13 NEC CAS - InstallShield Wizard - Update Complete

HEC Centralized Authentication nstaliShield Wizard

Update Complete

Thea =l wizard has updated MEC Ceatraized dulhecticalion 5 &

o I | | i I
Install Siid 4 Bk {Finisht

Step 3 Click Finish.
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Miscellaneous Procedures

This chapter provides the steps needed to perform special installations,
and how to make changes to the configuration after an installation is
performed.

Chapter Topics Configure Windows Authentication

e Configure LDAP Authentication

e Configure Internal Database Authentication

e Configure SSL/HTTPS

e Modify Server Host Name

e Modify/Retrieve Windows User Account and Password
e Modify/Retrieve Database User Account and Password
e Reset SA Password for SQL Server Instance

e Manual Database Creation

e Manual Database Migration

Configure Windows Authentication
To configure NEC CAS to utilize Windows Authentication, complete the
following steps:

Step 1 Log into NEC CAS enabled applications and create login name(s) for
Windows user accounts.

Step 2 Browse to the NEC CAS folder (Default: C:\Program
Files\NEC\NECCAS)\).

Step 3 Open the file private.config using a text editor.

Step 4 Locate the AuthType XML key and replace the value with Windows.

<add key="AuthType" value="Windows"/>
Step 5 Save and close the private.config file.

Step 6 From the Microsoft Windows Desktop, select Start > Control Panel >
Administrative Tools > Internet Information Services.

Step 7 Browse to the NECCAS virtual directory within the web site containing
NEC CAS.
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Step 8

Step 9

For IS 5.1 and 6.0 only:

—Right-click on the login folder and select Properties.

—Select the Directory Security tab and click the Edit button located in
the Anonymous access and authentication control section.

—Clear the Anonymous Access check box.
—Check the Integrated Windows authentication check box
Click OK to save the changes.

For IIS 7.0 and 7.5 only:

—Select the login folder and open the |IS Authentication feature
settings within the Features View of the login Home area.

—Disable the Anonymous Authentication setting.
—Enable the Windows Authentication setting.
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Configure LDAP Authentication

To configure NEC CAS to utilize LDAP Authentication, complete the
following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Log into NEC CAS enabled applications and create login name(s) for
Windows user accounts.

Browse to the NEC CAS folder (Default: C:\Program Files\NEC\
NECCAS)\).

Open the private.config file using a text editor.

Locate the AuthType XML key and replace the value with Ldap.

<add key="AuthType" value="Ldap"/>.

Locate the LDAPServer XML key and replace the value with the
connection string for the LDAP server.

<add key="LDAPServer" value="LDAP://LdapServer.Example/
DC=LdapServer,DC=Example’/>

<add key="LDAPServer" value="LDAPS://LdapServer.Example:636/
DC=LdapServer,DC=Example"/>

(OPTIONAL) Locate the UserldAttribute XML key and replace the value
with an LDAP schema attribute whose value should be compared
against the NEC CAS username input to find the Distinguished Name
and Path to the directory entry for the user.

If this directory entry cannot be found, a general failure message (i.e. -
invalid credentials) is displayed. If the directory entry is found,
authentication binding is performed against this entry and the
Distinguished Name for this entry is used with the password provided by
the user. If this value is blank, no lookup is performed and binding is
performed against the value specified in the LDAPServer key using the
credentials specified by the user.

(OPTIONAL) Locate the PasswordExpirationAttribute XML key and
replace the value with an LDAP schema attribute whose value contains
either a DateTime or the number of ticks (i.e. - 100 nanoseconds) since
January 1, 1601 (e.g. the "accountExpires" attribute from Active
Directory).

As a prerequisite, the UserldAttribute key must also be defined for this
value to be evaluated. If this attribute cannot be found, a general failure
message (i.e. - invalid credentials) is displayed. If the password is
expired, a specific error message stating such is displayed to the user
and authentication is not performed. If the password is not expired,
binding is performed against the entry found by matching the
UserldAttribute; the Distinguished Name for this entry is used with the
password provided by the user. If this value is blank, no password
expiration is checked prior to authenticating the user.
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(OPTIONAL) If the UserldAttribute and/or
PasswordExpirationAttribute key values are populated, the LDAP
directory may require generic credentials to read the information
requested for the functionality defined for these keys. If anonymous
binding is not supported for accessing the attributes defined, please
populate the ReadOnlyUserDn and ReadOnlyPassword XML keys
with credentials which have access to read these values.

Step 6 Save, then close the Private.config file.

Step 7 From the Microsoft Windows Desktop, select Start > Control Panel >
Administrative Tools > Internet Information Services.

Step 8 ForllS 5.1 and 6.0 only:

—Right-click on the login folder and select Properties.

—Select the Directory Security tab and click the Edit button located in
the Anonymous access and authentication control section.

—Check the Anonymous Access check box.
—Click OK to save the changes.

Step 9 ForllS 7.0 and 7.5 only:

—Select the login folder and open the |IS Authentication feature
settings within the Features View of the login Home area.
—Enable the Anonymous Authentication setting.

—Disable the Windows Authentication setting.
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Configure Internal Database Authentication

To configure NEC CAS to utilize Internal Database Authentication,
complete the following steps:

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Browse to the NEC CAS folder (Default: C:\Program Files\NEC\
NECCAS\).

Open the private.config file using a text editor.

Locate the AuthType XML key and replace the value with InternalDb.

<add key="AuthType" value="InternalDb"/>.
Save, then close the private.config file.

From the Microsoft Windows Desktop, select Start > Control Panel >
Administrative Tools > Internet Information Services.

For IS 5.1 and 6.0 only:

—Right-click on the login folder and select Properties.

—Select the Directory Security tab and click the Edit button located in
the Anonymous access and authentication control section.

—Check the Anonymous Access check box.
—Click OK to save the changes.

For 11IS 7.0 and 7.5 only:

—Select the login folder and open the |IS Authentication feature
settings within the Features View of the login Home area.
—Enable the Anonymous Authentication setting.

—Disable the Windows Authentication setting.

Create login names and passwords for all program users in NEC CAS.

Adding URLs to Trusted Site Zone

To avoid unnecessary browser warnings when using Windows
authentication, when the installation for the NEC Centralized
Authentication Service is complete, add the URL (IP address, or server
name) of NEC Centralized Authentication to the Trusted Sites Zone of
any browser that accesses it.

= See Microsoft's Help and Support Knowledge Base web site for instructions on
é:-;;\ adding sites to the Trusted Sites zone.
REFERENCE
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Configure SSL/HTTPS

IMPORTANT

This procedure assumes that you have already configured SSL within the server's

Internet Information Services (IIS) setting.

See Microsoft's Help and Support Knowledge Base web site for instructions on
configuring IIS to use SSL.

Adding SSL Support for NEC CAS

Step 1

Step 2
Step 3

Browse to the NEC CAS folder (Default: C:\Program Files\NEC\
NECCAS)\).

Open the private.config file using a text editor.

Locate the LoginPage XML key and replace the http protocol in the
value with https:

<add key="LoginPage" value="https://ServerName/NECCAS/login/
loginForm.aspx"/>

The host name used in the LoginPage URL should match the host name that the

Step 4
Step 5
Step 6

NEC CAS server's IS certificate is issued to.

Save, then close the private.config file.
Restart 11S.

Update all NEC CAS-enabled applications that utilize this NEC CAS
server.

Modifications for Sites that Require SSL (Disable HTTP)

If a site requires that all web site access must use SSL/HTTPS,
modifications must be made to the NEC CAS web.config file in order for
NEC CAS to function. Use the procedure below to make these
modifications.

Step 1

Step 2
Step 3

Browse to the NEC CAS folder (Default: C:\Program
Files\NEC\NECCAS)\).

Open the web.config file using a text editor.

Within the <services> section, comment out part of the HTTP endpoints
for the “NEC.CAS.Library.WCF.AdministrationService” and
“NEC.CAS.Library.WFC.AuthenticationService” services as shown
below.

NEC Centralized Authentication Service (NEC CAS) Installation Guide - Revision 15



Miscellaneous Procedures 5-7

<service behaviorConfignraticon="Behavior HTTP" name="NEC.CAS.Library.WCF.AdministrationService">
<!--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding HTTP UserName"
contract="NEC.CAS.Library.WCF.ServiceContracts.IAdministrationService" />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />-->
<endpoint address="" binding="wsHttpBinding" bindingConfignration="Binding HTTPS UserName"
contract="NEC.CAS.Library.WCF.ServiceContracts. IAdministrationService" />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />

</servicex>
<service behaviorConfigunraticon="Behavior HTTP" name="NEC.CAS.Library.WCF.AnthenticationService">
<!--<endpoint address="" binding="wzHttpBinding" bindingConfiguration="Binding HTTP"

contract="NEC.CAS.Library.WCF.ServiceContracts. IAnthenticationService" />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />-->
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding HTTES"
contract="NEC.CAS.Library.WCF.ServiceContracts.IAnthenticationService" />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />
<f=service>

Step 4 Within the <behaviors> section, locate the serviceMetadata key and
set the httpGetEnabled value to false as shown below.

<serviceMetadata httpGetEnabled="false" httpsGetEnabled="true" />

Step 5 Save, then close the web.config file.

Step 6 Restart IIS.

Modifications for Sites that Must Disable SSL/HTTPS Port

If a site requires the SSL/HTTPS port to be disabled, modifications must
be made to the NEC CAS web.config file in order for NEC CAS to
function.

Step 1 Browse to the NEC CAS folder (Default: C:\Program
Files\NEC\NECCAS\).

Step 2 Open the web.config file using a text editor.

Step 3  Within the <services> section, comment out part of the HTTPS
endpoints for the “NEC.CAS.Library.WFC.AdministrationService” and
“NEC.CAS.Library.WFC.AuthenticationService” services as shown
below.

<service behaviorConfignration="Behavior HTTF" name="NEC.CAS.Library.WCF.AdministrationService">
<endpoint address="" binding="wsHttpBinding" bindingConfignration="Binding HTTP UserName"
contract="NEC.CAS.Library.WCF.ServiceContracts.IAdministrationService" />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />
<!-—<endpoint addressz="" binding="wsHttpBinding" bindingConfignraticn="Binding HTTPS UserName"
contract="NEC.CAS.Library.WCF.ServiceContracts.IAdministrationService" />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />-->
<fservice>
<service behaviorConfiguration="Behavior HTTF" name="NEC.CAS.Library.WCF.AnthenticationService">
<endpoint address="" binding="wsHttpBinding" bindingConfigmration="Binding HTTE"
contract="MEC.CAS.Library.WCF.ServiceContracts.IAnthenticationService" />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />
<!--<endpoint address="" binding="wsHttpBinding" bindingConfiguratiocn="Binding HTTFS"
contract="MEC.CAS.Library.WCF.%erviceContracts.IAnthenticationService" />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />-->
<fservice>
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Step 4 Within the <behaviors> section, locate the serviceMetadata key and set
the httpsGetEnabled value to false as shown below.

<zerviceMetadata httpGetEnabled="true" http=GetEnabled="false" />

Step 5 Save, then close the web.config file.

Step 6 Restart IIS.
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Modify Server Host Name

NEC does not recommend renaming the NEC CAS web server or
database server. If the name of the server must be renamed after NEC
CAS has been installed and operating, the procedure below can be used
to update the name in the NEC CAS configuration file.

See Microsoft's Help and Support Knowledge Base web site for instructions on

renaming web servers and database servers. These tasks are outside the scope of

this document and NEC CAS technical support.

IMPORTANT

Web Server Host Name

Step 1

Step 2

Step 3

Step 4

Browse to the NEC CAS folder (Default: C:\Program
FilesS\NEC\NECCAS\).

Create a backup of the private.config file and then open the original
using a text editor.

Locate the LoginPage XML key and replace the ServerName portion of
this example key with the new name of the NEC CAS server.

<add key="LoginPage" value="http://ServerName/NECCAS/login/
loginForm.aspx"/>

Save, then close the private.config file.

Database Server Host/Instance Name (NEC CAS Internal DB
Authentication Only)

Step 1

Step 2

Step 3

Step 4

Browse to the NEC CAS folder (Default: C:\Program
FilesS\NEC\NECCAS)\).

Create a backup of the private.config file and then open the original
using a text editor.

Locate the InternalDbConnString and replace the InstanceName
portion with the new name of the NEC CAS server.

<add key="InternalDbConnString"value="server=InstanceName;
uid=neccas;pwd=neccas;database=NecCas"/>

Save, then close the private.config file.
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Modify/Retrieve Windows User Account and Password

During a NEC CAS installation a Windows user account is created which
the NEC CAS application uses to access its files and system resources. If
this user account information needs to be updated or utilized by an
integrating application it can be found in a configuration file.

Use the following procedures to modify/retrieve the NEC CAS Windows
user account username and/or password of an existing installation:
NECCAS Web.Config Modifications

Step 1 Browse to the NEC CAS folder (Default: C:\Program Files\NEC\
NECCAS)\).

Step 2 Open the web.config file using a text editor.

Step 3 Locate identity XML key and replace the Username and Password
values.

<identity impersonate="true" userName="Username"
password="Password"/>.

Step 4 Save, then close the web.config file.

This must be a valid Windows user account with the appropriate security
= permissions in order to NECCAS to function properly.

Modify/Retrieve Database User Account and Password

During a NEC CAS installation a SQL Server user account is created
which the NEC CAS application uses to access its database. If this user
account information needs to be updated or utilized by an integrating
application it can be found in a configuration file.

Use the following procedures to modify/retrieve the NEC CAS database
username and/or password of an existing installation:

Step 1 Browse to the NEC CAS folder (Default: C:\Program Files\NEC\
NECCAS)).

Step 2 Open the private.config file using a text editor.

Step 3 Locate the InternalDbConnString XML key and replace the Username
and Password values.

<add key="InternalDbConnString" value="server=ServerName\
NecCas;uid=Username;pwd=Password;database=NecCas"/>

Step 4 Save, then close the private.config file.
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Reset SA Password for SQL Server Instance

During a NEC CAS installation there is an option to install an instance of
Microsoft SQL Server 2008 Express. If the default SA password was
used, or if NEC CAS was installed in Simple Mode, the SA account
password may not be known. If needed, it is possible to reset the SA
account password by logging into the database instance using Windows
Authentication.

Use the following procedures to reset the SA account password for an
instance of SQL Server using Windows Authentication:

Step 1

Step 2
Step 3

Step 4

Log into Windows on the server containing the SQL Server instance
using the local Administrator account or another account with equivalent
privileges.

Open a Command Prompt window.

Use the SQL Server Command Line Tool to access the database system
using Windows Authentication.

sglcmd.exe -SinstanceName -E
Type the following SQL commands within the SQL Server Command
Line Tool, substituting the new password

sp_password @old = null, @new = 'NewPassword", @loginame = 'sa’
go
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Manual Database Creation

This section describes how to install the NEC Centralized Authentication
Service without obtaining the system administrator’s account password.
The database administrator will need to perform a few steps prior to
running the NEC Centralized Authentication Service installation.

In the install directory for NEC Centralized Authentication Service there
is a file called Database.sql. This is the file that creates the database.
This file must be run as a SQL administrator because it creates the
database and the SQL logon to be the owner of the database. All other
database scripts are run as the SQL logon.

Step 1 Locate the Database.sql file located in the NEC Centralized
Authentication Service installation directory on the installation disc under
the Setup\Cas directory.

Step 2 Working with the database administrator, use a text editor (i.e., Notepad)
to replace the macros in the Database.sql file. This file contains macros
that would normally be replaced by the NEC Centralized Authentication
Service installation. The macros are text strings contained in braces. For
example, {DATABASE_NAME}.

{DATABASE_NAME} - The name of the database.

{PATH_DATA} - The full path on the SQL server where the SQL data files
(.mdf and .ndf) will be stored.

{PATH_LOG]} - The full path on the SQL server where the SQL log file
(.1df) will be stored.

{DB_USERNAME} - The name of the SQL logon to create that will be the
owner of the database.

{DB_PASSWORD} - The password for the SQL logon named by
{DB_USERNAME}

You will need to know the values used for {DATABASE_NAME}, {DB_USERNAME},
and {DB_PASSWORD} when the NEC CAS installation is run.

Step 3 Have the database administrator execute the modified Database.sql file
against the SQL server using Query Analyzer or osql.exe. The script
should be run as an SQL administrator using the sa account or a
Window account with administrator access to the SQL server.

Step 4 Runthe NEC Centralized Authentication Service installation,
choosing the Advanced mode.
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Step 5

Step 6

Step 7
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On the Database Installation screen, choose the Use an existing
database server option and choose either the On this computer or On
an external computer option.

—If the On an external computer option is select, ensure the correct
computer name is entered.

—Choose the correct instance of the SQL server and set the Database
Name field to the same value that was selected for the
{DATABASE_NAME} macro earlier.

—Select the Use existing database and Create new tables options,
then click Next.

The next screen will prompt for the SQL logon to be used.

—For the SQL logon name, enter the value used for the
{DB_USERNAME} macro.

—For the password, enter the value used for the {DB_PASSWORD}
macro.

The remainder of the installation will proceed normally. When the
installation reaches the database creation step, the installation will not
run the Database.sq|l file, connect to the existing database specified,
then run the rest of the SQL scripts as the SQL user specified.

Manual Database Migration

This section describes how to move the NEC CAS database from one
SQL Server instance to another. Database administrator access is
required on both the source and target database instances in order to
use this procedure.

Step 1
Step 2

Step 3

Step 4

Close all connections to the NecCas database.

Detach the database from the source database instance using the
sp_detach_db stored procedure, as shown in the following example.

USE master
EXEC sp_detach_db @dbname = N'NecCas'
GO

Copy the NecCas database files from the source location to the target

location. The following list is an example of the files associated with an
NecCas database.

C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\NecCas_dat.mdf
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\NecCas_indx.ndf
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\LOG\NecCas_log.ldf

Create the NecCas database in the target database instance and attach
the copied database files using the CREATE DATABASE Transact-SQL
statement with a FOR ATTACH clause, as shown in the following
example.
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USE master
GO
CEEATE DATABASE NecCas
ON PRIMARY
(FILENAME = 'C:\Program Files\Microsoft SQL Server\MSSQL10.NECCAS\MSSQL\DATA\NecCas dat.mdf'),
(FILENAME = 'C:\Program Files\Microsoft SQL Server\MSSQL10.NECCAS\MSSQL\DATA\NecCas_ indx.ndf')
LOG ON
(FILENAME = 'C:\Program Files\Microsoft SQL Server\MSSQL10.NECCAS\MSSQL\Log\NecCas log.ldf')
FOR ATTACH
GO

Step 5 If the target database instance does not contain an NECCAS SQL login
account, such as ‘neccas’, create one using the sp_addlogin stored
procedure, as shown in the following example. If you wish to use the
same database account password, copy it from the NECCAS
Private.config file.

Frivate.config:
<add key="InternalDbConnString"”

value="server="'0ldServer\Instance’' ;unid="'neccas' ;pwd="'n3ccis' ;database='NecCas'"/>

50L:
TSE master
EXEC sp_addlogin N'neccas', N'n3cc@s', N'NecCas', N'ms_english’'

GO
Step 6 Map the NECCAS SQL login account to the NECCAS database user
account using the ALTER USER Transact-SQL, as shown in the
following example.
USE [NecCas]
Go
ALTER USER neccas
WITH LOGIN = neccas
Go
Step 7 Update the database connection settings in the Private.config file to use
the target database instance and database user password.
<!-- The database connection string when AnthType = Internallbh -->

<add key="InternalDbConnString"
valune="server="'NewServer\Instance' ;nid="neccas' ;pwd='n3cci@s" ;database="NecCas'" />

This procedure was assembled using the following MSDN articles as a
reference.

e How to: Move a Database Using Detach and Attach (Transact-SQL) -
http://msdn.microsoft.com/en-us/library/ms187858.aspx

e sp_detach_db (Transact-SQL) - http://msdn.microsoft.com/en-us/
library/ms188031.aspx

e CREATE DATABASE (Transact-SQL) - http://msdn.microsoft.com/en-
us/library/ms176061.aspx
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e sp_addlogin (Transact-SQL) - http://msdn.microsoft.com/en-us/
library/ms173768.aspx

e ALTER USER (Transact-SQL) - http://msdn.microsoft.com/en-us/
library/ms176060.aspx
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