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Introduction

The MA4000 Management System Installation Guide provides the
information needed to install MA4000 and its supporting applications.

In this document, unless otherwise stated, "MA4000" refers to the MA4000
= Management System.

Chapter Topics e MA4000 Overview
e How This Guide is Organized

MA4000 Overview

MA4000 is a web-based product designed to configure and manage
communications systems using a unified methodology.

It uses additional supporting applications to provide additional features
allowing an IT Administrator to integrate the NEC Enterprise
Communications system into the corporate business environment.

MA4000 has the following features, and more, which define a platform
for management of UNIVERGE devices:

e Alarm Notification System

e Application Program Interface (API/SDK)
e Audit Trail Logging

¢ Authorization Code Management
e Custom Reports

¢ Flexible Access Levels

e LDAP Integration

e OW5000 Integration

e Range Programming

e Searchable Help System

e System Health Monitoring

e Task Scheduling

¢ Voice Mail System Management
e IP-PBX Management
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1-2 Introduction

¢ Voice Traffic Analysis
e VoIP Statistics

How This Guide is Organized

Chapter 1
Introduction

Chapter 2
Getting Started

Chapter 3
Installation

Chapter 4
Upgrade

Chapter 5
Miscellaneous Procedures

This chapter outlines how to use the guide, including the actual manual
organization and chapter layout.

This chapter lists the hardware and software requirements for MA4000
and its supporting applications.

This chapter guides you through each step of the installation wizard for
MA4000 and its supporting applications.

This chapter provides a walk-through of the process of upgrading
MA4000 using the installation wizard.

This chapter contains the information on how to perform custom
installations, and how to make changes to the configuration of MA4000
and its supporting applications after an installation has been completed.
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Getting Started

For MA4000 to function properly, your operating environment must
meet the requirements listed in Table 2-1, "Minimum Web Server
Requirements,” on page 2-2 and Table 2-7, "Minimum Web Client
Requirements,” on page 2-24.

Ensure the IT Professional installing MA4000 has Local Administrator Privileges.

IMPORTANT

Chapter Topics e Web Server Requirements
e Database Server Requirements
e Web Client Requirements
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Web Server Requirements

Table 2-1 lists the minimum web server requirements for a small site. NEC
= recommends deploying new systems using the highest performing server that you
can acquire to ensure optimum performance and longevity.

Please refer to the "Web Server Recommendations” section for suggestions on
server hardware/software for larger systems.

Refer to the Database Storage Requirements section for suggestions on disk space
requirements for the MA4000 database.

Table 2-1 Minimum Web Server Requirements

Item Minimum Requirements

Processor 1.8-GHz (32-bit, x86 and 64-bit)
Memory 2GB
Hard Drive Space |2 GB free space
Video 1024 x 768 SVGA Monitor
Drives DVD-ROM

Input Devices Mouse and 101 Key Keyboard
Network 100 Mbps Ethernet Adapter

Operating Systems | « Windows Server 2008 R2 (64-bit) Standard, Enterprise, Datacenter
+ Windows Server 2008 (32-bit) Standard, Enterprise, Datacenter

+ Windows Server 2003 (32-bit) Standard, Enterprise, Datacenter

* Windows Vista (32-bit) Business, Enterprise, Ultimate

+ Windows XP Professional (32-bit)

Applications « Internet Information Services 5.1, 6.0, or 7.0

* Microsoft .NET Framework 3.0

* Microsoft .NET Framework 3.5 SP1 (see note 1)

+ Simple Network Management Protocol (see note 1)

+ Windows Management Instrumentation (WMI) SNMP Provider
(see note 1)

+ Windows Installer 4.5 (see note 2)
+ Windows PowerShell 1.0 (see note 2)

Note 1: Simple Network Management Protocol and Windows
Management Instrumentation (WMI) SNMP Provider are only
required if MA4000 receives SNMP traps from IP-PBXs for
faults / RTP.

Note 2: Microsoft.NET Framework 3.5 SP1, Windows Installer 4.5, and
Windows PowerShell 1.0 are only required when installing SQL
Server 2008 Express Edition and SQL Server 2008
Management Studio Express.
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paad MA4000 is supported in virtual environments as long as the virtual server meets or
é exceeds the requirements specified in the Minimum Web Server Requirements.
NOTE

Web Server Recommendations

Table 2-2 Small/Medium Business Server Recommendations- Up to 1000 Extensions

ltem Recommendations

Processor 1.8-GHz to 2.0 GHz Celeron or Dual Core CPU
Memory 2 GB RAM
Operating System * Windows Vista Business
(32-bit only) + Windows XP Professional

Database Server * Microsoft SQL Server 2008 Express
+ Microsoft SQL Server 2005 Express

Table 2-3 Enterprise Server Recommendations - Up to 5000 Extensions

Item Recommendations

Processor 1.8-GHz to 3.0 GHz Dual Core CPU
Memory 3 GB RAM

Operating System + Windows Server 2008 R2 (64-bit) Standard
+ Windows Server 2008 (32-bit) Standard
+ Windows Server 2003 (32-bit) Standard
Database Server * Microsoft SQL Server 2008 Express (64-bit)
+ Microsoft SQL Server 2008 Express (32-bit)
* Microsoft SQL Server 2005 Express (32-bit)
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Getting Started

Table 2-4 Enterprise Server Recommendations - Up to 10000 Extensions

ltem Recommendations

Processor
Memory
Storage
Network

Operating System

Database Server

2.0-GHz to 3.0 GHz Dual Core or Quad Core CPUs
4 GB RAM

RAID 0/1

100 Mbps / 1000 Mbps Ethernet Adapter

* Windows Server 2008 R2 (64-bit) Standard
+ Windows Server 2008 (32-bit) Standard
* Windows Server 2003 (32-bit) Standard

* Microsoft SQL Server 2008 Standard (64-bit)

+ Microsoft SQL Server 2008 Standard (32-bit)
+ Microsoft SQL Server 2005 Standard (32-bit)

Table 2-5 Enterprise Server Recommendations - Above 10000 Extensions

ltem Recommendations

Processor
Memory
Storage
Network

Operating System

Database Server

2.0-GHz to 3.0 GHz Dual Core or Quad Core CPUs
4 GB RAM or greater

RAID 5

100 Mbps / 1000 Mbps Ethernet Adapter

+ Windows Server 2008 R2 Standard or Enterprise (64-bit)
* Windows Server 2008 Standard or Enterprise (32-bit)
+ Windows Server 2003 Standard or Enterprise (32-bit)

+ Microsoft SQL Server 2008 Standard (64-bit)
+ Microsoft SQL Server 2008 Standard (32-bit)
+ Microsoft SQL Server 2005 Standard (32-bit)

Internet Information Services Requirements

Internet Information Services (1IS), version 5.1 or later, must be
installed on the web server in order to install the MA4000 application.

Installing IIS on Windows Server 2008 / Windows Vista

On Windows Server 2008 and Windows Vista, the MA4000 installation
will check to see if IIS is installed. If IIS is not found, or some needed
components are missing, Figure 2-1 displays allowing you to install and

configure IIS.
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Figure 2-1 MA4000 - No IIS Installed

Question |

% Unable bo verify the existence of 115 on this system or 115 needs
! Further configuration to run MEC MA4000,

Please verify the system and kry again,
Do wiou wank the sekup to inskall and configure 1157

Click YES if wou want ko continue and have the setup installing and
configuring 115,
Click MO bo exit MEC MA4000 setup,
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2-6 Getting Started

Installing IIS on Windows 2003 Server

Step 1 From the Microsoft Windows Desktop, select Start, and then Control
Panel.

Step 2 Select Add or Remove Programs.

Step 3 Select Add/Remove Windows Components. Figure 2-2 displays.

Figure 2-2 Windows Components Wizard - Windows Components

Windows Components Wizard

Windowsz Components
“'ou can add or remove components of Windows.,

To add or remove a component, click the checkbox, A shaded box means that anly
pait of the component will be installed. To zee what's included in a component, click
[retailz,

LCompanents:

v i:@.ﬁ.ccessuries and Utilities 45 HE
‘M B Application Serve 24 F ME
[] [BA Certificate Services 1.4 ME

] & E-mail Services 1.1 ME
[ 4 Fax Semvires 29 1 MP _:i

Dezcrption:  Includes ASP.MET, Intemet Information Services [15], and the
Application Server Conzole,

Total dizk space required: 14.1 MB e |
Space avallable on disk: 3937 8 MB —

< Back I MHext » I Cancel | Help |

Step 4 Select the Application Server check box, then click Details. The
Application Server window displays.

Step 5 Select lIS Services, then click OK.

Step 6 Click Next to continue. A prompt displays requesting the Windows 2003
disc.

Step 7 Insert the disc and follow the prompts as they appear.
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Installing IIS on Windows XP Professional

Step 1 From the Microsoft Windows Desktop, select Start > Control Panel >
Add or Remove Programs.

Step 2 Select Add/Remove Windows Components > Internet Information
Services (lIS). See Figure 2-3.

Figure 2-3 Windows Components Wizard - Windows XP

Windows Components Wizard

Windows Components
“'ou can add or remove components of Windows <P

To add or remove a component, click the checkbox, A shaded box means that anly
part of the companent will be inztalled. To zee what's included in a component, click

Detailz.

Components:

[ EP Indexing Service 0.0MB
& Internet Explarer 0.0MEB

Y& Intemet Informatio vices [||5] 15.9 MB

| EE] td anagement and Maonitoring Tools 1.9MBE
[ F2* Messane Rueinn nnmp

Dezcription:  Includes web and FTF support, along with support for FrontPage,
tranzactions, Active Server Pages, and database connections.

Total dizk space required: 20.2 ME -
Dietails. .
Space available on disk: 49950 4 B =eta

¢ Back ” Mest » ][ Cancel ]

Step 3 Click Next to continue.
Step 4 You will receive a prompt to insert the Windows XP Professional disc.

Step 5 Insert the disc and follow the prompts as they appear.
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WMI and SNMP Requirements

The following Windows components must be installed in order for
MA4000 to be able to collect SNMP traps from an IP-PBX. The real-time
IP-PBX fault and VoIP statistics collections in MA4000 will not function
without these Windows components. If these components are not
installed before you begin installing MA4000, a warning dialog box will
display during the MA4000 installation process. Installing these
components may require access to the installation disc for the server’s
operating system.

Windows Server 2008 / Windows Vista

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

From the Microsoft Windows Desktop, select Start, and then Control
Panel.

Select Programs and Features.

Select Turn Windows features on or off.

Select Add Features in Server Manager Features Summary.
Select the SNMP Services check box, then click Next.

Click Install to install SNMP Services, then click Close.

Windows Server 2003 / Windows XP

Step 1

Step 2
Step 3
Step 4

From the Microsoft Windows Desktop, select Start, and then Control
Panel.

Select Add or Remove Programs.
Select Add/Remove Windows Components.

Select Management and Monitoring Tools, then click Details. See
Figure 2-4.
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Figure 2-4 Management and Monitoring Tools - Add or Remove a Components

Management and Monitoring Tools

To add or remove a companent, click the check box. & shaded box means that only part
af the companent will be installed. To see what's included in a component, click Details.

WMI SMMP Provider 1.1ME

Description:  Includes agents that manitar the activity in network, devices and repart to
the nebwork, consale work station,

Total dizk zpace required: A6.3 B
Space available on dizk; G063 MB

k. l [ Cancel

Step 5 Select the Simple Network Management Protocol and WMI SNMP
Provider check boxes, then click OK.

Step 6 Insert the operating system disc, if required, and follow the prompts to
complete the installation process.
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2-10 Getting Started

Database Server Requirements

MA4000 requires one of the following Microsoft database server
products:

e SQL Server 2008
e SQL Server 2008 Express Edition
e SQL Server 2005
e SQL Server 2005 Express Edition

gani Due to the performance restrictions of SQL Server Express Edition, NEC
é recommends only using these products for demonstration units and small sites.
NOTE

You will need the following information to install the MA4000 application
to an existing database server.

e The database server name

e The database instance name

e The sa password or equivalent access to database instance

e The location where the database data and log files should be stored

Database Storage Requirements

Table 2-6 Storage Requirements

MA4000 Feature Storage Per Unit
Base Features 1000.0 MB —
Extension Management 4.5 MB per 1000 SV7000 / 2400IPX extensions
Extension Management 26.5MB per 1000 2000IPS extensions
VolIP Statistics 0.3MB per 1000 IP Call Events

Traffic Management (CPU Occupancy) 0.2 MB per IP-PBX per month (hourly collection)

Traffic Management (Route Peg Count) 1.9 MB per Route per month (hourly collection)

(
(
(
(

Traffic Management (Route Traffic) 1.3 MB per Route per month (hourly collection)
Traffic Management (Terminal Traffic) 3.0 MB per 1000 LEN per day (hourly collection)
User Management 1.4 MB per 1000 users

Voice Mail Management 6.8 MB per 1000 mailboxes

Authorization Code Management 0.2 MB per 1000 Authorization Codes

Alarm History 1.2 MB per 1000 alarms
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SQL Server 2008 Installation Requirements

If you are manually installing an instance of SQL Server 2008 for use
with MA4000, the following items should be configured during the SQL
Server installation process.

Step 1

On the Feature Selection screen, the required feature is Database
Engine Services as shown in Figure 2-5.

—The Management Tools - Basic feature is highly recommended, but

it is not required.

Figure 2-5 SQL Server 2008 Setup - Feature Selection

= SO0 Server 2008 Setup

Feature Selection :
Sadact the Standard Fasturss boinstal. For chustersd inatsllstions, ordy Dababess Engine Sarvices and Anshyris Sarvices can be
chustarad,
Sebup Suppodt Fies Fastures: Drescriphion:
Prioduck Ky ]m“_ & Fasbures Inchuds the Disksbace Engirs,; the core
Licevrse Tere B Cstitiase Ereepie Semvaces shrvice ﬁndr:mm g:nusn’q and
. l5rn 5 sexing data. sharse Engine
Feature Selection }I:‘E"._T::;E?*““ provides controled access and rapd
Tnstarsce Configur sticn ] el el uﬁﬁuurmgu-:;ﬁnp m}g]wfm
= - 3 Dt o Aarareg m.
Dick Space Raquiresments [ Repodting Sarvices
Server Configuration Shared Fastures
Diakabuasa Ergins Configuration 7] Busness Inteligence Development Studc
ey ] Chertt Took Connectivity
i SR, ] Irtegration Services
Installation Rudas ] Charit Towsks Backwvards Compatibdty
Ready to Instal ] Cherit Tooks 50k
Instsllation Progress (] 504 Serwer Books Cnline
: ] Hranagement Tooks - Basic
[l Managermare Tooks - Comgbsts
[T] 50k Cherk Conrmetivity SOK
!--| Microsolt Sy Frameweek.
Redstrbutabls Festures
Select Al | | unselect
Shared astue drectory: Ce\Program Fles\Mirosoft SOL Server /=
R
Step 2 On the Account Provisioning tab of the Database Engine Configuration

screen, select Mixed Mode, specify a strong password for the built-in
SQL Server system administrator account, and add the local
Administrator windows account to the SQL Server administrators as

shown in Figure 2-6.
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Figure 2-6 SQL Server 2008 Setup -Database Engine Configuration

¥ S0L Server 2008 Satup

Database Engine Configuration
Specly Datsbase Engine suthentication securky mode, sdmiristrators and data drectories,

Setup Support Rules Accounk Provisoring | Data Divectosies | FILESTREAM
Product Key
Tamie Specifly the suthanticstion mode and administrabiors for the Datsbase Engins,
Festure Selection Austhariication Mode
Instance Confi
Ll () Windowss autheritication mode

Dick Space R TS
i (&) Miced Mode (558 Server authentication and Windows authentication)

Sewver Configuration
Database Engine Configuration Bt SOL Server system adminkstrakor acoount
Error and Lisage Reporting Erker password: TTTTTTTY
Irectallstion Fulss .
Confiemn passvnrd; sessssss
Ready bo Instal
et allation Progress Speciy S0L Server administrators
i il SOL Server adminestrators
have ureestriched access to
the Databace: Engane,
[add Cumenit vser | | aad... | [ mestove |
[ <tak | Met> J[ concet |[ v |

Step 3 Complete the installation and select the new database instance while
installing MA4000 using Advanced Mode.

SQL Server 2005 Installation Requirements

If you are manually installing an instance of SQL Server 2005 for use
with MA4000, the following items should be configured during the SQL
Server installation process.

Step 1 On the Feature Selection screen, the required features are Database
Services > Data Files and Database Services > Shared Tools as
shown in Figure 2-7.

—The Client Components > Management Tools feature is highly
recommended, but it is not required.
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Figure 2-7 Microsoft SQL Server 2005 Setup - Feature Selection

& Microsofi SOL Server 2000 Selup

Feature Selection
Zedect the program features you wankt instaliad,
5 |
ek s koon in the Follovwang ket bo changs how a festure b installad,
- Fasstura description
= EI Irisk ks the SO0 Server datshess
engne and ook for
relational and MM data, Replication,
and Ful-Text Sesrch.
g e
£ 3 ~| Reporting Serves
£ - 2 v ] Nokification Services This festurs requres 251 MB on your
¥ - | Integration Services hard drive. It has 2 of 4 subfestures
M = Chent Comporents selected, The subfestures requine 57
X - | Document sticn, Samgies, and Samgle [ MB on your hard drive.
| £ ¥
It sllation path
C:\Program Fles|Microseft SOL Sarver) [ Browesa..., }
| sk Cost o |
[_spock J_bot> J[ comd |

Step 2 On the Authentication Mode screen, select Mixed Mode and specify a
strong password for the sa logon as shown in Figure 2-8.

Figure 2-8 Microsoft SQL Server 2005 Setup - Authentication Mode

& Microsoft SOL Server 2005 Selup

Authentication Mode
The authertication mode specfies the seourty used when
conrecting bo SO0 Server,

Sedert the authentication mods b uss For this instalabion.

1) indows duthentication Hode

(=) Miooed Mode (Windows Authentication and S0L Sorver Authenticakion)

Specifly the <a logon pesssord belows:
: FRRRRRER

Coandirmn passvand:

[ seox J[ o> J[ comd ]
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Step 3 Complete the installation and select the new database instance while
installing MA4000 using Advanced Mode.

Authentication Mode Configuration

MA4000 authenticates with the database server using the SQL Server
authentication mode. If an existing database instance is being used, it
may be necessary to enable this authentication mode.

The following procedure explains how to verify/enable SQL Server
authentication using Microsoft SQL Server Management Studio. If this
application is not installed on the database server, a free version may be
downloaded from Microsoft's website.

Complete the following steps to enable SQL Server authentication for an
instance of SQL Server:

Step 1 From the Microsoft Windows Desktop, select Start > All Programs >
Microsoft SQL Server > SQL Server Management Studio.

Step 2 Right-click the database instance and select Properties. Figure 2-9
displays.

Figure 2-9 SQL Server 2005 Properties - Mixed Mode Configuration

-

0 Server Properties Q@
= i - ™
& General = Sert - [} Help
&4 Memary
A
A Server authentication
= Connections () Windows Authentication mode
& Database Settings
4 Advanced () 50L Server and Windows Authertication mode
2% Pemissions
Login auditing
O None
(®) Failed logins only
() Successful logins only
() Both failed and successful logins
Server prowy account
[ Enable server proxy account
Server: Options
Connection: il
= [] Enable C2 audit tracing
34 View connection properties [] Cross database ownership chaining
Ready
ok [ Ccancel
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Step 3 Select the Security tab.

Step 4 Select the SQL Server and Windows Authentication mode option
located in the Server authentication section.

Step 5 Click OK.

Step 6 Restart the SQL Server (InstanceName) Windows service.

Distributed Transaction Coordinator

MA4000 uses the Microsoft Distributed Transaction Coordinator service
to process database transactions. The following procedure should be
followed to ensure that this service is accessible.

Windows Services

Step 1

Administrative Tools > Services. Figure 2-10 displays.

Figure 2-10 Administrative Tools - Services

From the Microsoft Windows Desktop, select Start > Control Panel >

*% Services
File Action Wiew Help
| EX mm
l% Services (Local) i

Distributed Transaction Mame | Drescription | Skatus &

Coordinator 8 NET Runkime Optimization Service ... Microsoft ...,

o 5 Alerter Motifies sel,.,

p the service

Restart the service %Application Laver Gateway Service Provides s...  Starter
%Application Management Provides s...

5 i %ASP.NET State Service Provides ...

escription: )

Coordinates transactions that span %p‘t' Hatkey Poller

multiple resource managers, such as %Automatic Updates Enables th.,.  Starte

databases, Message gueues, and file %Background Intelligent Transfer Ser... Transfers...  Starte

systems. If Ihl_s SoAcE S sb:ppn_ad, mgse %Bluetooth SUppOFE Service Skartes

transactions will nat occur, I this service

is disabled, any services that explicitly & Chanrel Deplayer Starte:

depend on it will fail to start, Cisco Systems, Inc, YPN Service Skarte:
% ClipBiook, Enables Chi...
%COM+ Event System Supports 5., Startes
%COI‘\‘H Syskem Application Manages £...  Startes
% Computer Browser Mainkains a,,. Starbe
% Cryptographic Services Provides th,.. Starte
%DCOM Server Process Launcher Provides la...  Starte
%Dell ireless 'WLAN Tray Service Provides a...  Starte
%DHCP Client Manages n...  Starte
%Distributed Link Tracking Client Maintains i...  Starte

ributed Transaction Coordinator  Coordinate,..  Starkedhe
Y 5
£ »
\ Extended A Standard
Step 2 Right-click the Distributed Transaction Coordinator network service,

then click Properties. Figure 2-11 displays.
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Figure 2-11 Distributed Transaction Coordinator Properties

Distributed Transaction Coordinator Properties (Local ... @

Lieneral |L|:|g On || Recoveny || Dependencies

Service name; M5DTC

Diizplay narme: Digtributed Transaction Coordinatar

Description: Coordinates transactions that span multiple rezource A

managers, such ag databases, message queues, 3

Fath to executable;
C:hwindowshaystemI2hmedic. exe

Startup twpe: Automatic

Service statuz: Started

Y'ou can specify the start parameters that apply when pou start the service
framm here.

[ ak. H Cancel H Apply ]

Step 3 Select Automatic from the Startup type drop-down field, and click Start
to begin the service, if it is not already running.

Step 4 Click OK to save changes, then close the Services window.
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Remote Database Connections

The following procedures may need to be performed if remote access is
needed to the MA4000 database. This is necessary when MA4000 and
its database reside on separate servers, and/or when another
application needs direct access to the MA4000 database.

Please reference Microsoft support for additional information regarding
remote database connectivity with SQL Server.

If a firewall is being used, exceptions must be created to allow inbound and outbound

= traffic for the SQL Server database services and the Distributed Transaction
Coordinator service.

Enable Remote Connections

Step

Step
Step
Step

Step

Step

Step
Step
Step

Step
Step

Step

1

10
11

12

From the Microsoft Windows Desktop, select Start > All Programs >
Microsoft SQL Server > SQL Server Management Studio.

Right-click the database instance and select Properties.
From the Server Properties window, select the Connections tab.

Enable the Allow remote connections to this server check box and
click OK.

From the Microsoft Windows Desktop, select Start > All Programs >
Microsoft SQL Server > Configuration Tools > SQL Server
Configuration Manager.

Select SQL Server Network Configuration > Protocols for
InstanceName for the database instance used by MA4000.

Right-click on the TCP/IP protocol and click Enable.
Select SQL Server Services.

On the right-side, right-click on the SQL Server (InstanceName) service
and click Restart.

Right-click on the SQL Server Browser service and click Properties.

On the Service tab change the Start Mode to Automatic and click
Apply.

On the Log On tab click Start to start the SQL Server Browser service
and click OK.
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DTC Configuration on Windows Server 2008 and Windows Vista

Step 1

Step 2

From the Microsoft Windows Desktop, select Start. In the search box

type dcomcenfg, and then press enter to open the Component Services
snap-in.

Expand the console tree to locate the DTC (for example, Local DTC) for
which you want to enable Network MS DTC Access. See Figure 2-12.

Figure 2-12 Windows Server 2008 - Component Services

(%) Component Services

cB File Action View Window Help |;|i|1|
&= | 7=E = Bim
(L1 Console Root Name | Actions
B & Component Services |i=| Transaction List Local DTC "
Bl ] Computers [ Transaction Statistics
= .}- My Computer More Actions »
_| COM+ Applications
_| DCOM Config
_| Running Processes
= || Distributed Transac

E Event Viewer (Local)
i Services (Local)

I o

iL %% ocal OTC

Step 3
Step 4

On the Action menu, click Properties.
Click the Security tab (see Figure 2-13) and make the following changes:

—In Security Settings, select the Network DTC Access check box.

—In Transaction Manager Communication, select the Allow Inbound
and Allow Outbound check boxes.
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locivtcpropertes ———EE|

.Tlacingl Logging Securty |

— Securty Settings

Getting Started 2-19

—Client and Administration
[T AMlow Remote Clients

[V MNetwors DTC Access

[ Mlow Remote Administration

— Transaction Manager Communication
v Allow Inbound
¥ Mutual Authentication Reguired
" Incoming Caller Authentication Fequired
" Mo Authentication Reguired

v Alow Outbound

[T Enable ¥A Transactions

Account:

Pagsward:

— DTC Logon Account

INT AUTHORITY \MNetwaork Service

Browse. . |

Confirm password: I

Leam more about setting these properties.

Cancel Apphy
Step 5 Click OK. Figure 2-14 displays.
Figure 2-14 Windows Server 2008 - DTC Console Message
DTC Console Message |

% M5 DTC service will be stopped and restarted. All dependent
" services will be stopped. Please press yes to proceed.

Step 6 Click Yes to restart the MS DTC service.
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DTC Configuration on Windows Server 2003 and Windows XP

Step 1 From the Microsoft Windows Desktop, select Start > Control Panel >
Administrative Tools > Component Services. Figure 2-15 displays.

Figure 2-15 Component Services - My Computer

> Component Services IZI@E'
@ File  #ction  Wiew  Window  Help = x|
« » @@ 2 N[rEmag

1 Console Root Computers 1 object(s)
= @ Component Services —
= Computers !
? Iéilnu- uter =
= " R My Carmputer

+ @ Ewvent Yiewear (Local)

+ Services (Local)

Step 2 In the console tree of the Component Services administrative tool,
expand Component Services, expand Computers, right-click My
Computer, and then click Properties. Figure 2-16 displays.
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Figure 2-16 My Computer Properties

My Computer Properties

General | Optichs Default Properties

LFSH38T Y5

Descrption:

ok || Cancel Apply

Step 3 Click the MSDTC tab. Figure 2-17 displays.
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Figure 2-17 My Computer Properties - MSDTC

My Computer Properties

General Options Default Properties
Default Protocolz | M5SDTC | COM Security

Default Coordinatar
lv Use local coordinator

Log Information [Currently owned by LUFSH3ET 751]
Location: |E:hwindawshsystem32'xh-15Dtn:: Browsze...

Capacity: 4 ME Reszet log

Clignt Metwark, Protocol Configuration
TCRAP

Sl

Service Contral Statuz for MSDTC version 03.01.00 4414
Status: Started at 75351 AM - 241542008

Stop |

Tranzaction Canfiguration Tracing Optionz
Security Configuration... | Tracing Dptions... |

[ OF. l [ Cancel

Step 4 Click Security Configuration. Figure 2-18 displays.
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Figure 2-18 Security Configuration

Security Configuration

OF. | Cancel |

Security Settingz
v Metwork DTC Access
Client and Adrinistration
[ Allow Remate Clients [ Al Bemate Adminiztration

Tranzaction b anager Communication

[v Allow Inbound [v  Alloe Dutbound

o+ Mutual Authentication Fequired
" Incoming Caller Authentication Required
" Mo Authentication Fequired

[ Enahble Tranzaction Internet Protacal [TIP) Transactions

| Enable ¥4 Transactions

DTC Logon Account

Account |NT AUTHORITY M etvwark S ervi Browse

Step 5

Step 6

Select the Network DTC Access, Allow Inbound, and Allow
Outbound check boxes.

Select the Mutual Authentication Required option button, then click
OK to save the changes. Figure 2-19 displays.

Figure 2-19 DTC Console Message

DTC Console Message

9
2

M3 DTC service will be stopped and restarted. Al dependent services will be stopped. Please press yes to proceed.

Step 7

Step 8

Click Yes to restart the MS DTC service, then OK after the service restart
has finished.

Click OK to close the My Computer Properties window, then close the
Component Services administration tool.
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Web Client Requirements

Table 2-7 Minimum Web Client Requirements

Minimum Requirement

Video 1024 x 768 SVGA Monitor
Input Devices Mouse and 101 Key Keyboard
Applications Internet Explorer 6.0 SP2, 7.0, or 8.0
(see notes) Microsoft Silverlight 2.0

Note 1: JavaScript must be enabled within the browser to utilize MA4000.

Note 2: NEC recommends adding the MA4000 URL to the Internet Explorer Trusted Sites zone of all
client PCs to avoid issues with Internet Explorer security settings.

Note 3: Microsoft Silverlight does not support 64-bit web browsers. If accessing MA4000 from a 64-
bit operating system, please use the 32-bit version of Internet Explorer.
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Installation

This chapter provides the step-by-step procedures needed to install

MA4000 and its supporting applications using the installation wizard.

gonss It is recommended that you install the NEC Centralized Authentication Service on a
é web server prior to installing MA4000.
NOTE

Chapter Topics e Installing MA4000

e Installing MA4000 IP-PBX and Dterm Manuals
e Installing Voice Mail Proxy

Installing MA4000

To install MA4000, complete the following steps:

Step 1 Insert the disc into the appropriate drive, and launch the

MA4000Manager and Assistant installation from the autorun menu.
Figure 3-1 displays.
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Figure 3-1 NEC MA4000 - InstallShield Wizard - Choose Setup Language

MNEC MA4000 - Installshield Wizard

Choosze Setup Language

Select the language for the installation fram the ch

InstallShield [ < Back H Mest » l Cancel

Step 2 If prompted, choose the language that will be used by the installer, then
click Next. Figure 3-2 displays.
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Figure 3-2 MA4000 - InstallShield Wizard - Welcome

NEC MA4000 - InstallShield Wizard

Welcome to the InstallShield 'Wizard for NEC MA4000

will inztall NEC 444000 9.0.0 on vour computer. To continue, click

InsralIShield [ < Back ” Cancel

Step 3 Click Next. Figure 3-3 displays.
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Figure 3-3 MA4000 - InstallShield Wizard - Choose Region

MNEC MA4000 - InstallShield Wizard B4

Choosze region

fic ko each region

Region LS / Intemational s

Cancel

InstallShild [ < Back ”

Step 4 Select the region where MA4000 is being installed, then click Next.
Figure 3-4 displays.
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Figure 3-4 MA4000 - InstallShield Wizard - License Agreement

NEC MA4000 - InstallShield Wizard

Licenze Agreement

2ad the following

CUSTOMER SOFTWARE LICENSE

CAREFULLY READ ALL TERMS AND COMNDITIONS OF THIS LICEMNSE FRIOR
TO INSTALLIMNG THE SOFTWARE. BY INSTALLIMNG THE SOFTWARE, vOLI
ACKMOWLEDGE THAT YOLU HAVE READ THIS LICEMSE AMD UNDERSTAMD T,
AMD YO AGREE TO BE BOUMND BY ITS TERMS AND CONDITIOMNS.

This Customer Software License is between NEC Corparation ("NEC",
hereinafter "LICENSO0R" and yau the custarmer (hereinafter "LICEMSEE").

This License may include Microsoft Corporation ("Microsoft) as a third party
heneficiary ofthis agreement to the extent permitted by applicable law. If the
LICENSORILICEMSEE has solicensed the Licensed Product ta include use of
the emhedded Microsoft SGL database, the terms and conditions in Section 6
apply. Ifthe LICENSEE has licensed the Licensed Product as "Custamer
Provided Database" ('LICEMSEE Frovided Database" this license does not
include such "third-pary" database and proper licensing, fulfillment of obligations

. - -
nr ranvirameante andinr ennnnt fees ara cnlale the recnnncihilibe 0f the

IstallShield | < Back | | Mest > | | Cancel |

Step 5 Read the License Agreement. To accept all the terms listed, select the |
accept the terms of the license agreement option, then click Next.
Figure 3-5 displays.

—Figure 3-5 displays if the Simple Network Management Protocol and/
or WMI SNMP Provider components for Windows are not installed. If
you proceed without installing these components you will not be able
to utilize SNMP within MA4000 for trap collection or Traffic Analysis.
See WMI and SNMP Requirements.

—Figure 3-6 displays if the above components are installed.
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Figure 3-5 MA4000 - InstallShield Wizard - WMI Services Warning

C MA4000 d Wizard

Step 6 Click Next to continue. Figure 3-6 displays.

InstallShield [ < Back H
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Figure 3-6 MA4000 - InstallShield Wizard - Choose The Installation Mode

NEC MA4000 - Installshield Wizard [ x]

Choose the installation mode

ation mode.

InstallShield I < Back ” l Cancel

Step 7 Select the installation mode, then click Next.

—If the Simple Mode option is selected, and an existing database
instance is detected and used, proceed to “Summary” on page 3-22.

—If the Simple Mode option is selected, and a new database instance
needs to be installed, complete the “SQL Server Express
Prerequisites” on page 3-14, then proceed to “Summary” on page 3-
22.

—If the Advanced Mode option is selected, proceed to “Web Site and
Application Pool (Advanced Mode)” on page 3-8.
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Web Site and Application Pool (Advanced Mode)

Figure 3-7 MA4000 - InstallShield Wizard - Web Site and Application Pool (Advanced Mode)

NEC MA4000 - InstallShield Wizard
Web

IstarliShield l < Back ” Mest > ] Cancel

To configure the web site for MA4000, complete the following steps:

Step 1  Type the host name or the IP Address in the Computer Name or TCP/IP
address field (see Figure 3-7).

This name or address will be used as part of the URL when client
browsers connect to MA4000. When the server resides in a domain, use
a fully qualified name such as servername.mycompany.com.

Step 2 Select web site that will be used for MA4000 from the Web Site drop-
down list (see Figure 3-7). This selects the port that client browsers will
use to access MA4000.

pa3%) The Web Site drop-down list is read-only when there is only one web site available
= on the web server.
NOTE

Step 3  Select the Application Pool which will be used for MA4000 using the
Browse button, or enter the name manually. If it does not already exist, it
will be created during the installation process.

pA33) This step is not required on Windows XP.

-—ny —
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Step 4 Click Next.

—If the NEC Centralized Authentication Service (NEC CAS) has not
been installed, or is installed on a separate server, Figure 3-8 displays.

NEC Centralized Authentication Service Location

In order to log into MA4000, the application needs to know the location
of the NEC CAS application. If the MA4000 installer does not detect that
NEC CAS has been installed locally it will prompt you for additional
information.

Figure 3-8 MA4000 - InstallShield Wizard - NEC Centralized Authentication Server (CAS)

NEC MA4000 - InstallShield Wizard E

MEC Centralized Authentication Service

Ple mfirm e; e of MEC Centralized Authentication £

[ULSTO i/ M AJOR T MECCAS

- Cancel

InstieslIShield

Step 1  Select one of the following option buttons:
—Stop MA4000 install and start Centralized Authentication Service
installation

—Continue with MA4000 installation and install Centralized
Authentication Service later

—Enter Centralized Authentication Service URL address

Step 2 Click Next.

Database Installation (Advanced Mode)
¢ To install SQL Server 2008 Express Edition, complete Step 1.
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OR
e To use an existing database, skip to Step 2.

Step 1  Select the Install SQL Server 2008 Express Edition option button to
install SQL Server Express Edition from the disc. Figure 3-9 displays.

Figure 3-9 MA4000 - InstallShield Wizard - Database Installation (Advanced Mode)

NEC MA4000 - InstallShield Wizard

D atabase Installation

Q O this computer
2l cornpter

Computer Mame servelhame

M Usze Default Datal

ance
Database Instance  YEFTTN]
D atabaze Mame MA4000

InstallShield [ ¢ Back H Mest > l Cancel

Step 2 Select Use an existing database server if the database instance that
will host the MA4000 application has already been installed.

Step 3 Select the On this computer option if the database will be hosted on the
MA4000 application server.

Step 4 Select the On an external computer option if the database will be
hosted on a remote server.

—Click Browse to select the Computer Name.

If you are installing MA4000 using a remote database server, see “Remote Database
Connections” on page 2-17.

IMPORTANT

Step 5 Select the Use Default Database Instance check box to use the Default
Named Instance, then skip to Step 7.

Step 6 Clear the Use Default Database Instance check box to use a Named
Database Instance.

—In the Database Instance field, select or insert the name of the
desired database instance.
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Step 7 In the Database Name field, type the desired database name. See
Figure 3-9.

Step 8 To create a new database, select the Create new database option
under the Database section. See Figure 3-9. A new database will be
created using the name chosen in Step 7.

Step 9 To use an existing database, select the Use existing database option,
then choose from one of the following:

—To create new database tables, select the Create new tables option
under MA4000 Database Tables (see Figure 3-9).

To use existing database tables, select the Use existing tables

option.
pA3%) In order to use an existing database, the name provided in Step 7 must match the
= name of an existing database.
NOTE

Step 10 Click Next. Proceed to “Database Password (Advanced Mode)” on
page 3-12.
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Database Password (Advanced Mode)

If the Use an existing database server option is selected, Figure 3-10
displays.

Figure 3-10 MA4000 - InstallShield Wizard - Database Password (Advanced Mode)

NEC MA4000 - InstallShield Wizard

Database Password

thentication' ko login to the zing the cument

Suthentication'' to login using an account from the SOL

hentication

entication

— _

InistallShield [ < Back H Mest > ] Canicel

Step 1  Select an authentication method to utilize when creating the MA4000
database. Windows Authentication can be used if you are logged in as a
user which has administrator rights to the database server. This is the
usual case if MA4000 and the database reside on the same computer.

Step 2 If SQL Server Authentication is selected, enter the appropriate
information into the Login name and Password fields.

Step 3 Click Next. Proceed to “Database User Account (Advanced Mode)” on
page 3-17.
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If the Install SQL Server 2008 Express Edition option is selected,
Figure 3-11 displays.

Figure 3-11 MA4000 - InstallShield Wizard - Database Password (Advanced Mode)

NEC MA4000 - InstallShield Wizard E3

Databaze Password

Plea erin the SG

InstallShield I < Back H Next > ] Cancel

Step 4 Type a password for the new SQL Server 2008 Express Edition instance
in the Enter password and Confirm password fields.

pa3%) A random “strong” password will be generated for you automatically. You may use it,
é or change it to another of your choosing.
NOTE

Step 5 Click Next. Proceed to “SQL Server Express Prerequisites” on page 3-
14.
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SQL Server Express Prerequisites

Step 1 If Windows Installer 4.5 is not installed, which is a prerequisite for SQL
Server 2008 Express, Figure 3-12 displays.

Figure 3-12 NEC CAS - InstallShield Wizard - Windows Installer Installation

MNEC MA4000 - Installshield Wizard E3

\]::) ‘indowes Installer version 4.5 is required ko be installed before SQL Server 2008 Express Edition.

MEC MA4000 will now skark the Windows Installer installation,

—Click OK. Figure 3-13 displays when the Windows Installer 4.5
installation completes.

Figure 3-13 Software Update Installation Wizard

Software Update Installation Wizard

Completing the Hotfix for

Windows Server 2003
@ (KB942288-v4) Installation
Wizard

“ou have successfully completed the KB3422858-w4
Setup wizard.

To apply the changes, the wizard has to restart
Windows, To restart wWindows automatically, click
Finizh. If you want to restart later, select the Do not
restart now check bow, and then click Finish.

Seconds until automatic restart; 27

¢ Back I Finizh I [Eancel

—Click Finish. If your PC requires a reboot, restart the MA4000
installation.
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Step 2 If Microsoft .NET Framework 3.5 SP1 is not installed, which is a
prerequisite for SQL Server 2008 Express, Figure 3-14 displays.

Figure 3-14 NEC CAS - InstallShield Wizard - Microsoft .NET Framework Installation

MNEC MA4000 - Installshield Wizard

1

\‘2 Micrasoft Met Framework wersion 3.5 SP1 is required to be installed before instaling SQL Server 2008 Express Edition.

MEC MAa4000 will now start the Micrasoft .NET Framewark installation,

—Click OK. Figure 3-15 displays when the Microsoft .NET Framework
3.5 SP1 installation completes.

Figure 3-15 Microsoft .NET Framework Installation Setup Complete

EMicrusuﬂ: .MET Framework 3.5 5P1 Setup M= B

Setup Complete .NELFramework

Microsoft .NET Framework 3.5 5P1 has been installed successfully.

jr-" It is highly recommended that wou download and install the latest service packs and security
updates For this product,

For more infarmation, see Windows Lpdate

—Click Exit.
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Step 3 If SQL Server Management Studio Express is already installed,
Figure 3-16 displays.

Figure 3-16 Query - Replace Existing SQL Server Management Studio Express

question g |
® ,  Theinstaller has detected SQL Server Management Studio Express on this system, which may not be compatibile with SQL Server 2008 Express
‘__-/ Edition, Would you like to replace it with SQL Server 2008 Management Studio Express, which can manage SQL Server 2008 Express Edition and is
backward compatible?

Click Yes to uninstall existing SQL Server Management Studio Express and install SQL Server 2008 Management Studio Express,
Click. Mo to continue without installing SQL Server 2006 Management Studio Express.

Yes Mo

—If you click No, SQL Server 2008 Management Studio Express will not
be installed.

—If you click Yes, SQL Server Management Studio Express will be
uninstalled and SQL Server 2008 Management Studio Express will be
installed.

Step 4 If Windows PowerShell 1.0 is not installed, which is a prerequisite for
SQL Server 2008 Management Studio Express, Figure 3-17 displays.

Figure 3-17 MA4000 - InstallShield Wizard - Windows PowerShell Installation

MNEC MA4000 - Installshield Wizard [ x|

y Windows PowerShel version 1.0 is reguired to be installed before SOL Server 2008 Management Studio Express,

MEC MA000 will noww skart the Windows PowerShell installation.

—Click OK to install Windows PowerShell 1.0.
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Database User Account (Advanced Mode)

Figure 3-18 MA4000 - InstallShield Wizard - Database Accounts (Advanced Mode)

NEC MA4000 - InstallShield Wizard

InstallShield ’ < Back H Next > ] Cancel

Step 1  Enter the desired SQL Login Names that will be used to access the
database.

—Select the Create or use a read-only account with these settings
check box if you are creating or using a “read only” access to the
MA4000 database.

Step 2 Enter and confirm the passwords.

Step 3 Click Next. Proceed to “Database Settings (Advanced Mode)” on

page 3-18.
ganas) A random “strong” password will be generated for you automatically. You may use fit,
= or change it to another of your choosing. In either case, you will have an opportunity
NOTE to view the password at the end of the installation.
It is important to remember the SQL Login Name and Password for the Read-Only
Account because this information is needed to integrate other applications, such as
OW5000, with the MA4000 database.
IMPORTANT
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Database Settings (Advanced Mode)

Figure 3-19 MA4000 - InstallShield Wizard - Database Settings (Advanced Mode)

NEC MA4000 - InstallShield Wizard

Database Settings
Plzase enter in the Data and Log path and Collation used by NEC b

The data and log fol before the installation can wiite the files to the
I

ed location.

\Program Files\Microsolt SOL ServerMSS0L 1\MSS0L\Datz
:\Frogram Files\Microsoft SOL Server\MSS0L.18MS50LALog

haracter set will
2 collation that will be

InstallShield ] l Cancel
pa3%) Remote database installation requires the absolute path of the data and log files.
N;E The installation cannot create folders for the data or log files on a remote database

server. The folder must exist before the installation can proceed.

Step 1 Type the location where the data and log files will be stored, starting with
the drive letter as it displays on the database server (see Figure 3-19).

Step 2  Select the collation that will be used by the MA4000 database.

Step 3 Click Next to proceed to “Windows User Account (Advanced Mode)” on
page 3-19.
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Windows User Account (Advanced Mode)

MA4000 requires a Windows User Account with limited privileges which
it uses to access its file and other computer resources. This can be a
new account, or you can use an existing account.

Figure 3-20 MA4000 - InstallShield Wizard - Windows User Account (Advanced Mode)

MEC MA4000 - InstallShield Wizard

ndows User Account
uzer for MEC kA4000

=duling, printing

Uszername

il

Carnfirmn

Domain

InstallShield I < Back H I LCancel ‘

Step 1 To use an existing Windows User Account, select the Use existing user
account option button.

—1In the Username field, type a username.
—1In the Password field, type a password.
—1In the Confirmation field, confirm the password.

—Click the Domain drop-down list to select the domain where the
Windows User account is established.

Step 2 To create a new Windows User Account, select the Create New User
option.

—1In the Username field, type a username.

P339 A random “strong” password will be generated for you automatically. You may use it,
= or change it to another of your choosing. In either case, you will have an opportunity
to view the password at the end of the installation.

—1In the Password field, type a password.
—In the Confirm Password field, confirm the password.

Step 3 Click Next to proceed to MA4000 Alarm Client (Advanced Mode).
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MA4000 Alarm Client (Advanced Mode)

Figure 3-21 MA4000 - InstallShield Wizard - MA4000 Alarm Client (Advanced Mode)

NEC MA4000 - InstallShield Wizard
MA4000 Alarm Clent

Configure the alarm client for the I

Alarm Client Mame | ArYTIEL

er on Alam

Far more infarmatic e MEC MA4000 documentation.

LCancel

InstallShizld

Step 1 In the Alarm Client Name field, type a Client Name for the Alarm Client
that will reside on the MA4000 server.

Step 2 Select Disable Screen Saver on Alarm to turn off the Screen Saver
when an Alarm Notification occurs.

Step 3 Select Load at Startup to launch the Alarm Client when the server
reboots.

Step 4 Click Next. Figure 3-22 displays.
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Destination Location (Advanced Mode)

Figure 3-22 MA4000 - InstallShield Wizard - Choose Destination Location (Advanced Mode)

NEC MA4000 - InstallShield Wizard

Choose Destinat

Browse...

InstallShield ’ ¢ Back ”

Cancel

Step 1 The default file location is displayed. Click Browse to choose a different
location if desired.

Step 2 Click Next, Figure 3-23 displays.

gans On Windows Server 2008 R2, the default destination folder is C:\Program Files
= (x86)\NEC.
NOTE
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Installation

Summary

Figure 3-23 MA4000 - InstallShield Wizard Start Copying Files

NEC MA4000 - InstallShield Wizard

Start Copying Files

[Destination Directory]
C:4Program Files\MEC

[Create Operating System Lzer]
User Mame = "M44000U ser*
On Domain = "MAJORT"

[D atabaze Information]
Computer Mame
Database Instance
[1atabase Mame
Dratabase Caollation

"MaJORT"

“Mad000"

"Ma4000"

"SOL_Latin]_General CP1_CI_AS"

Diata path "C:AProgram Files\Microzoft SOL Server\MSS0L10.MA4000¢
Log path "C:A\Program FilesiMicrosoft SOL ServeryWMS5QL10.MA40004
MSS0L Wersion = Service Pack 0 h

| »

InstallShield | < Back || | | Cancel |

Step 1 Review all the settings listed in the Current Settings section. Click Back
to change the settings.

Step 2 Click Next to accept the settings and proceed with the installation, Figure
3-24 displays.
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Configure Licensing

Figure 3-24 MA4000 - InstallShield Wizard - Import License

NEC MA4000 - Installshield Wizard E
License

Configure

1 the

on Infarmatior

dre ] Part 43300

JnnstallShield I < Back l Skip > l Cancel

Step 1 Do one of the following to configure MA4000 licensing:

—Select the License Manager Client option if a License Manager
Client server is installed at your location. Supply the server’s IP
Address / Name and Port (default 49300) information, then click
Configure. If you do not know this information, please refer to the
License Manager Client Operations Guide for instructions on how to
obtain this information.

—If you have a USB dongle and a matching license file, select the
Hardware key option and enter the path of the license file name to be
imported, or use Browse to choose a file, then click the Import button.
Figure 3-25 displays.

—To proceed without configuring license settings, click Skip. Figure 3-

25 displays.
ganis If License Manager Client information is detected on the server from a previous
= MA4000 installation this dialog will not be displayed.

The hardware key option is only available for Europe and Australia region systems
installing on Windows XP and Windows Server 2003.

MA4000 will run in demo mode if no license information is configured.

To configure license information at a later time, refer to “Licensing MA4000” on
page 5-2.
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Figure 3-25 MA4000 - InstallShield Wizard - Display Passwords

NEC MA4000 - InstallShield Wizard

Dizplay Passwords

Display the

SEr
b ORT 4440000 zer

reader

InstallShield ’ < Back ” Mest » l Cancel

—The passwords used during the installation process can be viewed
and copied by clicking Show. When finished click Next.

It is important to remember the SQL Account Login Name and Password for the
Read-Only Account because this information is needed to integrate other
applications, such as OW5000, with the MA4000 database.

IMPORTANT
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Figure 3-26 MA4000 - InstallShield Wizard - Complete

NEC MA4000 - Installshield Wizard

InztallS hield Wizard Complete

nztalling NEC MA4000 on your computer.

InstallShizd

) e

—Click Finish to complete the installation.

ganas) It is recommended that you run Web updates to check for the latest MA4000 minor
= release or service pack available. See the online help for details.
NOTE

Installing MA4000 IP-PBX and Dterm Manuals

The large size of our reference documents requires that they be installed
separately. To install these documents, complete the following
procedure:

Step 1 Insert the disc into the appropriate drive.

Step 2 Launch the MA4000 IP-PBX and Dterm Manuals installer from the
autorun menu.

Step 3 Follow the prompts of the installation wizard to complete the installation.
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Installing Voice Mail Proxy

The NEC NEAXMail AD-120 Proxy is a freely distributed program that
allows the user to connect the MA4000 to a NEAXMail AD-120 or a
UNIVERGE UM8500 voice mail system across a network.

pA3%) » The user must load the AD-120 Proxy program onto the NEAXMail AD-120/
= UNIVERGE UM8500 itself. If there are multiple NEAXMail AD-120/UNIVERGE
UMB8500 servers in a clustered configuration, the proxy only needs to be installed
NOTE on one of the servers.
* The NEAXMail AD-120/UNIVERGE UM8500 server must be connected to the
network and be able to reach the MA4000 server.
* The MA4000 should not be loaded on the proxy computer.
To install the NEC NEAXMail AD-120 Proxy:
Step 1 Log in to the NEAXMail AD-120/UNIVERGE UMB8500 server with an
account that has administrator privileges.
Step 2 Place the disc into the NEAXMail AD-120/UNIVERGE UM8500 server.
Step 3 Launch the MA4000 Voice Mail Proxy installer from the autorun menu.
Step 4 Follow the prompts of the installation wizard to complete the installation.
= The installation target directory is C:\Program Files\NEC
%?; America\ANEAXMailProxy, unless you select otherwise.
f/—\
REFERENCE
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Upgrade

This chapter provides a walk-through of the process of upgrading
MA4000 using the installation wizard. Please note that MSDE 2000 and
SQL Server 2000 databases are no longer supported. If you are using
one of these database products the MA4000 installer will provide options
for transitioning to a supported database product.

Chapter Topics e Upgrading MA4000
e Configure Licensing

Upgrading MA4000

To upgrade the MA4000 application, complete the following steps:

Step 1 Insert the disc into the appropriate drive, and launch the MA4000
Manager and Assistant installation from the autorun menu.

Step 2  Figure 4-1 displays if a compatible version of NEC CAS is not detected.

Figure 4-1 NEC MA4000 - InstallShield Wizard - Missing NEC CAS

MNEC MA4000 - Installshield Wizard

] The MEC MA4000 upgrade couldn't find MEC Centralized authentication Service configured to be used with NEC MA4000 on htkp://MAJORINECCAS,
L3 Please make sure to upgrade MEC Centralized Authentication Service to 3.0.0 or higher.

—Click OK. Figure 4-2 displays.
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Upgrade

Figure 4-2 NEC MA4000 - InstallShield Wizard - Welcome

NEC MA4000 - InstallShield Wizard

Welcome to the InstallShield Wizard for NEC MA4000

ill update the installes 3] of NEC MA4000

Cancel

InstallShiald < Back ”

Step 3  Click Next.

—If License Manager Client information is detected on the server, the
upgrade will complete and Figure 4-4 displays.

—If no License Manager Client information is detected Figure 4-3
displays.
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Configure Licensing

Figure 4-3 NEC MA4000 - InstallShield Wizard - License

MNEC MA4000 - InstallShield Wizard

License

enter the

Port R

InstallShield [ < Back [ Skip > Caricel

Step 1 Do one of the following to configure licensing:

—Select the License Manager Client option if a License Manager
Client server is installed at your location. Supply the server's IP
Address / Name and Port (default 49300) information, then click
Configure. If you do not know this information, please refer to the
License Manager Client Operations Guide for instructions on how to
obtain this information.

—If you have a USB dongle and a matching license file, select the
Hardware key option and enter the path of the license file name to be
imported, or use Browse to choose a file, then click the Import button.
Figure 4-4 displays.

—To proceed without configuring license settings, click Skip.
Figure 4-4 displays.

gani If License Manager Client information is detected on the server from a previous
= MA4000 installation this dialog will not be displayed.
NOTE

The hardware key option is only available for Europe and Australia region systems
installing on Windows XP and Windows Server 2003.

MA4000 will run in demo mode if no license information is configured.

To configure license information at a later time, refer to “Licensing MA4000” on
page 5-2.
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Figure 4-4 NEC MA4000 - InstallShield Wizard - Update Complete

NEC MA4000 - Installshield Wizard

Update Complete

Theln fizard has updated MEC MALOOD to

aht to reslart my Compuber now.

InstallShield < Back l l Finizh Cancel
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Miscellaneous Procedures

This chapter provides the steps needed to perform special installations,
and how to make changes to the configuration after an installation is
performed.

Chapter Topics e Licensing MA4000
e MA4000 Event Log Configuration
e SNMP Configuration
e Trap Configuration
e Service Configuration
e Adding URLs to Trusted Site Zone
e Configure SSL/HTTPS
e Modify Server Host Name
e Modify/Retrieve Windows User Account and Password
e Modify/Retrieve Database User Account and Password
e Reset SA Password
e Manual Database Creation
e Manual Database Migration

MA4000 Management System Installation Guide - Revision 16



5-2 Miscellaneous Procedures

Licensing MA4000

If no licensing method was selected during the MA4000 installation
process, MA4000 will remain in Demo mode until licensing is manually
configured using one of the following two methods.

Option 1: License Manager Client (LMC)

The License Manager Client (LMC) method obtains a license from a
central NEC License Server using the internet, and is maintained by the
LMC at each site. The method differs from the Hardware Key method in
the fact that it does not require a hardware key and license file. The only
requirements are that the LMC be installed on your network, and
MA4000 is able to connect to the LMC using the network. The LMC then
is able to connect to the NEC License Server using the internet; or
alternatively, an administrator can upload a license to it using its web
interface.

If the connection between MA4000 and the LMC is disconnected, a 14
day grace period will begin and an alarm will be triggered containing the
date and time when the grace period will expire. In addition to the
alarm, a message will display on the MA4000 Home Page stating that a
grace period is in effect and when it will expire. If the grace period
expires before the LMC connection is re-established, MA4000 will begin
to operate in Demo mode.

The information for the LMC connection must be entered within MA4000.
If you do not know this information, please refer to the License Manager
Client Operations Guide for instructions on how to obtain this
information from the LMC server.

MA4000 License Manager Installation and Configuration Online Training is available

= at www.myneclearning.com.

To configure the MA4000-to-LMC connection, do the following.

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

From within MA4000, select Help > License Information.
Click the Configure license connection hyperlink.

Enter the hostname or IP address of the LMC in the Host IP Address /
Name field.

Enter the port used by the LMC in the Port field.
Click Save.
Select Help > License Information to view the licensing information.

—License Type of license purchased.
—Location The web server’s machine name.
—Serial Number  Serial number stored on the dongle.
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—Status Displays message to indicate the current status of
MA4000 licensing. The status field will display one
of the messages listed in Table 5-1.

Option 2: Hardware Key

This licensing option is not available when MA4000 is installed using a region of "US
= / International. It is also not available with Windows Server 2008 or Windows Vista.

MA4000 can use a XML file and a USB dongle to identify the options
licensed. The licensing file is located on the MA4000 disc, or you can
request the file by e-mail.

The dongle stores the serial number and is shipped with the MA4000
disc. The file serial number must match the dongle serial number. If
they do not match, the MA4000 considers the license file as invalid.

Following installation, perform the following steps:

Step 1  Attach the dongle to the web server USB port.

Step 2 Locate the License file.

Step 3 Close the web browser running the MA4000 application.

Step 4 Save the License file to:

C:\Program\Flies\NEC\Agile\Manager\PrivateBin
Step 5 Ensure the dongle is properly attached.

If the dongle becomes detached, reattach it, and run the Found New Hardware
= Wizard, if the wizard displays.

Step 6 Run the Found New Hardware Wizard to load the required Windows
drivers.

Step 7 Open the web browser and load the MA4000 application.
Step 8 Select Help > License Information to view the licensing information.

—License Type Type of license purchased.

—Location The web server’s machine name.
—Serial Number  Serial number stored on the dongle.
—Status Displays issues between the dongle and the

license file. The status field will display one of the
messages listed in Table 5-1.
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Table 5-1 Status Messages

Message Description

OK

License Manager Client is not
available

Licensing dongle
not found

License file not found

License file contains
an invalid signature

License version is less than
product version

Unexpected error occurred
while loading license file

Indicates the license is valid and functioning properly.

Indicates that MA4000 is not able to communicate with the LMC
using the provided connection information. If this message displays,
perform the following:

+ Verify that the LMC is accessible from the MA4000 server, and is
functioning properly.

+ Verify the Host IP Address / Name and Port values are correct.

* Verify status is listed as OK.

Note: If problems persist, contact NEC Customer Support.
Indicates that the licensing dongle is not attached, is not functioning

properly, or does not match the serial number of your license file. If
this message displays, perform the following:

* Re-attach the dongle to the USB port and verify it is functioning
properly in the Windows Device Manager under 1-Wire Devices.

+ Select Help > About MA4000 options, and Refresh the page.

* Verify the status is listed as OK.
- If problems persist contact your NEC Sales Representative.

Note: If the Found New Hardware Wizards displays, run the wizard.
Restart MA4000 and verify the status has changed to OK.
Indicates the file is not in the proper location.

When the status reads License file not found, perform the
following:

+ Locate the file and copy it to the correct folder.

Signifies the license file has been altered. Contact your NEC Sales
Representative to replace the license file.

Indicates that the license is for an older version of MA4000. A new
license or the correct Major Version is required. Contact your NEC
Sales Representative.

+ If the file is in the correct location, try moving it to another folder
and then copying it back into the correct folder. If problems persist
contact your NEC Sales Representative.

+ Contact NEC Customer Support if this message displays in the
status field after performing the above procedure.

Step 9 \Verify the status

is listed as OK.
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MA4000 Event Log Configuration

Each Alarm that meets the Alarm Definition criteria will cause an entry
to be added to the MA4000 Event Log. All Windows Event Logs are
configurable for size and limit behavior. The MA4000 Event Log must be
manually configured.

Configuration

The Event Viewer is available with the Administration Tools folder.
Step 1 From Windows Desktop, select Start, and then Control Panel.
Step 2 Right-click MA4000 Event Log, Figure 5-1 displays.

Figure 5-1 MA4000 Properties - Event Log Configuration

MA4000 Properties

General | Fiker

Display name: |
Log name: | |
Size: Mot Available
Created: Mot Available
Madified: Mot Available
Accessed: Mot Available

Log size

Maximum log size:  |912 = KB

YWhen maximum log zize iz reached:

{®) Dwvenarite events az needed

() Owenwrite events alder than I:I days

i) Do not avenarite events
[clear log marually] [ Bestore Defaultz ]
[ ]Using a low-speed connection Clear Log
[ Ok l [ Cancel ]

The Maximum log size limit may be increased. This will allow a longer
history of MA4000 Event Log entries within the log file. The Overwrite
events as needed option should also be selected to insure that the log
contains the most recent log entries and does not generate system
errors indicating that the log file is full.
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SNMP Configuration

Trap Configuration

Event to Trap Translator

The generation of traps from Event Log events is controlled by the Event
to Trap Translator. The Event to Trap Translator configuration tool is
accessed by running evntwin.exe.

gonss See WMI and SNMP Requirements prior to attempting this procedure.

NOTE

Figure 5-2 Running Evntwin.exe

- Tvpe the name of a program, folder, document, or
Internet resource, and Windows will open it Far wau,

%)

[ Ik H Cancel H Browse, .. ]

Step 1 Open a Command Prompt by clicking Start > Run, then enter

evntwin.exe. Executing the Event to Trap Translator displays Figure 5-
3.
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Figure 5-3 Event to Trap Translator - Custom Settings

™ Event to Trap Translator - [Custom Settings]

CB)X

Configuration type oK
{+ Custom " Default
Cancel
Events to be translated to traps: Apphy
Event Log | Source | Evert ID | Severty | Count | Time | Description Settings...
< E
Step 2  Select the Custom option in order to edit the settings.

Step 3 Click Edit >>. Further configuration information displays in

Figure 5-4.
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Figure 5-4 Event to Trap Translator - Custom Settings Editing

™ Event to Trap Translator - [Custom Settings] |Z||§|E|

Corfiguration type

* Custom " Default
Cancel

Events to be translated to traps:

g
L5

el

Event Log | Source | Evert ID | Severty | Court | Time | Description Settings...

< View

|A
w

| |

Evert sources: Events:

+-[_7] Application Event 1D | Severity | Trapping | Description |
+1-[Z0 MA400D
+-_] Poirtsec
+-[7 Security
+-[_1] System

Step 4 Inthe Event sources section, expand the MA4000 option to list the NEC
MA4000 Event Source. Figure 5-5 displays.
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Figure 5-5 Event to Trap Translator - Custom Settings - NEC MA4000 Event Source

™ Event to Trap Translator - [Custom Settings]

Corfiguration type
* Custom " Default

Events to be translated to traps:

Event Log | Source | Evert ID | Severty | Court | Time | Description

i

Cancel

g
L5

Settings...

dull

< View

< £
add | | Find
Evert sources: Events:
+-[_] Application Evert ID | Severity | Trapping | Description |2
=23 MA4DDD 0 Success ne %1 =
] NEC MA4DDD 1 Success nao %1
+-[_] Poirtsec 2 Success no %1
+-[2] Security 3 Success no %1
4 Success no %1
#-(3 System 5 Success nao kS
] Success no %1
7 Success no %1
8 Success no %1
5 Success nao kS
10 Success no %1
1 Success no %1 =

Step 5 Select Event IDs 0 through 3 from the Events: list then click Add. See

Figure 5-6.
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Figure 5-6 Event to Trap Translator - Custom Settings - All Required Event IDs Selected

™ Event to Trap Translator - [Custom Settings]

Corfiguration type oK
* Custom " Default
Cancel
Events to be translated to traps: Apphy
Event Log | Source | Event 1D | Severity | Count | Time | Description Settings...

dull

< View

< £
add | | Find
Event sources: Events:
+-[_7 Application Event 1D | Severity | Trapping | Description |2
=423 MA4000 [1] Success no % B
£5 NEC MAZ000 1 Success nao
+-[Z] Poirtsec 2 Success no
+-[2] Security uccess no '.
uCCess no %
#-(3 System 5 Success nao kS
] Success no %1
7 Success no %
8 Success no %
5 Success nao kS
10 Success no %
1 Success no % =

—Clicking Add displays the configuration information for Event IDs 0
through 3 (see Figure 5-7). No changes need to be made, since the
default configuration will generate a trap for every Event Log entry.
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Figure 5-7 Properties - Event Source NEC MA4000 Event ID Configuration

Source:  MEC MALD00D

di

Enterprise 01D [436.1.41.311.1.12.1.10.78.69.67.32 77 65,52 43 43 Cancel
Log: MALDDD

Event: <Mutiple>

Trap specfic ID: | <Multiple>

(Generate trap

if event count reaches ﬂ
[ within time interval j seconds

Description:

<Multiple >

Step 6 Click OK. Figure 5-8 displays the four required Event IDs in the Events
to be translated to traps: list.
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Figure 5-8 Event to Trap Translator - Custom Settings - All Required Event IDs

™ Event to Trap Translator - [Custom Settings] |Z||E|fg|

Configuration type
{+ Custom " Default

o

Cancel

Ewverts to be translated to traps:

&
=

du 03

Event Log | Source | Ewvert 1D | Severty | Court | Time: | Description Settings...
NEC M... Success

NEC M.. Success

Properties. ..

Exp

< Vigw

NEC M... Success
NEC M... Success

it

o

|
w

Add Remove | Find
Event sources: Events:
-7 Application Evert D | Severity | Trapping | Description |2
=23 MA4000 1] Success yes 1 B
=3 MEC MA4DDD 1 Success yEs Al
+-[2] Pointsec 2 Success yes %1
+-1_7 Security 3 Success yes %1
4 Success no %1
+ [ System 5 Success no EA
& Success no %1
7 Success no %1
8 Success no 1
9 Success no EA
10 Success no %1
1k Success no %1 ¥

Step 7 Click OK to save the Event to Trap Translator configuration. This
completes the Windows Event to Trap Translator configuration
requirements.

Known Limitations

The Windows Event to Trap Translator (evntwin.exe) does not allow
specification of an OID to use for the trap or any control of the MIB
format for the trap. The traps generated from the Event Log are
identified by OID:

1.3.6.1.4.1.311.1.13.1.10.78.69.67.32.77.65.52.48.48.48.0.0

This OID is a Microsoft Enterprise-specific OID. The MIB definition for
this OID is fixed. There is an MA4000 Event Log.mib file on the MA4000
disc under the Miscellaneous folder.
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Service Configuration

For the traps generated from the Event Log to be sent to another host;
the SNMP service must be configured to forward traps for the Public
community to that destination.

Configuration

The Services configuration screen is available with the Administration
Tools folder. The Administration Tools folder is available from the
Windows menu.

Step 1 From the Microsoft Windows Desktop, select Start, and then Control
Panel. Figure 5-9 displays.

Figure 5-9 Services

*% Services |:| |§| fz|
Eile  Action Yiew Help
El 2w w

Services (Local)

Services (Local)

SNMP Service Marne Descripkion Skatus »
%Removable Storage

gt_o% thtet':erwce_ %Routing and Remat..,  Offers rout...

EELArL the Service %Secondary Logon Enables st.,,  Started

%Security Accounts Manager Ies sec,.. Started

Descripkion: %Security Cenker Manitars ...

Includes agents that monikar the activity %S 5 e il Started

in metwork devices and repart to the Erver Upports Tl arte

nietwork console workstation, B shell Hardware Det... Started
%Simple Mail Transfer... Transports... Started
%Sma Manages a...

: P Service Includes a...  Skarted
%SN F Trap Service Receives br,,, Started o
%Softex BayManager Started
%SQLSERVERF\GENT
%SSDP Discovery Ser... Enables dis...  Started 2
< Mimbkmme ek Bla kil 'r....l..l -k ek z —

\ Extended A Standard

Step 2 Right-click SNMP Service. Figure 5-10 displays.
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Figure 5-10 SNMP Service Properties - Traps Configuration Tab

SNMP Service Properties (Local Computer)

General | Log On | Recoveny .-’-'-.gent| Traps |SE|:urit_l,l Dependencies

The SHMP Service provides nebwork. management over TCF/P
and IF/5F pratocols. IF traps are required, one ar more
community names must be specified. Trap destinations may be
host names, IP addrezzes or IF+ addreszes.

Cammunity name
[pubic ~] |

Bemove from list |

Trap destinations:

Add. | | |

k. H Cancel H Apply

Step 3 Click the Traps tab.
Step 4 Click Add to specify the destination host. Figure 5-11 displays.

Figure 5-11 SNMP Service Configuration - Destination Host Specification

SNMP Service Configuration

Add
Host name, P or 1P address: m

1127.0.0.1
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Step 5 Enter the resolvable hostname or IP Address and click Add. The added

destination host displays in the Hosts list of the Traps tab (Figure 5-12).

Figure 5-12 SNMP Service Properties - Traps Tab with Added Destination

SNMP Service Properties (Local Computer)

General | Log On | Recovery .-’-'-.gent| Traps |Sec:urit_l,l Dependencies

The SHMP Service provides network. management over TCF/P
and IF+/5 P protocols. IF traps are required, one or more

community names muzt be zpecified. Trap dezstinations may be
hozt names, IP addrezses or [P addresszes.

LCommunity name
public ﬂ |

Bemaove fromm lizt |

Trap destinations:

Edit... Remove

Ok H Cancel H Apply

Step 6 Click OK to update the SNMP Service configuration. This completes the

SNMP Service configuration requirements.

Known Limitations

The Event to Trap Translator generates traps within the Public
community and is not configurable.
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Adding URLs to Trusted Site Zone

==
==
==\
=

REFERENCE

To avoid unnecessary Internet Explorer warnings and security setting
issues, when the installation for MA4000 has completed, add the URL
(IP address, or server name) of the server to the Trusted Sites Zone of
any browser that accesses it.

See Microsoft’s Help and Support Knowledge Base web site for instructions on
adding sites to the Trusted Sites zone.

If other applications (for example, OW5000 or UM8500) are registered
with MA4000 using Unified Communication for Enterprise, the
applications must also be added to the Trusted Sites Zone if the browser
version of Internet Explorer on the client is 6.0. If this is not done, error
messages will appear when using the Shared Menu and Deep Link
features of the registered applications in MA4000.
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Configure SSL/HTTPS

This procedure assumes that you have already configured SSL within the server's
Internet Information Services (IIS) settings.

IMPORTANT See Microsoft's Help and Support Knowledge Base web site for instructions on
configuring IIS to use SSL.

Configure MA4000 for Support of NEC CAS with SSL

Step 1 Browse to the MA4000 PrivateBin folder (Default: C:\Program
Files\NEC\Agile\Manager\PrivateBin\).

Step 2 Open the agile.config file using a text editor.

Step 3 Locate the AuthURL XML key and replace the http protocol in the value
with https:
<add key="AuthUrl" value="https://ServerName/NecCas//">.

S~ The hostname used in the AuthURL URL should match the hostname that the
:@" MA4000 server's IIS certificate is issued to.
P

Step 4 Save, then close the agile.config file.
Step 5 Restart IIS.
Step 6 Update all applications that integrate with MA4000.

Configure NEC CAS for Support of MA4000 with SSL

Step 1 Browse to the NEC CAS folder (Default: C:\Program Files\NEC\
NECCAS)).

Step 2 Open the private.config file using a text editor.

Step 3 Locate the AlarmPage1 XML key and replace the http protocol in the
value with https.

<add key="AlarmPage1" value="https://ServerName/MA4000/
AlarmGenerator.aspx"/>.

S~ The hostname used in the AlarmPagel URL should match the hostname that the
:(rf?\" MA4000 server's IIS certificate is issued to.
TP

Step 4 Save, then close the private.config file.
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Modifications for Sites that Require SSL (Disable HTTP)

If a site requires that all web site access must be using SSL/HTTPS,
modifications must be made to the MA4000 web.config file in order for
MA4000 to function.

Step 1 Browse to the MA4000 Manager folder (Default: C:\Program
Files\NEC\Agile\Manager\).

Step 2 Open the web.config file using a text editor.

Step 3  Within the <services> section, comment out part of the HTTP endpoints
for the "ConfigService", "RegistrationService",
"OrgLevelPortalService", "PbxPortalService", "UserPortalService",
and "AuthCodePortalService" services as shown on the next page:
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<service name="ConfigService" behaviorConfiguration="Behavior_HTTP">
<!--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTP"
contract="IConfigService" />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />-->
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTPS"
contract="IConfigService"/>
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />
<[service>]
<service name="RegistrationService® behaviorConfiguration="Behavior_HTTP">
«<!--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTP_UserName"
contract="NEC.Agile.Suite. Admin.Contracts.Service .IRegistrationService"/ >
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange® />-->
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTPS_UserName"
contract="NEC.Agile.Suite.Admin.Contracts.Service.IRegistrationService" />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />
< fservice>
<service name="0rgLevelPortalService" behaviorConfiguration="Behavior_HTTP">
«<!--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTP_UserMame"
contract="NEC.Agile.Integration.Contracts.Service.IOrgLevelPortal" />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />-->
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTPS_UserName"
contract="NEC.Agile.Integration.Contracts.Service.I0rgLevelPortal® />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />
< fservice>
<service name="PbxPortalService" behaviorConfiguration="Behavior_HTTP">
<!--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTP_UserName"
contract="NEC.Agile.Integration.Contracts.Service.IPbxPortal® />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />-->
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTPS_UserName"
contract="NEC.Agile.Integration.Contracts.Service.IPbxPortal" />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />
< fservice>
<service name="UserPortalService" behaviorConfiguration="Behavior_HTTP">
<!--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTP_UserName"
contract="NEC.Agile.Integration.Contracts.Service.lUserPortal® />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange® [>-->
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTPS_UserName"
contract="NEC.Agile.Integration.Contracts.Service.lUserPortal® />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />
< fservice>
<service name="AuthCodePortalService" behaviorConfiguration="Behavior HTTP">
«<!--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTP_UserName"
contract="NEC.Agile.Integration.Contracts.Service.[AuthCodePortal" />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange® [>-->
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTPS_UserName"
contract="NEC.Agile.Integration.Contracts.Service.lAuthCodePortal® />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" />
< fservice>
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Step 4 Within the <behaviors> section, locate the serviceMetadata key and
set the httpGetEnabled value to false as shown below:

<serviceMetadata httpGetEnabled="false" https GetEnabled="true" />

Step 5 Save, then close the web.config file.

Step 6 Restart IIS.

Modifications for Sites that Must Disable SSL/HTTPS Port

If a site requires the SSL/HTTPS port to be disabled, modifications must
be made to the MA4000 web.config file in order for MA4000 to function.

Step 1 Browse to the MA4000 Manager folder (Default: C:\Program
Files\NEC\Agile\Manager\).

Step 2 Open the web.config file using a text editor.

Step 3  Within the <services> section, comment out part of the HTTPS
endpoints for the “ConfigService", "RegistrationService",
"OrgLevelPortalService", "PbxPortalService", "UserPortalService",
and "AuthCodePortalService" services as shown below:
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<service name="ConfigService™ behaviorConfiguration="Behavior_HTTP">
<endpoint address="" binding="wsHttpBinding® bindingConfiguration="Binding_HTTP*
contract="IConfigService® />
<endpoint address="mex" binding="mexHttpBinding® contract="IMetadataExchange® />
< !--<endpoint address="" binding="wsHttpBinding® bindingConfiguration="Binding_HTTPS"
contract="IConfigService"/>
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange® f>-->
< fservice>
<service name="RegistrabionService® behaviorConfigurabon="Behavior_HTTP">
<endpoint address="" binding="wsHttpBinding® bindingConfiguration="Binding_HTTP_UserName"
contract="NEC.Agile.Suite. Admin.Contracts.Service IRegistrationService"/>
<endpoint address="mex" binding="mexHttpBinding® contract="IMetadataExchange” />
<!--<endpoint address="" binding="wsHttpBinding® bindingConfiguration="Binding HTTPS_UserName"
contract="NEC.Agile.Suite.Admin.Contracts.Service.IRegistrationService" />
<endpoint address="mex" binding="mexHttpsBinding” contract="IMetadataExchange® [>-->
<fservice>
<service name="0rgLevelPortalService®™ behaviorConfiguration="Behavior_HTTP">
<endpoint address="" binding="wsHttpBinding® bindingConfiguraion="Binding_HTTP_UserName"
contract="NEC.Agile.Integration.Contracts.Service.IOrgLevelPortal® />
<endpoint address="mex" binding="mexHttpBinding® contract="IMetadataExchange” />
< !--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTPS_UserName"
contract="NEC.Agile.Integration.Contracts.Service.IOrgLevelPortal® />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange® f>-->
<fservice>
<service name="PbxPortalService® behaviorConfiguration="Behavior_HTTP">
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTP_UserName"
contract="NEC.Agile.Integration.Contracts.Service.IPbxPortal® />
<endpoint address="mex" binding="mexHttpBinding® contract="IMetadataExchange” />
< !--<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTPS_UserName"
contract="NEC.Agile.Integration.Contracts.Service.IPbxPortal” />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" f>-->
<fservice>
<service name="UserPortalService® behaviorConfigurabon="Behavior_HTTP">
<endpoint address="" binding="wsHttpBinding" bindingConfiguration="Binding_HTTP_UserName"
contract="NEC.Agile.Integration.Contracts.Service.lUserPortal® />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />
<!--<endpoint address="" binding="wsHttpBinding® bindingConfiguration="Binding_HTTPS_UserName"
contract="NEC.Agile.Integration.Contracts.Service.lUserPortal® />
<endpoint address="mex" binding="mexHttpsBinding" contract="IMetadataExchange" f>-->
< fservice>
«service name="AuthCodePortalService®™ behaviorConfiguration="Behavior_HTTP">
<endpoint address="" binding="wsHttpBinding® bindingConfiguration="Binding_HTTP_UserName"
contract="NEC.Agile.Integration.Contracts.Service.lAuthCodePortal® />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />
< !--<endpoint address="" binding="wsHttpBinding® bindingConfiguration="Binding HTTPS_UserName®
contract="NEC.Agile.Integration.Contracts.Service.lAuthCodePortal® />
<endpoint address="mex" binding="mexHttpsBinding” contract="IMetadataExchange® f>-->
< fservice>

Step 4 Within the <behaviors> section, locate the serviceMetadata key and
set the httpsGetEnabled value to false as shown below:

<serviceMetadata httpGetEnabled="true" httpsGetEnabled="false™ /|
Step 5 Save, then close the web.config file.

Step 6 Restart IIS.
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Modify Server Host Name

NEC does not recommend renaming the MA4000 web server or
database server. If the name of the server must be renamed after
MA4000 has been installed and operating, the procedure below can be
used to update the name in the MA4000 configuration file.

See Microsoft's Help and Support Knowledge Base web site for instructions on

renaming web servers and database servers. These tasks are outside the scope of

this document and MA4000 technical support.

IMPORTANT

Web Server Host Name

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

Browse to the NECCAS folder on the NECCAS web server (Default:
C:\Program Files\NEC\NECCAS)).

Create a backup of the private.config file and then open the original
using a text editor.

Locate the AlarmPage1 XML key and replace the ServerName portion
of this example key with the new name of the MA4000 server.<add
key="AlarmPage1" value="http://ServerName/MA4000/
AlarmGenerator.aspx"/>.

Save, then close the private.config file.

If the host name of the NECCAS server changed, browse to the MA4000
PrivateBin folder of the MA4000 web server (Default: C:\Program
Files\NEC\Agile\Manager\PrivateBin\).

Create a backup of the agile.config file and then open the original using
a text editor.

Locate the AuthUrl XML key and replace the ServerName portion of
this example key with the new name of the MA4000 server.

<add key="AuthUrl" value="http://ServerName/NecCas/">
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Database Server Host Name

Step 1 Browse to the MA4000 PrivateBin folder of the MA4000 web server
(Default: C:\Program Files\NEC\Agile\Manager\PrivateBin\).

Step 2 Create a backup of the agile.config file and then open the original using
a text editor.

Step 3 Locate the DB:UnivergeAgile XML key and replace the InstanceName
portion of this example key with the new name of the MA4000
server.<add key="DB:UnivergeAgile" value="workstation
id=localhost;packet size=4096;user id="agile';password="agile';data
source=InstanceName;persist security info=False;initial
catalog=MA4000"></add>.

Step 4 Locate the ODBC:UnivergeAgile XML key and replace the
InstanceName portion of this example key with the new name of the
MA4000 server.<add key="ODBC:UnivergeAgile"
value="DRIVER=(SQL Server);SERVER=InstanceName;
UlD=agile;PWD=agile;Database=MA4000"></add>.

Step 5 Save, then close the agile.config file.
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Modify/Retrieve Windows User Account and Password

During a MA4000 installation a Windows user account is created which
the MA4000 application uses to access its files and system resources. If
this user account information needs to be updated or utilized by an
integrating application it can be found in a configuration file.

Use the following procedures to modify/retrieve the MA4000 Windows
user account username and/or password of an existing installation:

MA4000 Web.Config Modifications

Step 1

Step 2
Step 3

Step 4

Browse to the MA4000 Manager folder (Default: C:\Program
Files\NEC\Agile\Manager\).

Open the web.config file using a text editor.

Locate the identity XML key and replace the Username and Password
values.

<identity impersonate="true" userName="Username"
password="Password"/>

Save, then close the web.config file.

MAA4000 Agile.Config Modifications

Step 1

Step 2
Step 3

Step 4

Step 5

Browse to the MA4000 PrivateBin folder (Default: C:\Program
Files\NEC\Agile\Manager\PrivateBin\).

Open the Agile.config file using a text editor.

Locate the SchedulerUsername XML key and replace the Username
value.

<add key="SchedulerUsername" value="Username " ></add>

Locate the SchedulerPassword XML key and replace the Password
value.

<add key="SchedulerPassword" value="Password " ></add>

Save, then close the Agile.config file.

This must be a valid Windows user account with the appropriate security
permissions in order to function properly.
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Modify/Retrieve Database User Account and Password

During a MA4000 installation a SQL Server user account is created
which the MA4000 application uses to access its database. If this user
account information needs to be updated or utilized by an integrating
application it can be found in a configuration file.

Use the following procedures to modify/retrieve the MA4000 database
username and/or password of an existing installation:

Step 1

Step 2
Step 3

Step 4

Step 5

Browse to the MA4000 PrivateBin folder (Default: C:\Program
Files\NEC\Agile\Manager\PrivateBin\).

Open the Agile.config file using a text editor.

Locate the DB:UnivergeAgile XML key and replace the Username and
Password values.

<add key="DB:UnivergeAgile" value="workstation id=localhost;packet
size=4096;user id='Username ';password='Password ;data
source=InstanceName;persist security info=False;initial
catalog=MA4000"></add>

Locate the ODBC:UnivergeAgile XML key and replace the Username
and Password values.

<add key="ODBC:UnivergeAgile" value="DRIVER=(SQL
Server);SERVER=InstanceName;UID=Username;PWD=Password
Database=MA4000"></add>

Save, then close the Agile.config file.

MA4000 Management System Installation Guide - Revision 16



5-26 Miscellaneous Procedures

Reset SA Password

During a MA4000 installation there is an option to install an instance of
Microsoft SQL Server 2008 Express. If the default SA password was
used, or if MA4000 was installed in Simple Mode, the SA account
password may not be known. If needed, it is possible to reset the SA
account password by logging into the database instance using Windows
Authentication.

Use the following procedures to reset the SA account password for an
instance of SQL Server using Windows Authentication:

Step 1 Log into Windows on the server containing the SQL Server instance
using the local Administrator account or another account with equivalent
privileges.

Step 2 Open a Command Prompt window.

Step 3 Use the SQL Server Command Line Tool to access the database system
using Windows Authentication.

sglcmd.exe -SinstanceName -E

Step 4  Type the following SQL commands within the SQL Server Command
Line Tool, substituting the new password.

sp_password @old = null, @new = 'NewPassword", @loginame = 'sa’
go
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Manual Database Creation

This section describes how to install MA4000 without obtaining the
system administrator's account password. The database administrator
will need to perform a few steps prior to running the MA4000
installation.

In the install directory for MA4000 there is a file called Database.sql.
This is the file that creates the database. This file must be run as a SQL
administrator because it creates the database and the SQL logon to be
the owner of the database. All other database scripts are run as the SQL
logon.

Step 1 Locate the Database.sql file located on the installation disc under the
Setup\MA4000 directory.

Step 2 Working with the database administrator, use a text editor (i.e., Notepad)
to replace the macros in the Database.sql file. This file contains macros
that would normally be replaced by the MA4000 installation. The
macros are text strings contained in braces. For example,
{DATABASE_NAME}.

{DATABASE_NAME} - The name of the database.

{PATH_DATA} - The full path on the SQL server where the SQL data files
(.mdf and .ndf) will be stored.

{PATH_LOG]} - The full path on the SQL server where the SQL log file
(.1df) will be stored.

{DB_USERNAME} - The name of the SQL logon to create that will be the
owner of the database.

{DB_PASSWORD} - The password for the SQL logon named by
{DB_USERNAME}

) You will need to know the values used for {DATABASE_NAME}, {DB_USERNAME},
= and {DB_PASSWORD} when the MA4000 installation is run.

Step 3 Have the database administrator execute the modified Database.sql file
against the SQL server using Query Analyzer or osql.exe. The script
should be run as an SQL administrator using the sa account or a
Window account with administrator access to the SQL server.

Step 4 Runthe MA4000 installation, choosing the Advanced mode.

Step 5 On the Database Installation screen, choose the Use an existing
database server option and choose either the On this computer or On
an external computer option.

—If the On an external computer option is select, ensure the correct
computer name is entered.

—Choose the correct instance of the SQL server and set the Database
Name field to the same value that was selected for the
{DATABASE_NAME} macro earlier.
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—Select the Use existing database and Create new tables options,
then click Next.

Step 6 The next screen will prompt for the SQL logon to be used.
—For the SQL logon name, enter the value used for the
{DB_USERNAME} macro.

—For the password, enter the value used for the {DB_PASSWORD}
macro.

Step 7 The remainder of the installation will proceed normally. When the
installation reaches the database creation step, the installation will not
run the Database.sq|l file, connect to the existing database specified,
then run the rest of the SQL scripts as the SQL user specified.
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Manual Database Migration

This section describes how to move the MA4000 database from one SQL
Server instance to another. Database administrator access is required
on both the source and target database instances in order to use this
procedure.

Step 1  Stop all of the NEC MA4000 services within Administrative Tools >
Services and close all connections to the MA4000 database.

Step 2 Detach the database from the source database instance using the
sp_detach_db stored procedure, as shown in the following example.

USE master
EXEC sp_detach_db @dbname = N'MA4000'
GO

Step 3 Copy the MA4000 database files from the source location to the target
location. The following list is an example of the files associated with a
MA4000 database.

C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\MA4000_dat.mdf
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\MA4000_indx.ndf
C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data\MA4000_log.Idf

Step 4 Create the MA4000 database in the target database instance and attach
the copied database files using the CREATE DATABASE Transact-SQL
statement with a FOR ATTACH clause, as shown in the following
example.

USE master
GO
CREATE DATABASE MA4000
ON PRIMARY
{(FILENAME = "C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\DATAYMA4000_dat.mdf) ,
{FILENAME = "C:\Program Files\Microsoft SQL Server\MS5QL. 1\MSSQL\DATAYMA4000_indx.ndf")
LOG ON
(FILENAME = "C:\Program Files\Microsoft SQL Server\MSSQL. 1\MSSQL\DATAYMA4000_log.Idf")
FOR ATTACH
GO

Step 5 If the target database instance does not contain MA4000 SQL login
accounts, such as 'agile' and 'reader’, create them using the sp_addlogin
stored procedure, as shown in the following example. If you wish to use
the same database account passwords, copy them from the MA4000
Agile.config file.

Agile.config:

<add key="0DBC:UnivergeAgile" value="DRIVER={SQL Server};SERVER={0OldServer\Instance} ;UID={agile};PWD=
{2gil3}:Database={MA4000} "></add>

<add key="ReadOnlyUserID" wvalue="reader"></add>

<add key="ReadOnlyPassword" valuoe="r3@d3r"></add>

SQL:

TUSE master

EXEC sp_addlogin N'agile', N'@gil3', N'MA4000', N'us_english’
GO

EXEC sp_addlogin N'reader', N'r3@d3r', N'MA4000', N'us english’
GO
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Step 6 Map the MA4000 SQL login accounts to the MA4000 database user
accounts using the ALTER USER Transact-SQL statement, as shown in
the following example.

USE [MA4000]

GO

ALTER USER agile
WITH LOGIN = agile
GO

ALTER USER reader
WITH LOGIN = reader
GO

Step 7 Update the database connection settings in the Agile.config file to use
the target database instance and database user passwords.

<!-— DB:UnivergeAgile : Database connection string for MA4000. -->

<add key="DB:UnivergehAgile" valne="workstation id=localhost;packet size=4096;user

id='agile' ;password='@gil3’' ;data sonrce='NewServer\Instance':persist security info=False:rimnitial
catalog="MA4000" "></add>

<!-- QODBC:UnivergeAgile: ODBC Database connection string. Used by unmanaged code. —->
<add key="0DBC:UnivergeAgile" wvalme="DRIVER={S5QL Server}:SERVER={NewServer\Instance} :UID={agile} :PWD=
{8gil3}:;Database={MA4000} "></add>

<!-- ReadOnlyUserID : Read-only nsername nsed by 3rd party applications that need to connect to MA4000-->
<add key="ReadOnlyUserID" valune="reader"></add>

<!-- ReadOnlyPassword : Read-only password msed by 3rd party applications that need to connect to MA4000-->
<add key="ReadOnlyPassword" wvalume="r3@d3r"></add>

This procedure was assembled using the following MSDN article as a
reference.

e How to: Move a Database Using Detach and Attach (Transact-SQL) -
http://msdn.microsoft.com/en-us/library/ms187858.aspx

e sp_detach_db (Transact-SQL) - http://msdn.microsoft.com/en-us/
library/ms188031.aspx

o CREATE DATABASE (Transact-SQL) - http://msdn.microsoft.com/en-
us/library/ms176061.aspx

e sp_addlogin (Transact-SQL) - http://msdn.microsoft.com/en-us/
library/ms173768.aspx

e ALTER USER (Transact-SQL) - http://msdn.microsoft.com/en-us/
library/ms176060.aspx
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