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Introduction

The UNIVERGE UC700 Installation Guide provides the information you
need to install and configure the UC700 application.

Chapter Topics e UC700 Overview
e How This Guide is Organized

UC700 Overview

UNIVERGE UC700 combines contacts, rich presence, communication
history, instant messaging, call control, optional mobility, voice
conferencing, and collaboration into one powerful, easy to manage
solution. The UC700 provides an intuitive interface that combines
unified communications functionality in a single application.

Your presence and status may be easily shared with fellow UC700 users,
MC550 mobility clients (R2 and greater), and users of NEC's soft phone,
Dterm, MH250, and DT750/INASET phones.

Based on your status, you may implement rules for groups of contacts
so that people can reach you in the most effective and appropriate
method possible.

Limitations

Please note the following limitations for UC700.

e UC700 does not display the destination name correctly when the
destination user, who belongs to a different PBX, transferred the call
to an external number.

Example: User A (PBX 1) calls User B(PBX 2) via CCIS
User B (blind) transferred the call to external number

User A should see the external number in the call control
window, but displays User B

¢ In a 3-way conference with CCIS network case, the initiating user can
see the user name of both participants, but participants can only see
the user name of the initiating caller.
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1-2 Introduction

Example: User A (Initiator:PBX 1), User B (PBX 1) and User C (PBX 2)

are in a 3-way conference

User A can see all participants in the call control window but
User C can see only User A information; because User B
belongs to a different PBX

How This Guide is Organized

Chapter 1
Introduction

Chapter 2
UNIVERGE UC700 Server
Installation

Chapter 3
UNIVERGE UC700 Client
Software Installation

Chapter 4
Configuring OW5000 to
Support UC700 Clients

Chapter 5
Configuring OW5000/UC700
to Support ACD Integration

Chapter 6
Configuring OW5000 SSL
Support for UC700 Clients

Chapter 7
Installing and Configuring
Calendar Link

This chapter provides an overview of the UC700 Client application and
the chapter layout of the UNIVERGE UC700 Client Getting Started
Guide. Also, included in this chapter are the known limitations for
UC700.

This chapter provides the step-by-step procedures to install the UC700
Server software.

This chapter lists the procedures required to install the UC700 Client
application as a standalone desktop application or as a toolbar working
in conjunction with Microsoft Outlook.

This chapter describes the functions and associated screen displays for
configuring the UC700 in OW5000 Administrator.

This chapter describes the configuration process needed for the UC700
when integrated with ACD.

This chapter lists the procedures to set up SSL security support for
communications between UC700 clients and the OW5000.

This lists the procedures to install and configure Calendar Link to
support UC700 clients.

UCE Desktop Client/Agent (UNIVERGE UC700) Installation Guide - Revision 4.01



2-1

UNIVERGE UC700 Server
Installation

This chapter provides step-by-step procedures used to install the UC700
server software. The procedures and other information are found in the
following sections of this chapter.

Chapter Topics  * Before Starting the Installation Procedure
* Installing UNIVERGE UC700
» Configuring UNIVERGE UC700
» Enabling Voice Conferencing
» Conference Bridge Configuration
» PBX Configuration—Voice Mail Pilot
* Uninstalling the UNIVERGE UC700

Before Starting the Installation Procedure

Before installing the UC700 software, refer to the Requirements section
in the UNIVERGE OW5000 Getting Started Guide. Verify that your
system meets the Application Environment requirements for the
OW5000 Platform and the specific application software you purchased.

The UNIVERGE OWS5000 Platform must be installed prior to installing the UC700
Server.

IMPORTANT

To install the UNIVERGE UC700 server software:

¢ You must be logged into the computer where the software is to be
installed.

e You must have Administrator rights to the computer.

e Table 2-1 provides a list of software and hardware requirements for the
UC700 server that must be met.
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2-2 UNIVERGE UC700 Server Installation

Table 2-1 Additional Requirements

Operating System

Microsoft Windows Server 2003 R2 SP2 or later 32bit/64bit
Microsoft Windows Server 2008 32bit/64bit
Microsoft Windows Server 2008 R2
(latest Service Pack and Critical Updates)

Processor
Dual Core 1.8GHz or faster
Memory
2 GB RAM.
Hard Drive Space (available before installation)
10 GB or more available space
Web Server
Microsoft Internet Explorer 6.0, 7.0 and 8.0 (latest Service Pack and Critical Updates) for Windows

Note: IIS requires installation of the current security patches located at
windowsupdate.microsoft.com.

.NET Framework
NET Framework 3.5 SP1

Installing UNIVERGE UC700

Follow the steps below to install the UNIVERGE UC700.

) If you wish to install without rebooting the server following the completion of the
= install, then you must first stop the OW5000 UCConference Manager service.
Otherwise, you will be asked to reboot the server following the install.

Step 1  Place the OW5000 DVD into the DVD-ROM drive. On most computers
Autorun automatically starts the installation when you load the DVD. If
Autorun is not enabled on the computer, though, you must do the
following:

—After placing the DVD into the computer’s DVD-ROM drive, open
Windows Explorer and double-click the DVD-ROM drive icon.

—In the DVD-ROM file list, double-click the Setup.exe file.

Step 2 From the Main menu, select the link to launch the installer for
UNIVERGE UC700 Server. Figure 2-1 displays.
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Figure 2-1 UC700 Server—Welcome dialog

i'-f‘ UCT00 Server - InstallShield Wizard x|

wWelcome to the InstallShield Wizard for UCF00D
Server

| The InstallShield{R) Wizard will install LC700 Server on your
computer, To continue, click Mext,

WARMING: This program is protected by copwright law and
international treaties,

% Back

Cancel |

Step 3 Click Next. Figure 2-2 displays.

Figure 2-2 Choose Destination dialog

i'-.E‘ UCT00 Server - InstallShield Wizard

Destination Folder

Zlick Mext to install to this Folder, or click Change ko install to a different

G Install U700 Server bo;
Z:\Program FilesiMECOWS000Y, Change. .. |

Installshield

< Back

Cancel |
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Step 4 Do one of the following:

—To install to the default folder, click Next.
—To select a different location, click Change. Figure 2-3 displays.

Figure 2-3 Change Destination Folder dialog

i'-.%‘ UC700 Server - InstallShield Wizard

Change Current Destination Folder

Browse to the destination Folder,

Loak in:
| 3 owsooo | | |°_‘F|
DF’-CCESSSEF'\-’EV DDBSync I:IPresenceGatewayCDnFig
[C ) adrministratar COCETools [CAPs1000%WebServices
[Cdams [ AincomingCallassistant [Cdruntime Platfarm
[ damssetup [A1nfosrr [ ATelEvtratification
[CACanferenceserver [[JLocationstatus CAucadmin
DCVGNUSWebSerVices DPresenceGatewav I:I'-.-'-.-'el:uServices
Folder name:
_:\Program FilestMECYOWS0001

ImstallShield

[ ok | cancel

Step 5 Do one of the following:

—Select the desired folder from the drop-down list.
—Create a new folder by clicking the new folder icon.

Step 6 Click OK. Figure 2-4 displays.
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Figure 2-4 Ready to Install dialog

i'-.E‘ UCT00 Server - InstallShield Wizard

Ready to Install the Program

The wizard is ready to beqin installation.

Click Install ko beqin the inskallation,

If wou want ko review or change any of wour installation settings, click Back, Click Cancel to
exit the wizard,

InstallShield

< Back

Zancel |

Step 7 Click Install. Figure 2-5 displays.

Figure 2-5 Installing UC700 dialog

& UC700 Server - InstallShield Wizard =101 %]

Installing UC700 Server

The program Features vwou selected are being installed.

Please wait while the InstallShield Wizard installs WC700 Server, This may
take several minutes,

Skatus:

Copying new files

Installshield

< Back [ext =
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—After the files are installed, Figure 2-6 displays.

Figure 2-6 Installation Complete dialog

f:'y UCTO0 Server - InstallShield Wizard

' InstallShield Wizard Completed

SN | The Instalishield Wizard has auccesshully installed UCT00
| Servar., Click Firish bo axit the wizard,

[ Show the ‘Windows Installer log

= Back | Fanish I ' Cancel|

Step 8 Click Finish to complete the installation.

Step 9  If requested by the installer, reboot the server.
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Configuring UNIVERGE UC700

UC700 uses the OAI Server to manage all calls, PBX Configurations,
Dialing Rules, and Monitored Numbers. The OAI Server must be
properly configured for the UC700 to function. Refer to the UNIVERGE
OW5000 Configuration Guide for more information.

UC700 also uses the OW5000 Application Message Service (AMS) for
notification of incoming and outgoing calls, status changes, and voice
mail notification.

Date and Time Properties E

Drate & Time ] Time Zone  Inkernet Time I
¥ automatically synchronize with an Internet time server

=TT E e windows, com Updake Mo |

The time has been successfully swnchronized with time . windows.com on
BI1Gf2005 at 11:29 AM,

Mext synchronization: 62312008 ak 11;30 &M

Synchronization can oocur only when your computer is connected ko the
Internet, Learn more about time synchronization in Help and Support
Cenket,

(8] 4 I Cancel Apply

After installing the UC700, you can view the Client Settings and
General Settings using the Admin web site. Refer to Logging into
OW5000 Administrator below.

Logging into OW5000 Administrator

Each time you work with OW5000 Administrator, log in with your
OW5000 login ID and password. If this is the first time you are logging
in to the OW5000 Administrator, use the default login ID admin and the
default password for admin is admin.

When you have finished using the application, you can either log out or
just close your browser.

Step 1 From the desktop, click the Start button and then select All
Programs > NEC OW5000 > Platform > OW5000
Administrator. An OW5000 Administrator Login dialog box displays
(Figure 2-7).
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Figure 2-7 OW5000 Admin Login screen

NEC 435355

OW5000 Administrator

Step 2 Enter your login ID in the Login ID field.

P The login ID is admin.

Step 3 Enter your password in the Password field.

P33 The first-time password for admin is admin.

Step 4 Click Login to display the OW5000 Administration page.

Figure 2-8 OW5000 Admin page

NEC 8¥55656

OW5000 Unified Communications

Step 5 Select Unified Communications > UC700. A UC700 Client

Settings Tab dialog displays (Figure 2-9).

Figure 2-9 UC700 Client Settings Tab dialog

Ucroo

Client Settings General Settings Collaboration Settings Conference Configuration ACD Accounts
Licensed UC700 Sessions: 0 Available: 0 Used: 0

Licensed UC700 Agent Sessions: 0 Available: 0 Used: 0

1-10f1 rec-:nrclsﬂ Results per page Page:ﬂ of 1

Name Employee Name UserExtn Address Logon Type Last Login Last Ping

admin  Administrator HOLDEN  OWS000 Administrator  3M16/2010 2010-03-16 13:35:1

1-10f1 rec-:nrclsﬂ Results per page Page:ﬂ of 1

This page displays available licenses for UC700 and a list of currently

logged in users. You can click on any heading to change the contents
from ascending to descending order.

Step 6 Click General Settings. Figure 2-10 displays.
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Figure 2-10 UC700 General Settings Tab dialog

Client Settings General Settings Collaboration Settings Conference Configuration ACD Accounts

Allow clients to search for employees in |AII Companies j

Display Home Phaone | Based on Contact Rulesj
Display Mobile Phone |Always j

Ping Interval (Minutes)

Step 7 In the Allow clients to search for employees in drop-down list, select
to allow only their own company, or all companies.

Step 8 In the Display Home Phone field and the Display Mobile Phone field,
select Always, Based on Contact Rules, or Never.

Step 9 In the Ping Interval (Minutes) field, enter the number of minutes
between pings.

Step 10 Click Apply to save the changes or Cancel to exit without saving the
changes.

Enabling Voice Conferencing

Follow the steps below to configure voice conferencing.

Step 1 Click the Conference Configuration tab. Figure 2-11 displays.

Figure 2-11 UC700 Conference Configuration Tab dialog

Client Settings General Settings Collaboration Settings Conference Configuration ACD Accounts

Enable UCT00 l—_,
Conferencing: Enabled

Conferencing Server

Part Number: |8?31

Step 2 In the Enable UC700 Conferencing drop-down box, select Enabled.

Step 3 In the Conferencing Server Port Number field, type the port number of
the UC700 conference server. The default is 8731.

Step 4 Click Apply.
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Conference Bridge Configuration

PBX Configuration

The following restrictions or options are available.

e 8, 16, or 32 ports for conference bridges are available.

e The conference bridge should be programmed for Meet-Me
Conference.

e Conference bridge port members must be programmed as Hunt Group
(ASHU/L/N or ASHC/L/N or ASHP/L/N).

UC700 provides a visual voice conference feature that works with the

PBX conference bridge. Use the following steps to configure the

conference bridge.

Step 1 From the OW5000 Administrator page (Figure 2-8), follow the path
OW5000 > Platform > Conference Bridge to set up a Conference
Bridge for UC700. Figure 2-12 displays.

Figure 2-12 Conference Bridge dialog

PBEX: SWV7000-44 ~

BRIDGES:

Add New Bridge

here are no bridges for this PBX.

Step 2 Click Add New Bridge to set up a Conference Bridge for UC700.
Figure 2-13 displays.

Figure 2-13 Conference Bridge—Add New dialog

Conference Server

ADD BRIDGE

* Bridge Name: ||

* Tenant: I 1 'l

Is Host Controlled: ™

o TR

Apply Cancel
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Step 3 Enter the Bridge Name and select the Tenant number from the drop-
down list. Is Host Controlled should be set if this bridge is used by the
UC700 Voice Conference feature. If this parameter is checked, the
bridge name is displayed in UC700.

Figure 2-14 Conference Bridge—Ports

* Bridge Narme |Elridge #1
* Tenant IE
Is Host Controlled:
=S Add Port i

Ports  Pilot Number

T 4631 & Set Pilot Humber
W 74632 [T Set Pilot Humber
W 7483z [T Set Pilot Humber
W 74634 [T Set Pilot Number
o 74635 [T Set Pilot Number
o 7453 [T Set Pilot Humber
W 74837 [T Set Pilot Number
W 74632 [T Set Pilot Humber

P Even if the added port numbers are listed on the page, these numbers are not saved

= until the data is saved.

NOTE

Step 4 Enter the conference bridge ports one by one using the Ports field.

Step 5 Click Set Pilot Number on the bridge port member that is the pilot
number users call to join the bridge.

Step 6 Do one of the following:

—Click Apply to save the conference bridge without exiting the dialog
box.
—Click Done to save the conference bridge and exit the dialog box.

—Click Cancel to exit the dialog box without saving the conference
bridge.
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PBX Configuration—Voice Mail Pilot

To support the UC700 Voice Mail feature on an Incoming pop up, you
must configure a reserved number, and a voice mail pilot number using
the OW5000 Administrator Control Panel. You may also be required to
set up a Redirect Number.

Adding a Reserved Number
To set up a reserved number for voice mail, follow the steps below.

Step 1 Follow the path, OW5000 > Platform > PBXs to set up a Voice Mail
Pilot number for UC700. Figure 2-15 displays.

Figure 2-15 OW5000 Administrator—PBX Configuration—PBX List page

Add New PBX

1-10f1 rec-ersE@Jﬂ Results per page Page|1 B of 1
PBX Name A IP Address Office Code PBX Type Split Call Forward RMI Bind Name

f i} SVTO00-44 17224.133.44 30 UNNERGE SV7000 OAlServer. SWVTOD0-44

1-10f1records[20 | Results per page Page{1  |Eof1

Step 2 Click the Pencil icon of the target PBX. A PBX Settings screen displays.
Step 3 Select the Reserved Numbers tab to display Figure 2-16.

Figure 2-16 PBX Configuration—Reserved Number dialog

& Current: SV7000-44

PBX Settings Locations AreaCode Rules PBX — PBX Dialing Reserved Numbers Voice Mail Pilot Numbers

Add New Monitored Number

here are no monitored numbers configured for this PBX

Step 4 Click the Add New Monitored Number button. Figure 2-17 displays.

Figure 2-17 Add Reserved Number dialog

PBX Settings Locations AreaCode Rules PBX — PBX Dialing Reserved Numbers Voice Mail Pilot Numbers

PBEX: SV7000-44

* Number: [4000

*Tenant: 1 ~
* Reserved Type: Monitored Mumber -
Application: Oaj Server -

Apply & Add New Cancel
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Step 5 Enter the reserved Number and select the Tenant number from the
drop-down list. Set the Monitored Number as the Reserved Type and
Oai Server as the Application.

Step 6 Do one of the following:
—Click Apply or Apply & Add New to save the voice mail pilot number
without exiting the dialog box.
—Click Done to save the voice mail pilot number and exit the dialog box.

—Click Cancel to exit the dialog box without saving the voice mail pilot
number.

Adding a Voice Mail Pilot Number

A voice mail pilot number is required to redirect an incoming call to
voice mail. Follow the steps below to set the voice mail pilot number:

Step 1  Select the Voice Mail Pilot Numbers tab from the PBX Configuration
dialog box (Figure 2-16).

This action displays a Voice Mail Pilot Numbers dialog box (Figure 2-18),
allowing you to add or edit one or more voice mail pilot numbers.

Figure 2-18 Voice Mail Pilot Numbers dialog

& Current: 5V7000-44

PBX Settings Locations AreaCode Rules PBX — PBX Dialing Reserved Numbers Voice Mail Pilot Numbers

Add New Pilot Number

1-2 of 2 records[20 || Results per page page[1  |Eof1

Pilot Number
i} 3500 Set Defautt
] 8501 Set Defautt

1-20f 2 records |20 || Resulls per page Page[1  JEof 1

Step 2 Click Add New Pilot Number. Figure 2-17 displays.

Figure 2-19 Add New Pilot Number

% Current: SV7000-44

PBX Settings Locations AreaCode Rules PBX — PBX Dialing Reserved Numbers Voice Mail Pilot Numbers

* Pilot Number: 8502 ]

Step 3 Enter the number to reserve for UC700 voice mail routing in the Pilot
Number field.

Step 4 Do one of the following:
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—Click Apply to save the voice mail pilot number without exiting the
dialog box.

—Click Done to save the voice mail pilot number and exit the dialog box.

—Click Cancel to exit the dialog box without saving the voice mail pilot
number.

Step 5 To change the default voice mail pilot number, click Set Default next to
the pilot number to be the new default pilot number.

—The default pilot number displays in bold face.

—The default pilot number is used when a client does not specify the
voice mail pilot number.

Step 6 To delete a Voice Mail Pilot Number, click the trash can icon.

Adding a Redirect Number

A Redirect Number is required when using a contact rule. To add a
Redirect Number, follow the steps below.

Step 1  Click the Pencil icon next to the selected PBX, then click the Reserved
Numbers tab. Figure 2-20 displays.

Figure 2-20 PBX Settings—Add New Monitored Number dialog

90 Current: SV7000-44

PBX Settings Locations AreaCode Rules PBX — PBX Dialing Reserved Numbers Voice Mail Pilot Numbers

Add New Monitored Number

here are no monitored numbers configured for this PBX

Step 2 Click the Add New Monitored Number button. Figure 2-21 displays.

Figure 2-21 Add New Monitored Number dialog

&0 Current: Atlanta
PBX Settings Locations AreaCode Rules PBX — PBX Dialing Reserved Numbers Voice Mail Pilot Numbers

PBX: Atlanta

* Number: | |

* Tenant: IE

* Reserved -
Type: | Monitored Mumber J

Application: I Un-assigned 'l

Step 3 Enter the Number and Tenant. Select Monitored Number for the
Reserved Type, and Un-Assigned for the Application.
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Step 4 Do one of the following:
—Click Apply or Apply & Add New to save the Redirect number without

exiting the dialog box.
—Click Done to save the voice mail pilot number and exit the dialog box.

—Click Cancel to exit the dialog box without saving the voice mail pilot
number.

Incoming Call Assistant
Follow the steps below to assign a Redirect Number to the PBX.
Step 1 Go to OW5000 > Applications > Incoming Call Assistant.

Step 2 Select the PBX Settings tab to display an Enable Incoming Call
Assistant dialog box (Figure 2-22).

Figure 2-22 Enable Incoming Call Assistant dialog

Incoming Call Assistant

Server Settings Redirect Configurations PBX Settings
PEX: IAtIanta 'l

IP Address: 10.10.10.10
PEX ID: 10
Rl Bind Name: OAIServer Atlanta
Client Server Port: 44001
PEX Type: UNWERGE NEAX2000 IPS
Split Call Forward: Mo
Port: G0O030

Force Port: & yes € no

Heartbeat: & yes € no
Selected: W

Incremental Retry Delay: ISD seconds 'l
OAl Timeout: |15 seconds 'l
Max Retry Delay: |1D minutes 'l

Use OAl Server No

Data Mode: INone 'l
LED Mumber: INone 'l

Step 3 Check the Selected check box.
Step 4 Click Apply to save the information.
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Step 5 Select the Redirect Configurations tab and then click Add New
Redirect Configuration. Figure 2-23 displays.

Figure 2-23 Assign Redirect Number to PBX dialog

Incoming Call Assistant Redirect Configuration Manager

PBX: IAtIanta 'I
Redirect Numberl 4?51l}'l

Step 6 Select the PBX and Redirect Number, assigned earlier on the PBX
configuration page, from the drop-down list (Figure 2-23).

Step 7 Do one of the following:

—Click Done to save the information and exit the dialog box.

—Click Cancel to exit the dialog box without saving the voice mail pilot
number.

Uninstalling the UNIVERGE UC700

The UC700 software can be uninstalled using the Windows operating
system Add/Remove software function in the Windows Control Panel.

To uninstall the software, in the Add/Remove dialog box, select UC700
and then click Remove. Follow the displayed instructions and remove
all components when prompted. For more information, refer to the
Windows documentation for the version of Windows installed.
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UNIVERGE UC700 Client Software
Installation

This chapter provides step-by-step procedures for installing the UC700
Client software. It includes these topics:

Chapter Topics e Client System Requirements
e UC700 Desktop Client Installation
e UC700 Outlook Toolbar Installation

Client System Requirements

Refer to Table 3-1 for a list of system requirements for the UC700 client
installation before installing the UC700 Client software.

pa33) UC700 Client must be installed on a Microsoft Windows XP, Microsoft Windows
= Vista, or Microsoft Windows 7.
NOTE

Table 3-1 UC700 Desktop Client System Requirements

Operating System
Microsoft Windows XP Professional x86 with Service Pack 3
Microsoft Windows XP Professional x64 with Service Pack 2
Microsoft Windows Vista x86 or x64 with Service Pack 1
Microsoft Windows 7 x86 or x64

Processor

1.0 GHz or faster
(2 GHz or faster recommended)

Memory
1 GB RAM (or more)
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Hard Drive Space (available before installation)

20 MB for install
(uses 9 MB of space after install)

Additional Hardware and Software

Graphics card with support for Microsoft DirectX 9.0 graphics with Windows Vista Display Driver Model
(WDDM) Driver (even on XP), 128 MB of graphics RAM or more, Pixel Shader 2.0 in hardware,
32-bits per pixel

Web Browser
Microsoft Internet Explorer 6.0 or higher (latest Service Pack and Critical Updates) for Windows
Monitor
1024 x 768 or higher-resolution 24-bit color
.NET Framework
Microsoft.NET Framework 3.5 SP1 (pre-installed)
Microsoft Outlook

For UC700 Desktop Client Outlook Status Integration: Outlook 2003 or 2007 (32 or 64 bit)
For UC700 Toolbar Client: Outlook 2003 or 2007

Windows Media Player

Windows Media Player 11 or higher (listed in Windows update as an optional update). Applies to XP
users only. The appropriate media player is already provided for other OSes.

Windows Media Player is used for voice mail playback, so only the
default codecs in Windows is supported. (See Supported Windows Audio
Formats (WAV)). Other codecs can be supported if the administrator
purchases them from their owners and installs them on the client
computers.

Supported Windows Audio Formats (WAV)

e 11,025Hz 16bit PCM
e 8,000Hz 16bit PCM

e 11,025Hz 8bit PCM

e 11,025Hz u-Law

e 8,000Hz 8bit PCM

e 8,000Hz u-Law

e 11,025Hz 4bit ADPCM
e 8000Hz 4bit ADPCM

e 11,025Hz GSM6.10

e 8000Hz Mp3

e 8,000Hz GSM6.10

e 8,000Hz DSP Group TrueSpeech
e 8000Hz Mp3 8k
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UC700 Desktop Client Installation

This section explains how to install the UC700 Desktop Client for
standalone use. It also explains how to launch the UC700 Desktop Client
from the System Tray and establish initial connection settings. The
following topics are included in this section.

e UC700 Desktop Client Installation Steps
e [aunching the UC700 Desktop Client

UC700 Desktop Client Installation Steps

The steps for installing the standalone UC700 Desktop Client are as
follows:

Step 1 Type the host name or IP address of the OW5000 in Internet Explorer to
access the installation execute file for the machine you are currently
using. Use the following format:

http://[<hostname>/uc700

where <hostname> is the name or IP address of your OW5000 server.
This information will be provided to you by your system administrator.
Figure 3-1 displays.

Figure 3-1 UNIVERGE UC700 Main Page

n VIDED COLLABORATION
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Step 2
Step 3
Step 4

Step 5

Step 6

Click Downloads. The download options on the page displays.
Click DOWNLOAD UC700 DESKTOP CLIENT.

Click Run when prompted to start the installation immediately, or click
Save to save the download so you can start the installation later.

If you clicked Save to save the download for installation later, when you
are ready to install the toolbar, double-click the uc700.setup.exe file.

Click OK.

—If .NET Framework 3.5 SP1 is not installed on your machine,
Figure 3-2 displays.

Figure 3-2 UC700—InstallShield Wizard Completed—Interrupted dialog

UCT00 - InstallShield Wizard

- UC700 requires the following items to be installed on your computer. Click Install to begin
instaling these requirements,

Status  Requirement

Pending Microsoft \MET Framework 3.5 5P 1

[ Install ] | Cancel |

—If this occurs, click Install and then download and install the Microsoft
.NET Framework 3.5 SP1 installation execute file (dotnetfx35.exe)
from http://www.microsoft.com before restarting the UC700 Desktop
Client install.

—If .NET Framework 3.5 SP1 or later is installed on your machine,
continue to Step 7.
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Figure 3-3 UC700—InstallShield Wizard—Welcome dialog

i UC700 - InstallShield Wizard
Welcome to the InstallShield Wizard for UC700

The Installshield{R) Wizard will install UC700 on vour computer,
To continue, click Next,

WARMING: This program is protected by copyright law and
international treaties,

Mext = ] ’ Cancel

Step 7 Click Next. Figure 3-4 displays.

Figure 3-4 UC700—InstallShield Wizard—Custom Setup dialog

i@ UC700 - InstallShield Wizard

Custom Setup
Select the program Features wou want installed.

Click. an an icon in the list below to change how a feature is installed.
Feature Description

(=R L1700 Deskiop Client For Windows Instals th :
(= ~ | Qutlook Status Inteqration nl-éf‘c:s;aryetgnrnljﬁnag?nﬂfl‘j
(=0 ~ | Language Pack Additions
This Feature requires 4336KE on
wour hard drive.
Install to:

C:\Documents and SettingsiMLacyiLocal Settings!Application DatalWECILICTO0Y

[ Help ] [ Space ] [ < Back ” Mk = l [ Cancel ]

Select the program features you want to install by clicking the icon next

Step 8
to a particular feature. The options are:
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—UC700 Desktop Client for Windows—Used to install the feature
components and subfeature components required to run the UC700.

—Outlook Status Integration— Used to install integration components
for Microsoft Outlook, permitting you to automate your status through
calendar events.

—Language Pack Additions—Used to localize UC700 for a specific
language. (Not supported at this time.)

paad To install the components to a different destination folder, click Change and select
= the new folder location.
NOTE

Step 9 Click Next. Figure 3-5 displays.

Figure 3-5 UC700—InstallShield Wizard—Ready to Install the Program dialog

i UC700 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ko beqin the installation,

If vou wank to review or change any of your installation settings, click Back, Click Cancel to
exik the wizard.

< Back, “ Install ] [ Cancel

Step 10 Click Install.

—The installation begins. It may take a few seconds to install the
software. Once the software is installed, Figure 3-6 displays.
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Figure 3-6 UC700—InstallShield Wizard Completed dialog

i UC700 - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed UC700, Click
Finish to exit the wizard.

Launch UC700

[ show the Windows Installer log

Finish

Step 11 Check the Launch UC700 check box.
Step 12 Click the Finish button. Figure 3-7 displays.

Launching the UC700 Desktop Client
To launch the UC700 Desktop Client:

Step 1 Right-click the UC700 system tray icon and then select Login from the
popup menu (see Figure 3-7).

Figure 3-7 UC700 System Tray lcon—Open

Login
Help

Exit

—If the UC700 Client icon is not present in the System Tray you can
follow this path to start UC700:

Click Start > All Programs > NEC > UC700. Figure 3-8 displays.
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Figure 3-8 UC700 Client Login dialog

About UC700
Show Help
Server Status

H Use Windows Authentication

Usemame:

Password:

Il Remember Password

M Automatically Login on Startup
M Start UCT00 on Windows start-up

Senver

Il Use 551

Step 2 Fill in these fields:

—Use Windows Authentication: If the Username and Password are
to be authenticated by Windows, check this box.

) Windows Authentication requires configuration in OW5000 Administrator of the

= UC700 user to support this feature. Please refer to “Person Management
Configuration” on page 4-3.

—Username: Your user login identifier associated with the server. The
Username must match the Login ID specified when the user was
created using the OW5000 Administrator's User Management
function.

—Password: Password associated with the login identifier. The
Password must match the password value specified when the user
was created using the OW5000 Administrator's User Management
function.

—Remember Password: If you do not want to reenter the password
each time you log in, check this box. This option is recommended.

—Automatically Log in at Startup (Figure 3-8): If you check this box,
you are not prompted for the Username and Password and are
instead logged in automatically each time you start UC700.
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—Start UC700 on Windows Startup (Figure 3-8): If you check this box,
you are not prompted for the Username and Password and are
instead logged in automatically each time you start Windows.

—Server: This is the DNS name for the server or the server’s IP
address. The Server value must match the name of the machine
where the UC700 server is installed.

—Use SSL: Do not check this option unless instructed to do so by your
system administrator. This option provides an added layer of security
that requires the administrator to set up encryption in the system.

—Click the Help About button for information on the current client
version, to view UC700 Online Help, and to view the server status.

P37 The About screen, shown in Figure 3-8, is only present when selected.

Step 3 Click the Login button. Figure 3-9 displays.

P33 The first time a user logs into the UC700 Client, it can take 30 seconds or longer to
= load.
NOTE

Figure 3-9 UC700 Client Window

E 3

Michaellaylorn

Available ~

My Contacts

—The UC700 Client installation is now complete.
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Step 4 To close the UC700 Client window, click Exit (X).

For more information on using the Client software, refer to the UNIVERGE UC700
Getting Started Guide or the UNIVERGE UC700 Online Help system.

=

=
f
REFERENCE

)
)

UC700 Outlook Toolbar Installation

The UC700 Outlook Toolbar is used to perform UC700 functions when
using Outlook. This section describes how to install the UC700 Outlook
Toolbar. It also explains how to initially access UC700 using the toolbar,
how to establish connection settings, and how to access Online Help for
more information about using UC700 with Outlook. The following topics
are included in this section

e UC700 Outlook Toolbar Installation Steps
e Logging in to UC700 Using the Outlook Toolbar
e UC700 for Microsoft Outlook Online Help

UC700 Outlook Toolbar Installation Steps

The steps used to install the UC700 toolbar for use with Outlook are
very similar to those used to install the UC700 Desktop Client version.
The steps below are used to install the toolbar.

Step 1 Type the host name or IP address of the OW5000 in Internet Explorer to
access the installation execute file for the machine you are currently
using. Use the following format:

http://[<hostname>/uc700

where <hostname> is the name or IP address of your OW5000 server.
This information will be provided to you by your system administrator.
The UNIVERGE UC700 Main Page displays.

Step 2 In the upper-right corner, click the Downloads link. The download
options on the Main Page displays.

Step 3 Click DOWNLOAD UC700 CLIENT FOR MICROSOFT OUTLOOK®. A
form displays asking whether you want to run the installation now or save
the installation .exe to run later.
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Figure 3-10 UNIVERGE UC700 Main Page

Downloads

I |k

Henry Millar

|

Step 4 Click Run when prompted to start the installation immediately, or click
Save to save the download so you can start the installation later.

Step 5 If you clicked Save to save the download for installation later, when you
are ready to install the toolbar, double-click the uc700.toolbar
.setup.exe file. A form displays that is used to start the installation.

Step 6 Click OK.
—If .NET Framework 3.5 SP1 is not installed, Figure 3-11 displays.
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Figure 3-11 UC 700—InstallShield Wizard Completed—Interrupted dialog

UCTO0 - InstallShield Wizard

< UIC700 requires the following items to be installed on your computer. Click Install to begin
installing these reguirements.

Status  Requirement
Pending Microsoft .NET Framework 3.5 5P1

[ Install ] [ Cancel ]

—If this occurs, click Install to end this installation procedure. Download
and install Microsoft .NET Framework 3.5 SP1 (dotnetfx35.exe) from
http://www. microsoft.com.

—After installing Microsoft .NET Framework 3.5 SP1, you can restart the
toolbar installation.

—If .NET Framework 3.5 SP1 or later is already installed, a Preparing
to Install message displays briefly, and then Figure 3-12 displays.
Proceed to Step 7.

i'-.% LCT00 for. Microsoft Outlook - InstallShield Wizard

Figure 3-12 UC700 for Microsoft Outlook—Welcome dialog

Welcome to the InstallShield Wizard for UC700
for Microsoft Outlook

The Installshield{R.} Wizard will install UC700 For Microsoft
 Outloak an your caomputer, To continue, dick Nesxt,

WARMING: This program is protected by copyright law and
international treaties.

< Baick L Mexk = J [ Cancel
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Step 7 Click Next. Figure 3-13 displays.

Figure 3-13 UC700 for Microsoft Outlook—Destination Folder dialog

i@ LCT00 for Microsoft Outlook - InstallShield Wizard

Destination Folder

Click Mext toinstall bo this Folder, or click Change to install to a different Fol

G Install UC700 for Microsoft Outlook bo:

Ci\Documents and SettingsiMLacyLocal Settings!, Application
Daka\WMECYICT00 For Micrasoft Outlook)

[ < Back ” Mexk = l [ Cancel ]

Step 8 Click Next to accept the default installation folder and proceed to step, or
click Change and indicate the new installation folder location.
Figure 3-14 displays.

Figure 3-14 Setup Type dialog box

i'-.% UCGT00 for Microsoft Outlook — InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

All program features will be installed. (Requires the most disk
space,)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

[ < Back “ MNext = ] [ Cancel l

Step 9 Select Complete and then click Next. Figure 3-15 displays.
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Figure 3-15 UC700 for Microsoft Outlook—Ready to Install the Program dialog

{i§ UC700 for Microsoft Outlook - Installshield Wizard

Ready to Install the Program

The wizard is ready ko begin installation.

Click Install to begin the installation.

IF wou wank to review or change amy of your installation settings, click Back, Click Cancel ko
exit the wizard.

Instalshield

< Back I Install I Cancel

Step 10 Click Install.

—The installation starts. Wait while the installation program unpacks and
installs the files.

—Once the installation finishes, Figure 3-16 displays.

Figure 3-16 UC700 for Microsoft Outlook Completed dialog

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed UCT00 for
~ Microsoft Outlook. Click Finish to exit the wizard.

To use LUCT00 for Outlook, please launch Microsoft Qutiook.

[ show the Windows Instsller log
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Step 11 Click Finish.

—This completes the installation. Outlook automatically loads and the
new toolbar can been seen in the upper-left corner of the Outlook
screen (see Figure 3-17).

Figure 3-17 UC700 Outlook Toolbar example

Inbox - Microsoft Outlook

! Fle Edit Wew Go Tools Actions Help  Adobe PDF
P @Back @ | 4 |G Q
! NEC 23 | Loggedin ~ | Available = | 8% - | '. - | -

uc700
Toolbar >

Favorite Folders HErDar

L Inbax
.3 Unread mMail =l Date: Toc
Connection

Status

Logging in to UC700 Using the Outlook Toolbar

To log in to UC700 using the Outlook Toolbar, you must establish
connection settings first. To establish connection settings and log in to
UC700, follow the steps below.

Step 1  Bring up Outlook and click the down-arrow next to the Logged off
button. A menu displays, as shown in Figure 3-18.

Figure 3-18 UC700 Logged Off Status dialog

Inbox - Microsoft Outlook

! File Edt Wiew Go  Tools  Actions  Help

i @Back @) | 4 4| fa @
! NEC 20 ||Loggedoff~| ~ | 5% - |

Login
Eavorite Folders Conneckion Sektings...

| e

Step 2 Click the Connection Settings option. Figure 3-19 displays.
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Figure 3-19 UC700 Connection Settings dialog

Connection Settings

B ze Windows Authentication

Username:;

Step 3  Fill in these fields:

—Use Windows Authentication: If the Username and Password are
to be authenticated by Windows, check this box.

pa3%) To enable this function, the user must be configured in OW5000 Administrator. Refer
= to “Person Management Configuration” on page 4-3 for more information.
NOTE

—Username: Your user login identifier associated with the server. The
Username must match the Login ID value specified when the user
was created using the OW5000 Administrator's User Management
function.

—Password: Password associated with the login identifier. The
Password value must match the password specified when the user

was created using the OW5000 Administrator's User Management
function.

—Remember Password—If you do not want to reenter the password
each time you log in, check this box. This option is recommended.

—Automatically Log in on Startup (Figure 3-19)—If you check this
box, you are not prompted for the Username and Password and are
instead logged in automatically each time you open Outlook. This
option is recommended.

—Server—This is the DNS name for the server. The Server value must
match the name of the machine where the UC700 Server is installed.
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—Use SSL—Do not check this option unless instructed to do so by your
system administrator. This option provides an added layer of security
that requires the administrator to set up encryption in the system.

Step 4 Click OK. This stores the settings for use the next time you log in. The
UC700 Connections Settings dialog box disappears.

Step 5 Log into the system by clicking the Logged off menu, then selecting the
Login option. The system logs you in.
—The Logged off menu changes names to Logged in.
—The Availability menu displays and the toolbar options go from
grayed-out and unselectable to colored and usable.

) The first time a user logs in to UC700, it can take 30 seconds or longer to load the
= software. Subsequent logins are much faster.

UC700 for Microsoft Outlook Online Help

If you need instructions for performing UC700 functions from Outlook,
access the helps system. To access the help system, follow the steps
below.

Step 1 Click Help on the Outlook menu.

Step 2 Click the UC700 for Microsoft Outlook Help option. The online
help system displays.
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Configuring OW5000 to Support
UC700 Clients

This chapter provides the procedures needed to configure the
UNIVERGE OW5000 for use with UC700.

This chapter assumes that the OW5000 Platform, OW5000 Access Server, and the
= UC700 Server are installed.

NOTE

Chapter Topics e Logging into OW5000 Administrator
e Person Management Configuration
e User Management Configuration

The UNIVERGE OW5000 must be configured to support the UC700 client
software and to add UC700 users. A UC700 user must have UC700
privileges, a Primary Extension, and an Employee or Physician role in
the UNIVERGE OW5000 Corporate Directory.

To configure UNIVERGE OW5000 to support UC700, use the OW5000
Administrator. It provides a graphical user interface that can be used to
modify OW5000 user account information, PBX configurations, and
database entries.
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Logging into OW5000 Administrator

Each time you work with OW5000 Administrator, log in with your
OW5000 login ID and password. If this is the first time you are logging
in to the OW5000 Administrator, use the default login ID admin and the
default password for the admin login, which is also admin.

When you have finished using the application, you can either log out or
close your browser. To log in, follow the path below.

Step 1  Click the Start button and then select All Programs > NEC OW5000 >
Platform > OW5000 Administrator. Figure 4-1 displays.

Figure 4-1 OW5000 Administrator Login dialog

OWS5000 Administrator

Login I0: [admin |
Fassword: |*‘*‘“‘* |

Step 2 Enter the default login identification and password.

Step 3 Click Login. Figure 4-2 displays.

Figure 4-2 OW5000 Administrator Control Panel dialog

OW5000 Unified Communications
Platform
Applications
Directory
Application Data
Settings
Scheduler

Templates

Version Information
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Person Management Configuration

UC700 Client software users must be added to the OW5000. They must
be given a security role and assigned a primary contact method. These
additions are made using the OW5000 Administrator Control Panel.

Adding a User

To add a UC700 Client software user to the OW5000, select OW5000 >
Directory > People (Figure 4-3). Figure 4-4 displays.

Figure 4-3 OW5000 Directory Menu

OW5000 Unified Communications

Platform

Applications

Directory + ACD Break Modes
Application Data ACD Work Modes
Settings Locations
Scheduler Organizations

Templates People

Version Information Positions

Users
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Figure 4-4 OW5000 Administrator—Person Management

Person Management

Add New Person

Filter: |AII j |LastName

1-20 0 3186 records Results per page

Last Name A First Name
jim) cits06(J)

ConfAdmin
J @ DBAGENT
ﬁ i Invitational

KPMG Auditors
LOAP
NARASP-Helpdesk

NEC Financial Services Custo

J & oour COMPANY
J@ s Main
J@ o= Testlab
ﬁ M o# Karen
J@ = Main
J@ = Wicheal
J@ = Modem
J@ = Patrick
J@ = Main

J @ s Modem
ﬁ m 3 Sawada
ﬁ T s 1008 VACANT

1-20 0 3186 records Results per page

Range Delete

Step 1

Manage Custom Fields

Full Name
citz06(J)
ConfAdmin
DBAGENT
Invitational

KPMG Auditors
LOAP
NARASP-Helpdesk
NEC Financial Services Custo
" OUT, COMPANY
#1, Main

[=]

#1, Testlab
#2, Karen
#2, Main
#2, Micheal
#2, Modem
#2, Patrick
#3, Main
#4, Modem
3, Sawada

8_10_08, VACANT

Client. Figure 4-5 displays.

=1 [stars with 7]

SIP URI
c_SIP@sva500.com
C1_SIP@sva500.com
D_SIP@s=va500.com
| SIP@=sva500.com
K_SIP@s=va500.com
L_SIP@sva500.com
N_SIP@s=va500.com
N1_SIP@sva500.com

M#1_SIP@sva500.com
T#1_SIP@=vas00.com
K#2_SIP@=svas00.com
M#2_SIP@sva500.com
WM#21_SIP@sva500.com

P#2_SIP@sva500.com
M#3_SIP@sva500.com

53_SIP@sva500.com
WE_10_09_SIP@svE500.com

Full Name Format URIFormat

Click Add New Person to define a Person who will be using the UC700

Page: of 160 = =

Contact Method

citz06)@necusa.com

2142825251

DBAGENT@necam.com
Invitatienal2@necam.com

kpmgaudit@necam.com

NARASP-Helpdesk@necam.com

customersupport@neciease.com

74500
74502
1823
74501
1822

1824
74502

25303
25358

Page: of 160 = =
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Figure 4-5 Person Management—Add User

Person

* Last Name: | |

* First Name: | |
Middle Name: | |
Display Name: |

Prefix: I_;,
Suffixc I_;,

N

SIP Access Server: I Mot Assigned 'l
SIPUA Group: I Mot Assigned 'l

IM URI:
IM Access Server: IW
Voice Mail Server: IW
Subscriber 1D: l:l
Special Dial Code: l:l
Add Photo: I— Browse_ |

UserDefined1: |
UserDefined2: |
UserDefined3: |
UserDefinedd: |
UserDefineds: |

Listed Number: |
MNote:

Step 2 Fill in the required fields. The required fields for all UC700 Client users
are:

—Last Name: Last Name of the person you are adding.
—First Name: First name of the person you are adding.

Step 3 If your are implementing Instant Messaging for UC700 users, you must
fill in these fields for each UC700 user. UC700 requires 2 types of URI as
listed below:

—SIP URI: used for presence. UC700 gets presence information
through PSGW, so the SIPAccessServer must be PSGW server. (By
default, PSGWLocal is created during the OW5000 installation
process.)

—IM URI: used for instant messaging. UC700 uses Access Server for
Instant messaging, so the IM Access Server must be Access Server. If
Access Server has not been installed, install and configure at least
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one Access Server. Refer to the OW5000 Installation Guide and the
OW5000 Configuration Guide for more details.

—SIPUA Group: (optional) If the Access Control feature is required,
select the proper SIPUA group from the drop-down list. A SIPUA
Group must be assigned from OW5000 > Platform > Access Control
before Person management. Refer to the OW5000 Configuration
Guide for more details. SIPUA Group configuration of the UC700 is
supported in the US only.

SIP URI/IM URI is a Uniform Resource Identifier (URI) used by UC700 user. This
identifier is similar to an e-mail account, and acts similar to an e-mail account or
phone number in locating the user for instant messaging traffic. This identifier must
be entered in the format user@host, where user is the username of the UC700 user,
and host is the host name of the user’s computer where he or she receives instant
messages. (Examples: Carl.Price@tropia.com, edgar@fiznet.com,
servicedept@potomobile.biz). The host name can be a domain (DNS) name of the
host server or its IP address.

If you want to see SP350 and/or NEC SIP terminal presence, the SIP URI must be
the same as the Extension SIP URI assigned in the Extension Management page.

AccessServer is not case sensitive.

The SIP and IM URI must be unique. It is recommended you use the following
format:

+ Use user@sip.host.whatever for SIP URI.
+ Use user@im.host.whatever for IM URI.

Step 4 To add a Photo, enter the file name or click Browse. An “Add Photo”

dialog box displays. Enter the file name of the desired photo or choose a
different path to find the location and then click Open. The file name is
added in the Photo field.

When adding a picture for a person to be viewed in the UC700 client, please be sure
to put pictures in a folder accessible by the local service account on the OW5000
server. Do NOT select a path in a specific user's My Documents or My Pictures
folder, for example. Instead, create a separate folder under the C or D drive.

Step 5 Do one of the following:

—Click Apply to save the new user without exiting the dialog box.
—Click Done to save and exit the dialog box.
—Click Cancel to exit the dialog box without saving the information.

Edit or Delete a Person Entry

e To edit a person entry, select the Pencil icon next to the person’s

name (Figure 4-4). A form displays showing the person data. You can
change the values in the dialog box and click Done to save.

e To remove a person entry, select the Trashcan icon next to the

person’s name (Figure 4-4).
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Adding a Role for a Person

While using Person Management, you can add a security role for a
person. To add a security role:

Step 1 Click the Roles tab to display a Roles dialog box (Figure 4-6).

Figure 4-6 Roles dialog

&' Current: Smith, Jane

Contact Methods

Role Type
ﬁ jim) Employee

Step 2 Click Add Role to display an Add User Role dialog (Figure 4-7).

Figure 4-7 Add User Role dialog

a3 Current: Smith, Jane

Person Roles Contact Methods Addresses
User v
* Login ID: ‘ ‘

* New Password: ‘ ‘

* Confirm New Passward: ‘ ‘

NTLM Login ID: | |

[JLogin is disabled

[JPassword never expires

Permissions: Select the security permissions for the user.

[JDBTool - Import/Export OWS000 Data
[10W5000 Administratar

Cucroo
1M Admin
Confidentiality Status:
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Step 3 Select User for the Role type for this Person.

pa3%) Fields which must be completed are designated with an asterisk (*).

UC700 ACD User Role is supported in the US only.

IMPORTANT

Step 4 Specify values for Login ID, New Password and Confirm New
Password.

P The length of the password must be at least 8 characters long and include the

= following rules:

1 Uppercase letter (A-2)

1 Lowercase letter (a-z)

1 Digit(0-9)

1 Special Character (excluding a space, square brackets, backslash, and single or
double quotes)

Step 5 For Windows Authentication, enter your NTLM Login ID. The NTLM
Login ID format is domain\User ID or UserID if the account is on the
local machine.

UC700 User's function Automatically Login on Startup requires configuration of the
NTLM Login ID.

IMPORTANT

Step 6 Click to enable the UC700 user privilege and then select UC700 User
Role. UC700 ACD User Role is supported in US only.

Step 7 Click Done after a User role added confirmation message appears
(Figure 4-8). The UC700 User is now defined.

Figure 4-8 User Role Added

6 Lser role added

paad When a UC700 User privilege is assigned to a user and then saved, the Employee
= role is created automatically.
NOTE

Edit or Delete Roles

If the selected person already has a role assigned, you can edit or delete
the role by clicking the Pencil icon or the Trashcan icon.

Removing an Employee or Physician role removes UC700 privileges.
Removing UC700 privileges deletes all personal information. For example, contact
rules, buddy lists, and personal directories.

IMPORTANT
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Adding an Employee Role

After selecting the name, click the Roles tab from the Person
Management dialog (Figure 4-7). Select Employee from the drop-down
role type list box to display an Employee Role Type dialog (Figure 4-9).

Figure 4-9 Employee Roles—Add New dialog

93 Current: Yound, Dan

Person Roles Contact Methods Addresses

I Employee YI

Employee ID: | |

Employee Position: | -Select a position- j

Employee Type: I 'I

Organization: <MNot Set=

Select Remove

Location: <Mot Set=

Select Remove

Confidentiality Status: | MNone j

Step 1 Enter the Employee ID.
Step 2 Select the Employee Position from the drop-down list.

Step 3 Select the Employee Type from the drop-down list. For example, a
Contractor, Permanent, or Part Time employee.

Step 4 To set an Organization for this employee, click Select and then choose
an organization. To remove an organization, click Remove.

Step 5 To set a Location, click Select and then choose a location. To remove a
location, click Remove.

Step 6 Select the Confidentiality Status from the drop-down menu.
Step 7 Do one of the following:

—Click Apply to add the role and continue with the configuration.
—Click Done to save the information and close the dialog box.
—Click Cancel to exit without saving the changes.
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Adding a Contact Method for a Person

While using Person Management, you can add a contact method for a
person. To add a contact method:

Step 1 Click the Contact Method tab. Figure 4-10 displays.

Figure 4-10 Contact Method dialog

& Current: Yound, Dan

Contact Methods

Add Mew Contact Method

Person

Contact Method Method Priority Confidentiality Status
&7 M External Secondary Mumber 050333534444 1

;;? M External Primary Mumkber oao2222 2

Step 2 If no Contact Methods are configured, click the Add New Contact
Method button Figure 4-11 displays.

Figure 4-11 Select Contact Method—Type dialog

&' Current: Yound, Dan

Person Roles Contact Methods Addresses

* Contact [5= .
Method: | Primary Extension =

* Priority: I 1 'l
* PBX Name: I Selecta PBX 'l

* Extension: | |

Dterm
Passwaord:

Confidentiality I—L,
Status: None
SIPURI:

Access Senver:

Step 3 Select the Contact Method type from the drop-down list.

Step 4 Select the Priority status from the drop-down list.

Step 5 Select the PBX Name from the drop-down list.
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Step 6 Enter the Extension for this user role.

gonas) Fields which must be completed are designated with an asterisk (*).

Primary Extension, Secondary Extension, and Tertiary Extension are
available as a SIP Presence feature. Please refer to the OW5000
Configuration Guide to enable the SIP Presence feature.

gonss Person entries must have at least a primary extension. No other contact methods are
= required.

NOTE
P33 The Contact Method dialog boxes may differ depending on the type of contact
= method you selected.

NOTE

Adding an Address for a Person (Supported in US Market only)

While using Person Management, you can add addresses for a person.
To add an address:

Step 1 Click the Addresses tab. Figure 4-12 displays.

Figure 4-12 Address Information dialog

aﬂ Current: Yound, Dan

Contact Methods Addresses

Add New Address

here are no addresses configured |

Step 2 To add an address, click Add New Address. Figure 4-13
displays.
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Figure 4-13 Add Address Information dialog

&' Current: Yound, Dan

Person Roles Contact Methods Addresses

* Address Type: | Select an address typej

Country/Region: | United States of America (1) j
* Street:

City: |
State/Province: | Selecta State j

Zip/Postal l:l
Code:

Step 3 Select the Address Type from the drop-down list.

Fields which must be completed are designated with an asterisk (*).

Step 4 Select the Country/Region from the drop-down list.
Step 5 Enter information in the following fields:

— Street
—City
— State/Province
—Zipcode
Step 6 Do one of the following:

—Click Apply to add the address.
—Click Done to display the new entry.
—Click Cancel to exit without saving the information.
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User Management Configuration

Selecting Users from the OW5000 Directory Menu (Figure 4-3) displays
Figure 4-14. This option allows you to manage user information, and to
add or change application and role privileges.

Figure 4-14 User Management dialog
User Management
SEARCH USERS

Filter By: |Last Name »| |Stans Wﬁhj Search
1-3of 3 records Results per page

Last Narme & First Marne Full Marne

;’ A [ rEor Adm [ rEor Adm I
&' Eichang im v Erchang im v ErchageAdm i, Eciaigesmi
i} o oan onud, Dan

1-3of 3 records B Resultz per page

USER INFORMATION

* Login 10: [ Linooo |

™ Mew Fassword: | -------- |

* Confimn Hew Passwond: [ssssssss |

MTLM Lagin 10: |

T Login is disabled

I Pazzword never expires

Employes Name: |\"ound. Dan

APFLICATIONS BND ROLES

I~ DBTaol - Import/Export DWS000 Data | Db Taal Uzer d

I~ 0WyE000 Administrator OUIE000 Administrator -
= ucroo UC700 User =

UCFO0 ACD User
™ I Admin

Use the steps below to change passwords, application privileges, or to
delete a user account.

Modifying a User Account
Use the following steps to modify an account.

Step 1  Select the Pencil icon next to the desired user from the list of displayed
names (Figure 4-14), or enter data in the Filter By field and click
Search.

Step 2 Enter the Login ID.

= Fields which must be completed are designated with an asterisk (*).
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Step 3 Enter a new password in the New Password field.

pA3%) The length of the password must be at least eight characters long and include the
= following rules:
NOTE

1 Uppercase letter (A-Z)

1 Lowercase letter (a-z)

1 Digit(0-9)

1 Special Character (excluding a space, square brackets, backslash, and single or
double quotes)

Step 4 Enter the new password again in the Confirm New Password field.

Step 5 For Windows Authentication, enter the NTLM Login ID for the user. The
NTLM Login ID format is domain\User ID or UserlID if the account is on
the local machine.

P33 This parameter is displayed only when the United States is selected as the Sales
= Region or if OW5000 Applications which are released in US market is installed.
NOTE

Step 6 To disable the user role for any reason, click the check box Login is
disabled.

Step 7 To set the password to never expire for the user, click the check box
Password never expires.

Step 8 Select UC700 as the application and then select the desired user role
from the drop-down list.

Step 9 Click Apply.

Deleting a User Account

Step 1  Select the Trashcan icon next to the desired user from the list of
displayed names (Figure 4-14), or enter data in the Filter By field and
click Search. A delete confirmation dialog displays.

Step 2 Click OK to delete the user role for this person.
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Configuring OW5000/UC700 to
Support ACD Integration

UC for Enterprise (UCE) Agent is a separately licensed option that
provides a unified communications desktop application for ACD agents.
It enhances the capabilities of NEC's CallCenterWorX® ACD, which is
part of the CCDesign® product suite. As an integral part of NEC's suite of
applications, it combines all of the functionality of the UCE Desktop
Client with the enhanced features designed specifically for agents.

The following topics are included in this chapter.

e ACD Server Management
e ACD Configuration

ACD Server Management

In order to provide ACD agent functionality for UC700 users, it is
necessary to configure the ACD system(s) that will be connected to the
server by the application. The OW Agent Service component establishes
communication with any ACD that is configured.

The following topics are included in this section.

e ACD Servers Configuration
ACD Settings Configuration
Agent Screen Pop Configuration
ACD Break Modes Configuration
ACD Split Modes Configuration
ACD Work Modes Configuration

Follow the steps below to configure ACD Server options.

Step 1 Log on to the OW5000 Administrator program. Once you are logged in to
OW5000 Administrator, select OW5000 > Applications > ACD.
Figure 5-1 displays.
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ACD Servers Configuration

Figure 5-1 ACD Server Management—ACD Servers dialog

ACD Server Management

ACD Servers ACD Settings Agent Screen Pop

Add New ACD Server

1-20f 2 records[20_ B Results per page Page(1_|Bof1
ACD Name IP Address Port PBX

i jini Dallas 172.24.133.161 80030 AcdPBX

é’ jini Ft Worth 172.24.133.82 60030 QwxSVTK

1-20f 2 records[20 Bl Results per page Page(1_ |Bof1

Follow the steps below to configure ACD Servers.

Step 1 Click Add New ACD Server. Figure 5-2 displays.

Figure 5-2 ACD Servers—Add New dialog

ACD Server Management

ACD Servers ACD Settings Agent Screen Pop

“ACD Name: | ‘
*IP Address: | ‘
Port
*PBX: | AcdPBX =l

Cancel
Step 2 Enter the ACD Name.

Step 3 Enter the ACD IP Address of the server. If this is for internal ACD, enter
the IP address of the PBX.

Step 4 Enter the TCP Port used to connect to the ACD in the ACD Port Number
box. This must be an integer between 1 and 65534 inclusive. The default
value is 60030.

Step 5 Select the PBX from the drop-down list.

Step 6 Select Apply to save the changes or Cancel to exit the dialog box
without saving the changes.

The OWAgentService must be restarted after adding a new ACD.
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ACD Settings Configuration

Selecting ACD Settings from the ACD Server Management dialog
(Figure 5-1) displays an ACD Settings dialog (Figure 5-3).

Figure 5-3 ACD Settings dialog

ACD Server Management

ACD Servers ACD Settings Agent Screen Pop

*OWAgentSenice IPAddress :
Apply Cancel

Step 1  Enter the IP Address in the OWAgentService IP Address text box.

If the OWAgentService is on the same server, this field should be left blank.

NOTE
Step 2 Select Apply to save the changes or Cancel to exit the dialog box
without saving the changes.
To ensure proper ACD integration, the following options should be enabled
——— (checked) in the System Data screen of the ACD MAT commands:
IMPORTANT - Infolink with Call ID

- Infolink with Split Information
- Expanded Infolink with Call ID

Also choose the Iq rather than the IQ for the Incoming Call Msg field in the same
screen. See Figure 5-4 .
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Figure 5-4 ACD Settings

SECallCenteriork-Enterprise TCRSIP MAT - System [ata i =1
Ha Mew Opliors MST Bepet Windaw' Help |
AeE|EET|2om/ w7 [3ur | [BepEEEeanE s 8E| 3 |

_E.rlz'g.':u'm [rata B k11
User Setings | T ersamm Seitinga | Tine 1t Sellogs |
~Dlarhe

ooV Tallb | ’ :

Send &0 PS5 ] Msg r HinLere [T = irdes 211 Liek
Ditplay K KORE okt = rdedfi =
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Dbl A Hegde: |

ETA Inchicer Excars'Work: [ X Prind
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Agent Screen Pop Configuration

The UC700 Agent Screen Pop feature is designed to integrate the UC700
with a customer's CRM application. In order for this to be accomplished,
the CRM must be able to accept input from UC700 in the form of
arguments (parameters). When an ACD call is presented to an agent,
UC700 will launch a predefined application along with information about
the call provided in these arguments. For example, the contact center
may utilize a browser-based CRM application which would accept the
callers CID information as a parameter and populate the agent's
browser with specific information about the caller.

Selecting Agent Screen Pop from the ACD Server Management dialog
window (Figure 5-1) displays an Agent Screen Pop dialog (Figure 5-5).
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Figure 5-5 Agent Screen Pop dialog

ACD Server Management

ACD Servers ACD Settings Agent Screen Pop

GLOBAL SCREEN POP CONFIGURATION

Execulab\e:lmxplore.exe ‘

Argumems:|htlp.f-'hulden-'pup.fDefaull.aspx?am:[am]&cudEZ[cude] ‘ ICDdE ﬂ

ACD SPLIT SCREEN POP CONFIGURATION
Filter: ACD Name: [Al =l [spithame 7] [Contains =] [ ]

1-100f88 recsrdsﬂ Results per page Page‘ﬂ ofg = >>

ACD Split Name & Tenant

f Dallas tenant one

f Dallas aaaaa tenant-2

f Dallas carole tenant one

f Dallas Chat tenant one

f Dallas Customer Service tenant one

f Dallas tenant one

f Dallas tenant one

f Dallas tenant one

f Dallas tenant one

f Dallas n9é-s-21-team-1n tenant one

1-100f 88 reccrdsﬂ Results per page Page.ﬂ ofg = >

The agent screen pops can be configured globally or on a per-split basis,
to provide flexibility. The global configuration can either specify the
screen pop settings to be used for all splits or for those splits which are
not configured separately. The split configuration can be used if screen
pops are only necessary for certain splits or if individual splits require
different screen pop settings.

Global Screen Pop Configuration

Global screen pop configuration includes the application in the
Executable field that will be opened when the call is presented to the
agent. Additionally, arguments for that executable can be configured by
selecting one of the drop-down options below:

e Code: Customer information associated with the call. This is
commonly attached by an IVR.

e Caller ID: The telephone number of the caller.

e Split: The ACD split in which the calls are being answered.

¢ Pilot: The ACD pilot number where the call arrived into the system.
¢ Login: The answering agent's ACD login ID.

pa3%) It is important to ensure that the arguments selected meet the requirements of your
= CRM application.
NOTE

Follow the steps below to configure a global screen pop.
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Step 1  Select the Agent Screen Pop tab from the ACD Server Management
main window. Global Screen Pop Configuration is at the top of the
window. See Figure 5-6.

Figure 5-6 Global Screen Pop Configuration

ACD Servers ACD Setlings Agent Screen Pop |

GLOBAL SCREEN FOP CONFIGURATION

Executable: |igxplore. axe
.-':'-.rgurnents:|htIF:1"1"h|:|[|:Ieru"|:||:||:|.l'DEFaull.asp}c?ani=[ani]&cude=1:u|:|E] | |C'IIE|E :I

Step 2 Configure the application in the Executable field that will be opened
when the call is presented to the agent.

paad It may be necessary to enter the full path in the Executable field. This depends on
= the path settings defined for the computer user.
NOTE

Step 3 Enter the Executable’s arguments in the Arguments field. The
arguments can also be built using the drop-down menu field to the right
of the Arguments field. See Figure 5-7.

Figure 5-7 Arguments Drop-Down Menu

LCD Server Management

| ACD Servers | ACD Setlings  [SETEDTEEED 0T )

GLOBAL SCREEH POP CONFIGURATION

Execuiahle; |i|=_I zplore_exe |
Arguments; m:fﬂmldenm_up.‘mfault.aspx Pani=[anil&code=[code

ACD SPLIT SCREEN POP CONFIGURATION
Filler ASD Mame; |40 =] [=pli Name =] [Conains =] [

Step 4 Once, a option is selected from the drop-down menu, click the Insert
button to add the option to the executable’s argument.

Step 5 Click Apply to save the Global Screen Pop Configuration, Figure 5-8
displays.
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Figure 5-8 Global Screen Pop Configuration Confirmation

5-7

@ Agent Sorean pop up configuration saved successiully.

ACD Sernvers ACD Seflings Agent Screen Pop |

GLOBAL SCREEN POP CONFIGURATION

Executable: |iexplore.exe

— Click Cancel to cancel the action.

Screen Pop Split Configuration

Arquments: | http:iihelden/pop/Default_aspyxPani=|sni]&code=[code][ani | Caller ID x| m

The split configuration is used if screen pops are only necessary for
certain splits or if individual splits require different screen pop settings.

Follow the steps below to configure a split configuration.

Step 1 From the Agent Screen Pop tab, under ACD Split Screen Pop

Configuration), select the ACD splits to be configured (Figure 5-9).

To narrow down the list of available ACD splits, use filtering. Filtering can
be by ACD Name, Split or Tenant Name, and further defined with the
following qualifiers from a drop-down menu.

e Contains
Ends With
* Equals
Starts With

Figure 5-9 Screen Pop Split Configuration

ACD SPLIT SCREEN POP CONFIGURATION

Filter, &CD Name:lDEHEB jlsplﬂ NEITIE;‘ |':l:""155|'|-g LI | Search

|
1-10 of 88 reconds ANEIEE Tenant _
F1 Wit by

ACL

Datlag
Dusllss
Dallas
Dallaz

gy oy Yoy,

Endz With
Equals
Starls Wilh

[P
e bl
Chit

Tenant
kenont one:
t=nant-2
tensrt ane
tenant ane

Step 2 Click on the Pencil icon next to the desired ACD split to be configured.

Figure 5-10 displays.
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Figure 5-10 Agent Screen Pop dialog

ACD Server Management

ACD Settings Agent Screen Pop |

GLOBAL SCREEN POP CONFIGURATION
Executable: |igxplore.exe 2]
F'.rguments:|http:.f.lhuldenn'pupfﬂefsul1.aspf?ani=|ani]&|:|:||:le=[tu|:lel | Code |F|

ACD SPLIT SCREEN POP CONFIGURATION

Filter: ACD Name: [&1 =] | Spiit Name[=] |Contains =] | |
Split Marme:
Extecutable:

|
Arguments: | [Code  |F]

Step 3

Step 4

Step 5

Enter the Screen Pop information for this particular split.

—Configure the application in the Executable field that will be opened
when the call is presented to the agent.

—Enter the Executable’s arguments in the Arguments field. The
arguments can also be built using the drop-down menu field to the
right of the Arguments field.

Once, a option is selected from the drop-down menu, click the Insert
button to add the option to the executable’s argument.

Click Apply to apply the Screen Pop Split Configuration (Figure 5-10).
OR

Cancel to cancel the action.

ACD Configuration

Several ACD related components (Break Modes, Split Modes, and Work

Modes) can be configured to provide more descriptive status
information.

Follow the path below to configure the ACD.

Step 1

Log on to the OW5000 Administrator program. Once you are logged in to
OW5000 Administrator, select OW5000 > Directory. Figure 5-11
displays.
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Figure 5-11 ACD Configuration—Main Menu

OW5000 UA5200 Unified Communication
Platform

Applications

Directory » ACD Break Modes
Application Data ACD Split Modes
Settings ACD Work Modes
Scheduler Categories
MA4000 Integration DIDs

Version Information Locations
Organizations
People
Positions
Specialties
User Privileges

Users

ACD Break Modes Configuration

ACD supports nine break modes, numbered one through nine. A
descriptive name can be assigned to each break mode so an agent
doesn’t need to know the meaning of each break mode number. The
names are stored in the database allowing the UC700 client program to
read them for display. The name assigned to each mode can be up to 32
characters in length.

Follow the steps below to configure ACD Break Modes.

Step 1 Select ACD Break Modes from the ACD Configuration—Main Menu
(Figure 5-11). An ACD Break Modes dialog displays (Figure 5-12).

Figure 5-12 ACD Break Modes dialog

Configure the names of the ACD break modes
Default break mode: 9

1-9of 9 records B Results per page Page:ﬂ of 1
Break Mode Description

y 1 Coffee Set Default

y s Lunch

y 3 Smoke Break

y 30 Minute Break

y 5 Restroom

J 6

J 7

J 8

y 9 Set Default

1-9of 9 records B Results per page Page:ﬂ of 1

pa33) UC700 does not use the Set Default option seen in Figure 5-12.
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Step 2 To edit an ACD Break Mode, click the Pencil icon next to the desired
Break Mode number. A Break Mode Description dialog displays

(Figure 5-13).

Figure 5-13 Break Mode Description dialog

ACD Break Modes

Enter the description for break mode 5: |[

Step 3 Enter a description for the selected Break Mode in the text box.

Step 4 To delete an ACD Break Mode, click the Trashcan icon.

Step 5 Do one of the following:

—Click Apply to save the information without exiting the dialog box.
—Click Done to save the information and exit the dialog box.
—Click Cancel to exit the dialog box without saving the changes.

ACD Split Modes Configuration

The ACD Split Mode feature allows a descriptive name to be assigned and
displayed within the UC700 client when an ACD split has been forwarded to a
particular ACD pilot number. Split call forwarding is usually invoked by a call center

supervisor using the night key.

Follow the steps below to configure ACD Split Modes.

Step 1  Select ACD Split Modes from the ACD Configuration—Main Menu
(Figure 5-11). Figure 5-14 displays.

Figure 5-14 ACD Split Modes dialog

ACD Split Modes

Add New Split Mode
1-5of 5records| 10 B Results per page

Split Mode Description
;7 jim) Building Evacuation Forward to 5312
;7 jim) Company Meeting Company Meeting
;7 jim) Day Normal operation
ﬂ jim) Night Night mode
;7 jim) Offsite Meeting Offsite Meeting

1-5of 5records| 10 B Results per page

ACD Pilot Name
wptest-5312

win-cb-test

wptest-5311

Page]q1 [Edof1
ACD Pilot Number
5312

5310
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Day and Night modes are automatically provided and cannot be removed.

Adding a Split Mode
Step 1 Select Add New Split Mode to open Figure 5-15.

Figure 5-15 Add New Split Mode

ACD Split Modes

ModeMName :

Description :

* ACD Name: I Selectan ACD 'l

ACD Pilot Number :

Crorly ] oore ] corcel

Step 2 Enter the Mode Name for this split.

Step 3 Enter a Description in the text box to describe the Mode Name.
Step 4 Select an ACD Name from the drop-down list.

Step 5 Enter the ACD Pilot Number for the split.

Step 6 Do one of the following:

—Click Apply to save the information without exiting the dialog box.
—Click Done to save the information and exit the dialog box.
—Click Cancel to exit the dialog box without saving the changes.

Editing ACD Split Modes

Step 1  Select the Pencil 7 icon next to the desired Split Mode name to edit
(Figure 5-14). An ACD Split Modes—Edit dialog displays (Figure 5-16).
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Figure 5-16 ACD Split Modes—Edit dialog

ACD Split Modes

* Mode Name - | Company Meeting

* Description © | Agents are in required company meeting

* ACD Name: Im

ACD Pilot Number - | 74229

1-5of5records|g [ Results per page Page{7 |[Eof1
PilotHame Pilothumber

b2 MASK Exp Mgt Night 74228

b4 N-MA4000 74220

¥ N-MA4000 Exp Mgt T4221

? N-MA4000 NIGHT 74230

> Test T4229
1-5of5records|g [ Results per page Page{7 |[Eof1

Step 2 Make the necessary changes to all or any of the desired fields and then
do one of the following.

gonss The pilot numbers listed under the Pilot Number column is provided to assist you

= when adding or changing a pilot number. One of these numbers should be used in
the ACD Pilot Number field.

—Click Apply to save the information without exiting the dialog box.
—Click Done to save the information and exit the dialog box.
—Click Cancel to exit the dialog box without saving the changes.

Deleting ACD Split Modes

Step 1  Select the Trashcan icon next to the desired ACD Split Mode name
(Figure 5-14) to delete. A confirmation dialog box displays.

Step 2 Click OK to delete the Split Mode or Cancel to close the dialog box
without deleting the Split Mode.

ACD Work Modes Configuration

The ACD supports 99 work modes, numbers 1 through 99. A descriptive
name can be assigned to each work mode so an agent doesn’t need to
know the meaning of each work mode number. These names are stored
in the database to allow the UC700 client program to read them for
display. The name assigned to each mode can be up to 32 characters in
length.

Step 1 Select ACD Work Modes from the ACD Configuration—Main Menu
(Figure 5-11). An ACD Work Modes Configuration dialog displays
(Figure 5-17).
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Figure 5-17 ACD Work Modes Configuration dialog

ACD Work Modes

Configure the names of the ACD work modes
Default work moda: 1 - Work Moda

1= 10 of 99 recards (10 Resulls pef page Page(1 o1 > ==
Wiark Mode Descriplion VIP Wake-Up Processing E-05H Call Processang
ﬁ:' i Yotk Mada Fakan Falan Bt Dafoall
; F Filng False Fale Set Dafoall
5’ | Scheduing False False St Dol
F - Sorting False False Seal DTt
ﬁ:' 5 ACCOUNENG Fakig Falai St Dl
ﬁ’ [-] WP Wakelin Trus Fale St De{mull
5? T E-O=N False Tru= Sert Dot
§ s Fabse Fabe Geal DTt
5':' -] Falan Falae Gt Deneforcll
ﬂ 10 False Fahe Eat Dainmll
i1-10of B9 recorda |10 | Resuss Per pane Pagei Eoi1a = =»
pA33) UC700 does not use the Set Default option seen in Figure 5-17.
=
—_—
NOTE

Step 2 To edit an ACD Work Mode, click the Pencil icon next to the desired
Work Mode number. A Work Mode Description dialog displays
(Figure 5-18).

Figure 5-18 Work Mode Description dialog

ACD Work Modes

Enter the description for work mode 1: |Work Mode

[T Is VIP Wake-up Processing work mode
[T Is E-OSM Call Processing work mode

Apply Cancel

Step 3 Enter a description for the selected Work Mode in the text box.

P Is VIP Wake-up Processing work mode and Is E-OSN Call Processing work
= mode options are not used by UC700.
NOTE
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Step 4 To delete an ACD Work Mode, click the Trashcan icon (Figure 5-17).
Step 5 Do one of the following:

—Click Apply to save the information without exiting the dialog box.
—Click Done to save the information and exit the dialog box.
—Click Cancel to exit the dialog box without saving the changes.
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Configuring OW5000 SSL Support
for UC700 Clients

Chapter Topics

The following topics are included in this chapter.

e Overview

e Configuring SSL for OW5000 and UC700

e Obtaining an OW5000 Server Certificate

e Installing the OW5000 Server Certificate

e Installing CA Certificates on Client PCs

Replacing web.config file with SSL.web.config file
Configuring UC700 Clients to Use SSL

Overview

By default, the UC700 connection to the OW5000 server is not secured,
meaning the data that flows between the UC700 and OW5000 is not
encrypted. If one were able to capture data packets in this flow (a
difficult proposition in an Ethernet switched environment, but not
impossible), one could discover a UC700 user’s login and password and
view other data, such as Instant Message text. This may be a security
problem in private LANs, depending on your organization’s security
policy and other safeguards put in place.

If your organization requires a secure UC700-to-OW5000 connection,
the OW5000 server supplies the capability to use the Transport Layer
Security (TLS) protocol to secure the connection. (TLS is also known as
Secure Sockets Layer, or SSL).

Secure Sockets Layer (SSL) provides confidentiality for UC700 data,
including the login and password, by encrypting the connection. In
addition, SSL uses certificates, so that the UC700 client connects only to
the correct OW5000 server.
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Configuring SSL for OW5000 and UC700

The OW5000 can be configured for SSL connections or unsecured
connections, but not both. If OW5000 is configured for SSL connections,
the UC700 clients must be configured to connect using SSL.

The procedures that must be followed to configure SSL on the OW5000
and UC700 are:

Step 1  Obtaining an OW5000 Server Certificate on Windows Server 2003
or
Obtaining an OW5000 Server Certificate on Windows Server 2008

Step 2 Installing the OW5000 Server Certificate on Windows Server 2003
or
Installing the OW5000 Server Certificate on Windows Server 2008

Step 3 Installing CA Cettificates on Client PCs
Step 4 Replacing web.config file with SSL.web.config file
Step 5 Configuring UC700 Clients to Use SSL

Step 3 is not necessary if a server certificate is obtained from a well-
known CA, such a VeriSign. Microsoft Windows comes pre-installed with
well-known CA certificates (also known as “trusted root CA
certificates”).

One can view these in Windows by opening Internet Options >
Content > Certificates > Trusted Root Certificate Authorities as
shown in Figure 6-1 and Figure 6-2.

Each of the above steps is described in more detail in the remainder of
this chapter.
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Figure 6-1 Internet Options—Content

Internet Options

| zeneral | Security | Privacy | Content | Connections | Pragrams | Advanced |

Conkent Advisar

@ R.atings help you control the Inkernet content that can be
vievwed on this computer,

[ Enable. .. Settings

Certificates

A

[ Clear 551 state ] L Certificates ] [ Publishers ]

IJse certificates For encrypted connections and identification,

AukoComplete

AutoComplete stores previous entries [ Settings ]
on webpages and suggests matches
For wou,

Feeds and Web Slices
E Feeds and Web Slices provide updated [ Settings ]
| conkent From websites that can be
read in Inkernet Explorer and okher
prograrns.

[ (04 ] [ Zancel Apply
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Figure 6-2 Trusted Root Certificate Authorities

Certificates

Intended purpose: <all=

Intermediate Certification Autharities

Trusted oot Certification Autharities

Trusted Publ % *

Issued To
Elaan Certificate Ser...
Elapa ECOM Root CA
Eac Raiz Certicamar. ..
Edac ralz DMIE
Eda-cERT ADVANCED
Elacs
Edadminca-co-To1
E admin-Root-C4
.ﬁ.gence Mationale d...

Issued By

aan Certificate Services
ABA ECOM Rook CA

AC Raiz Certicamara ...
AZ RAIZ DMIE

A-CERT aDWAMNCED
ACMLE
Admin”Aa-C0-T01
Admin-Root-Ca

Agence Mationale de ...

Expiratia, ..
121312028
7lajz009
41212030
215/2036
10/z3/z011
SI15/2023
1j25f2016
11/10/2021
arizfz037

Friendly Marne L

Cooe e e

DST (ABA.ECOM, .,
AC Raiz Cerkica...
DIRECCION GEM...
A-CERT ADVANC, .,
MLE Mova Ljublia, ..
BIT AdminCA-CD...
BIT Adrmin-Rook-C4

Agence Mational,,, .

Certificate intended purposes

Close
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Obtaining an OW5000 Server Certificate

This section includes procedures on Obtaining an OW5000 Server
Certificate on Windows Server 2003 and Obtaining an OW5000 Server
Certificate on Windows Server 2008.

Obtaining an OW5000 Server Certificate on Windows Server 2003

If the OW5000 platform is installed on Windows Server 2003, use the
following procedure to create a new certificate request which can be
sent to a Certificate Authority (CA) for processing. If successful, the CA
sends back a file containing a validated certificate.

Follow the steps below to generate a certificate request.

Step 1 Start Internet Information Services (IIS) Manager.

Step 2 Expand the Server and select Default Web Site as shown in the figure.

Figure 6-3 Default Web Site

‘_'_Lg File Action Wiew Window Help |;|i|i|

e | OE XEFER| @@/ 2] n

4 | o]

__l aspnet_client
_ ) atkstatsreports
_ | openwaor:

| iisstart.htm

| pagerror. gif

?_‘J Internet Infarmation Services MNarme | Path | Skakus
-8 OWS000UC (Jocal compute | 55 cyvams Cr\Program Files\MECHOWS000,CYG. .
- Application Pacls X InFonPIServices Ci\Program Files\NEC|OWS0004Infa. .
Web Sites "b OperworkCalendarLink C:\Program Files\NECIOWSO00Cale. ..
3™ Jreraul: ieh Site % owsono C:\Program Files\NEC\OWS000\Admi. .
B Web Service Extensior | 1 qyesnnoyys C:\Program Files\HMEC,OWSO00Wet, ..
o5 owsaaouML C:\Program Files\MEC\OWSO00\UCE...
"b owxdata ChInetpubiwsarootiowsdata
-‘b PS1000 C\Program Files\MECWOWSO00\PSL.. .
"}J Reports C:\Program Files\Microsoft SQL Serv...
"b ReportServer C:\Program Files\Microsoft SQL Serv...
'.}J UC700 C:\Program Files\MEC\WOWS000\UCT ..
"‘,.'rVCMWebService CihInetpublwimarootiWCMwebService
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Step 3 Right-click Default Web Site and click Properties. Figure 6-4 displays.

Figure 6-4 Default Web Site Properties

Default Web Site Properties (2]
Direckory Security I HTTP Headers I Custam Errors I ASP.MET I
Web Site | Performance | ISAPI Filters | Hame Direckary | Documents

—web site identification

Descripkion:

IP address: I(AII Unassigned) j Advanced. .. |
TCP port: I an SSLport: [ 443

[~ Connections

Connection timeout: I 120 seconds

¥ Enable HTTP keep-alives

—Iv Enable loaging

Active log Format:

|w3C Extended Log File Format x| Properties... |

(04 I Cancel | Lppl Help

Step 4 Click the Directory Security tab.

Step 5 In the Secure communications section, click the Server Certificate
button to launch the Web Server Certificate Wizard (Figure 6-5).

Figure 6-5 Server Certificate Button

Default Web Site Properties H

‘Web Site: | Performance I ISAFI Filkers I Home Directory I Documents I
Directory Security | HTTPHeaders |  CustomErors | ASPMET

r—Authentication and access control

Enable anonymous access and edit the
w authentication methods for this resource,

r~IP address and domain name restrictions

@ Grank or deny access to this resource using

IF addresses or Internet domain names.
Edi... |

[~ Secure communications
Require secure communications and i

enable client certificates when this server Certificate. . |
resource is accessed, _ .

‘iew Certificate, ., |

Edit... |

(o4 Cancel | Apply | Help I
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Step 6 Click Next. Figure 6-6 displays.

Figure 6-6 Server Certificate

IIS Certificate Wizard
Server Certificate
These are the methods far assighing a certificate to aWeb site.

Select the method pou want to uze for this web site;

= Agsign an existing certificate
" Import a certificate from a Key Manager backup file.
" Import a certificate from a . pks file

" Copy or Move a certificate from a remate server site to this site.

< Back I Mest » I Cancel |

Step 7 Click the Create a New Certificate radio button, then click Next.
Figure 6-7 displays.

Figure 6-7 Delayed or Imnmediate Request

115 Certificate Wizard
Delayed or Immediate Request

Y'ou can prepare a request to be gent later, or pou can send one
immediately.

Do pou want to prepare a certificate reguest to be gent later, or do you want to send it
immediately ta an onling certification autharity?

% Prepare the request now, but send it |ater

€ Send the request immediately bo an oriline. certification autharity

< Back I MNest » I Cancel

Step 8 Click the Prepare the request now, but send it later radio button, then
click Next. Figure 6-8 displays.
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Figure 6-8 Name and Security Settings

115 Certificate Wizard
MName and Securty Settings
Your new certificate must have a name and a specific bit length.

Type a name faor the new certificate. The name should be easy for you to refer to and
remember.

M ame:
|ow500d

The hit length of the encrption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the securty. Howeser, a greater bit length may
decrease performance.

Bit length: I 1024 - l

[~ Select cryptographic service provider [CSP) for this certificate

¢ Back I MNest » I Cancel |

Step 9 In the Name field, type a user-defined name for the certificate, such as
“ow5000.” The name is not used in the certificate. It is a name
administrators can use for the certificate.

Step 10 Accept the default bit length for the key in the Bit length field by clicking
Next. Figure 6-9 displays.

Figure 6-9 Organizational Information

11s Certificate Wizard
Organization Information
Your certificate must include information about your organization that
distinguishes it from ather arganizations.

Select or type pour organization's name and your organizational unit. This iz typically the
legal name of your organization and the name of your division or department.

For further information, consult certification authority's web site.

Organization:
|ABE Cap =]

Organizational unit:
IT Dept j

< Back I Mext » I Cancel

Step 11 In the Organization field, type an organization’s name.
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Step 12 In the Organizational unit field, type an organizational unit, such as a
department name. Click Next to display Figure 6-10.

The CA verifies the Organization and Organization unit values. In addition, users see
= these names when deciding whether to accept the certificate. Make sure the data

NOTE you enter in these fields are accurate.

Figure 6-10 Your Site’s Common Name

IIS Certificate Wizard [ X]

Your Site's Common Mame
*t'our Web zite's comman name iz its fully qualified domain name.

Type the common hame for your gite, If the server is on the [ntermet, uze a valid DMS
name. |f the server iz on the intranst, you may prefer to use the computer's MetBlIOS
name.

IF the common name chatges, vou will need to obtain a new certificate.

LComman name:
w5000, abe-carp. can

< Back I Mext > I Cancel |

Step 13 In the Common name field, type a common name for the OW5000 and
click Next. Figure 6-11 displays.

—If the OW5000 has a DNS name of “ow5000.abc-corp.com,” and
internal users can resolve the DNS name to an IP address, specify the
DNS name in the Common name field. You may need to make sure
the internal DNS servers have an entry for the OW5000 server.

—Alternatively, if your OW5000 has a NetBIOS name of “ABC-
OW5000,” and users can resolve the NetBIOS name to an IP address,
you can specify the NetBIOS name in the Common name field.

The Common Name becomes a part of the certificate. It is the name used when

é configuring the UC700 Server field for connection to the OW5000 server. The
Common Name entered here and the UC700 Server field must match or the UC700
NOTE client will not be able to connect to the OW5000.
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Figure 6-11 Geographical Information

IIS Certificate Wizard
Geographical Information
The certification autharity requires the following geoaraphical infarmation.

LCourntry/Regian:
IUS [United States) vl

State/province:

ITexas ﬂ
City/lacality:

IIlvind j
State/province and City/locality must be complete, official names and may not contain
abbreviations.

< Back I Mest > I Cancel |

Step 14 Enter the Country/Region, State/province and City/locality, then click
Next. Figure 6-12 displays.

Figure 6-12 Certificate Request File Name

IIS Certificate Wizard [ x|

Certificate Request File Name
“Your certificate reguest iz zaved az a text file with the file name you
zpecily.

Enter a file name for the certificate request.

File name:

IE:'\bertreq. tt Browse... |

< Back I Meut = I Cancel |

Step 15 Enter a file name and location for the certificate request. Click Next.
Figure 6-13 displays.
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Figure 6-13 Request File Summary

115 Certificate Wizard [ X|

Request File Summary

V'ou have chogen to generate a request file.

To generate the following request, click Nest.

File ramne:

choertre. bkt

' our request containz the following information:

lzzued Ta

Friendly Mame
Country/Fegion
State / Province

City
Organization

Organizational Lnit

owb 000, abc-corp. com
owh000

us

Texas

Irving

ABC Corp

IT Dept

Cancel

Step 16 After reviewing the summary, click Next. Figure 6-14 displays.

Figure 6-14 Completion message

115 Certificate Wizard

~

Completing the Web Server
Certificate Wizard

‘Y'ou have succeszsfully completed the ‘wWeb Server -
Certificate wizard. & certificate request was created and
saved to the fils:

c:hcertreq.tat

Send ar e-mail this file to your certification autharity,
which will 2end you a responge file containing your new

certificate. LI

To close this wizard, click Finish.

Cancel

< Back

Step 17 Click Finish. The certificate request can now be sent to a CA for
verification and processing.

—Your IT department can send the request to an internal CA to sign.
Microsoft and OpenSSL are two examples of internal CAs. The
advantage of using an internal CA is cost, because the signed
certificate is free. The disadvantage is the internal CA's root certificate
must be installed on each client PC.

—Alternatively, the IT department can use a well-known external CA to
sign the certificate request. VeriSign and Entrust are examples of
external CAs. The advantage of using a well-known CA is that the
client PCs will already have the CA's certificate installed and one can
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skip the procedure, Installing CA Certificates on Client PCs. The
disadvantage is the cost to purchase a CA-signed certificate.

— If verification and processing is successful, the CA sends back a
certificate, which is contained in a file. You can continue to the next
procedure to install the certificate on the Web server.

Obtaining an OW5000 Server Certificate on Windows Server 2008

If the OW5000 platform is installed on Windows Server 2008, use the
following procedure to create a new certificate request which can be
sent to a Certificate Authority (CA) for processing. If successful, the CA
sends back a file containing a validated certificate.

Follow the steps below to generate a certificate request.
Step 1  Start Internet Information Services (IIS) Manager.

Step 2 Navigate to the server node in the left pane, as shown in Figure 6-15,
and double-click Server Certificates in the middle pane. Figure 6-16
displays.

Figure 6-15 Server Certificates dialog

'!Elnternet Information Services (IIS) Manager [_ O] =]
@@ [ % » mcssoet v | & 0@ -
Fil=  Wew Help
Q- | @1 MC550-64 Home
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-6 Start Page 00
- ilber: - - Manage Server
-85 MCE50-64 (MC550-64\Administrator) Filer: e 5 9
e icaki o Restart
b? Application Pools Respo and Dom, d
[+~ @ Sites ..r _ P Skart
? ‘p L" B Stop
[5APL and CGI ISAPI Filkers Logaing view Application Pools
Restrictions
Wigw Sites
- . = S—————
ﬂ?\- <{'F$E| gh»}z Change .MET Framewnork Vetsion
MIME Types Modules COutput ':@' Help
Caching Orline Help
Q= ‘_@
o = ey
Request Worker
Filteting Processes
Management
_ o= - =
(= Features view |/ = Content Yiew
Ready Gil:i
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Figure 6-16 Create Certificate Request dialog

™ Internet Information Services (1I5) Manager H=]
@,_,_. [ €3 v mommoes » |G @ -

File Wiew Help

; @) Server Certificates
€, | l l 28 £ Impart. ..
&5 Start Page :
& _&-T:I MCS50-64 (MCES0-64|Admiristrator) Use this Feature to request and manage certificates that Create Certificate Request. .,
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Reme I UG T I el Create Domain Certificate...
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Create Self-Signed Certificate...
'@' Help
Online Help
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Step 3 Select Create Certificate Request... in the right pane. Figure 6-17
displays.

Figure 6-17 Certificate Name Properties dialog

Request Certificate EHE

||| Distinguished Name Properties

—gi¥

Specify the required information For the certificate, Statefprovince and City/locality must be specified
as official names and they cannot contain abbreviations,

Commaon name: IowSDDD.abc-corp.com

Organization: IABC Carp

Organizational unit: IIT Diept
City flocality IIrving
Stake/province: ITexas

Countryfregion: IUS| j

Erevious | Mext I Eimish | Cancel

Step 4 Fill out the information to go into the certificate.

—In the Common name field, type a common name for the OW5000.
If the OW5000 has a DNS name of ow5000.abc-corp.com, and

internal users can resolve the DNS name to an IP address, specify the
DNS name in the Common name field. You may need to make sure
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the internal DNS servers have an entry for the OW5000 server.

Alternatively, if your OW5000 has a NetBIOS name of ABC-OW5000,
and users can resolve the NetBIOS name to an IP address, you can
specify the NetBIOS name in the Common name field.

pA33) The Common Name becomes a part of the certificate. It is the name used when
= configuring the UC700 Server field for connection to the OW5000 server. The
Common Name entered here and the UC700 Server field must match or the UC700
NOTE client will not be able to connect to the OW5000.
—In the Organization field, type an organization's name.
—In the Organizational unit field, type an organizational unit, such as a
department name.
P The CA verifies the Organization and Organization unit values. In addition, users see
é these names when deciding whether to accept the certificate. Make sure the data
NOTE you enter in these fields are accurate.

—Enter the City/locality, State/province, Country/Region and then
click Next. Figure 6-18 displays.

Figure 6-18 Cryptographic Service Provider Properties dialog
Request Certificate EHE

Cryptographic Service Provider Properties

8

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate's encryption strength, The greater the bit length, the stronger the security,
Howewer, a greater bit length may decrease performance.

Cryptographic service provider:

Bit length:
I 1024 ~ l

Previous | Mext I Eimish | Cancel |

Step 5 Accept the default Cryptographic Service Provider properties and click
Next. Figure 6-19 displays.
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Figure 6-19 File Name dialog
Request Certificate EHE

File Name

8-

Specify the file name For the certificate request, This information can be sent ko a certification
authority For signing.

Specify a file name for the certificate request:

Ic:'l,certreq.txt| v |

Previous | [exk | Einish I Cancel |

Step 6 Enter a file name and location for the certificate request, and then click
Finish.

The certificate request can now be sent to a CA for verification and
processing.

—Your IT department can send the request to an internal CA to sign.
Microsoft and OpenSSL are two examples of internal CAs. The
advantage of using an internal CA is cost, because the signed
certificate is free. The disadvantage is the internal CA's root certificate
must be installed on each client PC.

—Alternatively, the IT department can use a well-known external CA to
sign the certificate request. VeriSign and Entrust are examples of
external CAs. The advantage of using a well-known CA is that the
client PCs will already have the CA's certificate installed and one can
skip the procedure Installing CA Certificates on Client PCs. The
disadvantage is the cost to purchase a CA-signed certificate.
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Installing the OW5000 Server Certificate

This section includes procedures on Installing the OW5000 Server
Certificate on Windows Server 2003 and Installing the OW5000 Server
Certificate on Windows Server 2008.

After submitting the OW5000 certificate request to a CA, the CA should
return a server certificate for the OW5000. The next procedure is to
install the certificate on the OW5000 server.

Installing the OW5000 Server Certificate on Windows Server 2003
Follow the steps below to install the certificate on the OW5000 server.
Step 1  Start Internet Information Services (IIS) Manager.

Step 2 Expand the server and select Default Web Site as shown in Figure 6-20.

Figure 6-20 Default Web Site

‘_'_Lg File Action Wiew Window Help |;|i|i|

e | OE XEFER| @@/ 2] n

4 | o]

__l aspnet_client
_ ) atkstatsreports
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| iisstart.htm

| pagerror. gif

?_‘J Internek Information Services | Mame | Path I Skatus
(=5, OWS000UC (lacal compute ZECYGNUS Cr\Program Files\MECHOWS000,CYG. .
- Application Podls X InFonPIServices Ci\Program Files\NEC|OWS0004Infa. .
2] Web Sites "b OperworkCalendarLink C:\Program Files\NECIOWSO00Cale. ..
3™ Jreraul: ieh Site % owsono C:\Program Files\NEC\OWS000\Admi. .
B Web Service Extensior | 1 qyesnnoyys C:\Program Files\HMEC,OWSO00Wet, ..
o5 owsaaouML C:\Program Files\MEC\OWSO00\UCE...
"b owxdata ChInetpubiwsarootiowsdata
-‘b PS1000 C\Program Files\MECWOWSO00\PSL.. .
"}J Reports C:\Program Files\Microsoft SQL Serv...
"b ReportServer C:\Program Files\Microsoft SQL Serv...
'.}J UC700 C:\Program Files\MEC\WOWS000\UCT ..
"‘,.'rVCMWebService CihInetpublwimarootiWCMwebService

Step 3
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Figure 6-21 Default Web Site Properties

Default Web Site Properties

Directory Security I HTTP Headers I Cuskam Errors I A5P.MET
Web Site | Performance I IS4PI Filkers I Home Direckory I Docurments

—Wehb site identification

Description:

IP address: I {4l Unassigned) j Advanced... |
TCF port: I a0 SoLport: | 443

—Connections

Connection timeout: I 120  seconds

[¥ Enable HTTP Keep-alives

I+ Enable logaing

Active log Format:

|3 Extended Lag File Format x| Properties... |

(a4 I Cancel | Apply | Help |

Step 4 Click the Directory Security tab. Figure 6-22 displays.

Figure 6-22 Server Certificate Button

Web Site | Petformance | ISAPI Filkars I Home Diractary I Docurnents I
Directory Security | HTTPHeaders | CustomErors | ASP.MET

r— Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource.,

—IP address and domain name restrickions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit. .. |

~ Secure communications
Require secure communications and i

enable client certificates when this Server Certificate... |
resource is accessed, i _

Wiew Cettificate. .. |

Edit... |

Ok I Cancel I Apply | Help |

Step 5 In the Secure communications section, click the Server Certificate
button to launch the Web Server Certificate Wizard (Figure 6-23).
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Step 6 Click Next to move past the welcome dialog. Figure 6-23 displays.

Figure 6-23 Pending Certificate Request

11S Certificate Wizard [ <]

Pending Certificate Request

A pending certificate request is a request to which the certification
authority haz not yet responded.

A certificate request iz pending. 'What would you like to do?

* Process the pending request and install the certificate

™ Delete the pending request

< Back I Mext » I Cancel I

Step 7 Click Process the pending request and install the certificate, and
then click Next. Figure 6-24 displays.

Figure 6-24 Process a Pending Request

IIS Certificate Wizard E3

Process a Pending Request

Process a pending certificate request by retrieving the file that containg
the certification authority's response.

Enter the path and file name of the file containing the certification authority's responze,

Browse... |

Path and file namne:

¢ Back I Mest » I Cancel |

Step 8 Type the path and file name of the file that contains the response sent
from the CA and then click Next. Figure 6-25 displays.
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Figure 6-25 SSL Port

IIS Certificate Wizard
SSL Port
Specify the S5L port for thiz web site.

S5L port this web site should uze:

< Back I Mext > I Cancel |

Step 9 Accept the Default SSL port, 443, by clicking Next. Figure 6-26 displays.

Figure 6-26 Certificate Summary

IIS Certificate Wizard

Certificate 5ummary
Y'ou have chosen to install a certificate from a responze file.

To install the following certificate, click Next.
File name: c:howB000. cer

Certificate details:

lggued To owd000,. abc-corp.com
lzsued By A G for UC Suite T esting
Expiration Date 1243042010

Intended Purposze Server Authentication
Friendly Hame owB000

Country/R egion s

State ¢/ Province Texas

City Irving

Organization ABC Corp

Qrganizational L it IT Dept

< Back Cancel

Step 10 After reviewing the summary, click Next. Figure 6-27 displays.

UCE Desktop Client/Agent (UNIVERGE UC700) Installation Guide - Revision 4.01



6-20 Configuring OW5000 SSL Support for UC700 Clients

Figure 6-27 Completion message dialog

IIS Certificate Wizard
Completing the Web Server

® Certificate Wizard
S

‘You have successfully completed the Web Server
Certificate wizard.

& certificate is now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, pou can use the wizard again.

To close this wizard, click Finish.

< Back LCancel

Step 11 Click Finish.

The certificate is now installed on the web server. To test that the
certificate is working, attempt to access OW5000 using a web browser.
For example, you can attempt to connect to a URL such as https://
ow5000.abc-corp.com/uc700. If the page displays, the certificate was
installed successfully. If the server certificate was not signed by a well-
known CA, a warning message displays indicating that a problem exists
with the OW5000’s certificate. Do not be concerned with the warning
message because the next procedure used to install the CA certificate
on the PCs makes the warning message go away.

Installing the OW5000 Server Certificate on Windows Server 2008

After submitting the OW5000 certificate request to a CA, the CA should
return to you a server certificate for the OW5000. The following
procedure installs this server certificate on the OW5000 server.

Follow the steps below to install the certificate on the OW5000 server.
Step 1  Start Internet Information Services (lIS) Manager.

Step 2 Navigate to the Server Certificates page as described in the previous
section. Figure 6-28 displays.
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Figure 6-28 |IS Manager—Server Certificates
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Step 3 Select Complete Certificate Request in the right pane. Figure 6-29
displays.

Figure 6-29 Complete Certificate Request

Complete Certificate Request EHE

| IL Specify Certificate Authority Response

gl

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response,

File mame containing the certification authority's response:

IC:'l,owSDDD.cer v |

Friendly name:

|ow5000|

Ok I Cancel |

Step 4 Enter the path and file name of the file that contains the response from

the CA. Type any meaningful short description as the Friendly name for
the certificate, then click OK. Figure 6-30 displays.
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Figure 6-30 IIS Manager—Server Certificates
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The middle pane now displays the certificate you installed.

Step 5 Navigate to the Default Web Site in the left pane, as shown in
Figure 6-31.

Figure 6-31 Default Web Site
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Step 6 Click on Bindings... in the right pane. Figure 6-32 displays.
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Figure 6-32 Default Web Site—Bindings

Site Bindings EHE
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Step 7 Click Add to display Figure 6-33.

Figure 6-33 Add Bindings dialog

Add site Binding HE
Tvpe: IP address: Fort:
Ihttps j IAII Unassigned j |443
Hosk name:
55L certificate:
Jowsaoo = e |
Mok selected
WMIvE-OWaR4E4 Cancel |

Step 8 Select https from the Type field and accept the default IP address and
Port. Select the SSL certificate from the drop-down list (choose the
Friendly name you created), and then click OK. Figure 6-34 displays.

Figure 6-34 Site Bindings Added dialog

Site Bindings EHE
Tvpe | Host Mame | Fort | IP Address | Einding Add...
hittp &0 *
net.tecp a0a:* Edit... |
i *
net pipe Remove |
net.m... localho:
msmd... localho: Brawse |
https 443 o
< | o

Close

Step 9 You will see the additional site binding, https in the blinding list. Click
Close.

A certificate is now installed on the default web server and is available for
use by the UC700 application.

You may test that the certificate is working by opening a web browser
session to the OW5000 via HTTPS. For example you may attempt to
connect to a URL such as https://ow5000.abc-corp.com/uc700. If the
page displays, the certificate has been installed successfully. If the
server certificate you installed was not signed by a well-known CA then
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you will get a warning that there is a problem with the OW5000's
certificate. Do not be concerned with this warning because the next step
will describe installing the CA certificate on PCs so that this warning will
go away and so that UC700 clients can connect to the OW5000.

Installing CA Certificates on Client PCs

Each PC that runs a UC700 client must have the Trusted Root Certificate
installed on it before UC700 can connect to the OW5000 using SSL. If
the OW5000 server certificate installed is signed by one of the well-
known trusted CAs, such as VeriSign, you may not need to perform this
step because Windows pre-installs CA certificates from well-known and
trusted CAs.

If the OW5000 server certificate installed earlier was signed by a CA
internal to your organization, you must install the CA’s certificate on
each UC700 PC.

) It is also useful to install the CA certificate on each PC used for OW5000
— administration.

There are a couple of ways to install the CA certificate on UC700 PCs.
One is manually, as described below.

If you have a large population of UC700 PCs to install, manually going to
each PC may be quite burdensome. A second method is to push the CA
Certificate to all PCs in an Active Directory domain by adding it to a
Group Policy object. This method is described by Microsoft at http://
technet.microsoft.com/en-us/library/cc738131.aspx.

For the manual method, you or each client user must retrieve a CA
certificate file from the CA. The following procedure installs this CA
certificate on the UC700 PCs.

Step 1

Step 2

Place the CA certificate file on the UC700 PC. To do this you can use
one of these methods:
—E-mail the CA certificate to each user with instructions for installing it.

—E-mail each user with instructions for retrieving the CA certificate from
a Windows Certificate Authority website.

—An administrator inserts a thumb drive containing the CA certificate.

Figure 6-35 displays a CA certificate file named certnew.cer on the
desktop of a UC700 PC. Wherever the file is on the PC, double-click it.
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Figure 6-35 Certificate Icon

—Double-clicking the file name or file icon displays a prompt asking
whether you want to open the file.

Step 3 Click Open in response to the prompt. Certificate information displays

(Figure 6-36). You can browse through the information about the
certificate.

Figure 6-36 Certificate Information Screen

Certificate ﬂ
I General | Details | Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: A CA for UC Suite Testing

Issued by: A CA for UC Suite Testing

valid from 3/21/2008 to 3/21/2028

Install Certificate...| | Issuer Statement

Step 4 Click Install Certificate. This action launches the Certificate Import
Wizard (Figure 6-37).
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Figure 6-37 Certificate Import Wizard

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back MNext = ] [ Cancel
Step 5 Click Next. Figure 6-38 displays.
Figure 6-38 Cettificate Store
[ Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Certificate store:

Browse...

Learn more about certificate stores

[ < Back ][ Mext = ][ Cancel ]

Step 6 Click Place all certificates in the following store, and then click
Browse.... Figure 6-39 displays.
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Figure 6-39 Certification Store Selection
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Certificate Store
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6-27

Step 7 Select Trusted Root Certificate Authorities, click OK and then click

Next.

Figure 6-40 Certificate Import Wizard Completion Screen

Certificate Import Wizard

S5

;?*!%J

U

Completing the Certificate Import

Wizard

The certificate will be imported after you dick Finish,

‘fou have spedfied the following settings:

Certificate Store Selected by User IRl d®2giiled

Content

Certificate

4 I
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Finish
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Step 8 Click Finish. A warning message displays (Figure 6-41).
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Figure 6-41 Security Warning Message

Step 9

Step 10 Click OK. This completes the procedure to install the certificate on the
PC.

Security Warning @

You are about to install a certificate from a certification authority (CA)
l % claiming to represent:

A CA for UC Suite Testing

Windows cannot validate that the certificate is actually from "A CA for
UC Suite Testing”. You should confirm its origin by contacting "A CA
for UC Suite Testing". The following number will assist you in this
process:

Thumbprint (shal): BC7384CD 6772EB2C 87EJETFE S0EFAQTC 38084204

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Click Yes. This action displays a message indicating that the import was
successful.

Replacing web.config file with SSL.web.config file

On the OW5000 server, in the C:\Program

Files\NEC\OW5000\UC700\web directory on 32-bit Windows Server, or
the C:\Program Files (x86)\NEC\OW5000\UC700\web directory on 64-
bit Windows Server, the Web.config and SSL.web.config files can be

found, as shown in the Figure 6-42 and Figure 6-43.

Figure 6-42 32-bit Windows Server UC700 Web Folder
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Figure 6-43 64-Windows Server UC700 Web Folder
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The SSL.web.config file is the same as Web.config except that a few
additional lines are added that instruct the OW5000 to accept only SSL
connections. To configure the OW5000 for UC700 SSL connections, you
must swap the configuration files. Use these steps to swap the files:

Step 1 Rename web.config to NoSSL.web.config.

Step 2 Rename SSL.web.config to web.config.

Configuring UC700 Clients to Use SSL

To configure the UC700 Clients to log in using SSL:

Step 1 The Server box should contain the DNS or NetBIOS name of the
OW5000 server. It must match the common name that was placed into
the server certificate during the first procedure. It should not be an IP
address or any other name, or the UC700 cannot successfully connect
the OWS5000.

Step 2 Check the Use SSL box as shown in Figure 6-44.

Step 3  Supply the remaining login credentials and click Login. The user has a
secure SSL connection to the OW5000 when the login completes.
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Figure 6-44 UC700 Client Login

[ Use Windows Authentication
Usemame:

Joe.user
Password:

[E Remember Password

[ Automatically Login on Startup
Start UCTO0 on Windows start-up

Senver

owa000.abe-corp.com

[Euse s51

Bt ogrrl
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Installing and Configuring Calendar
Link

This chapter gives the procedures for installing and configuring Calendar
Link to allow UC700 users to set up and use Calendar Link.

Chapter Topics e Calendar Link Overview
e Installing Calendar Link on the Exchange Server
e Configuring Calendar Link

Calendar Link can be configured to integrate with multiple Microsoft
Exchange® servers; however, one Microsoft Exchange server can be
supported by only one OW5000 server.

Before installing Calendar Link to the Exchange server, make sure the
following requirements are met:

e Microsoft Windows Server 2003 32-bit and Windows Server 2008 64-
bit

Microsoft Exchange Server 2003 and 2007

IIS is installed

.Net Framework 3.5

Supports 32-bit and 64-bit OS and Exchange
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Calendar Link Overview

Calendar Link integrates UC700 to the Microsoft Exchange Server’s
Calendar, and updates the OW5000 database with the Calendar Event'’s
schedule and their status.

Microsoft Outlook supports the statuses; Busy, Out-of-Office, Tentative
and Free. OW5000 user status changes are only for Calendar events
that are set to busy or out-of-office. Calendar Link adds support for
UC700 status directly in Outlook, which can be modified at any given
time.

Calendar Link uses Scheduler on OW5000 to change the status when
Calendar Event is active.

Installing Calendar Link on the Exchange Server

Follow the steps below to install Calendar Link.

Step 1  Place the OW5000 DVD into the DVD-ROM drive. On most computers
Autorun automatically starts the installation when you load the DVD. If
Autorun is not enabled on the computer, though, you must do the
following:

—After placing the OW5000 DVD into the computer’s DVD-ROM drive,
open Windows Explorer and double-click the DVD-ROM drive icon.

—In the DVD-ROM file list, double-click the Setup.exe file.

Step 2 From the Main menu, select a link to launch the installer for UC700
Calendar Link (32-bit) or UC700 Calendar Link (6- bit).
Figure 7-1 displays.
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Figure 7-1 Calendar Link Preparing to Install dialog

Preparing to Install...

Calendarlink Sebup is preparing the InstalShisld Wizard,
wihich willl guidie you through the program sstup process.
Flease wait.

Extracting: Calendarlink. ms

—Once the initial preparation is complete, Figure 7-2 displays.

Figure 7-2 Calendar Link Welcome dialog

|? CalendarLink - InstallShield Wizard

Welcome to the InstallShield wizard for
CalendarLink

The InstaltShield{R ) ‘Wizard wil instal CalendarLink on vour
compister, To continue, click Mext,

\WARMING: This program is prokactad by copynght lave and
international treaties,

< Hack

Step 3 Click Next. Figure 7-3 displays.
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Figure 7-3 Calendar Link Destination Folder dialog

|1§l CalendarLink - InstallShield Wizard

Destination Folder
Click Next to irestall bo this Folder, or click Change to install to 5 differant

J Tnstall CalendarLink to:
L CeiProgram Files\NEC,O'WS000Calendar Link)Exchange Server), Change... I

It &l Shield

Step 4 Click Next. Figure 7-4 displays.

Figure 7-4 Calendar Link Configuration Information dialog

|Z§l CalendarLink - InstallShield Wizard

Configuration Information
Flease enter your server information.

CalendarLink raquires an Exchange Sarver login account borun, Please enter an Exchangs
account that has read access to all maiboues,

Exchange Lisar Name:

Exchange Password:

OWS000 Server Name:

It &l Shield

< Back bext > Cancel |
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Step 5 Enter the following information:

—Exchange User Name: The user name for the Exchange server. A
new user can be created for CalendarLink configuration.

pa3%) If the user belongs to a different domain, the user name should be fully qualified to
é include the domain information.
NOTE

—Exchange Password: The password for the Exchange User Name.

—OW5000 Server Name: The name assigned to the server that
OW5000 resides on.

Step 6 Click Next. Figure 7-5 displays.

Figure 7-5 Calendar Link Ready to Install dialog

i CalendarLink - TnstallShield Wizard

Ready to Install the Program
Thee wizard is ready to begin installation.

Click: Instal ko begin the instalation.

IF wou wank to review or change any of your installation settings, dick Badk, Cick Cancel bo
ecdt the wizard,

Step 7 Click Install. Figure 7-6 displays briefly, then Figure 7-7 displays.
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Figure 7-6 Installation Status dialog

|'._-‘,1 CalendarlLink - InstallShield Wiz ard

Installing CabendarLink
Thee program features you selected are being installed.

[d] Flease wait while the InstaliShield Wizerd installs CalendarLink. This may
take severa minutas.

Status:

It &l Shield

Figure 7-7 Installation Complete dialog

¢ - InstallShield Wizard

InstallShield Wizard Completed

The InstaliShisld Wizsrd has sucoesshully instalied Calendarlink,
Click Firish bo ecdt bhe wizard,

Step 8 Click Finish to complete the installation of Calendar Link on the
Exchange Server.

—After you have completed the installation process, set the permissions
for the admin Exchange Server admin in the Mailbox store properties.
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Configuration for Microsoft Exchange Server 2003

Step 1 From the Microsoft Exchange System Manager, select the server on
which you installed the Calendar Link application and then right-click
Mailbox Store and select Properties.

Step 2 Click on the Security tab and select the Exchange Server Admin User,
which was entered in Step 5 above (Figure 7-4). Select the Full-Control
permissions, as shown in Figure 7-8.

Figure 7-8 Mailbox Store Properties dialog

Mailbox Store (SUSHI) Properties K E3
General | Databaze I Limnits I Full-Text Indexing |
Details I Policies Security

Group or user names:

m Everyone _*_l
ﬂ Ex &drmin [exadmin@T ORO.LAE]
m Exchange Domain Servers (TOROMExchange Domain Servers)

oaiadmin [oaiadmin@T 0RO LAE]
3 SUSHIS (TORDNSUSHIE) —

Add... | Bemaove |
Permizsions for oaiadmin Allaw Deny
Full contral 0O &
Fead O [
witite a
Ewecute O
Delete a
Read pamizsions a ~|

For special permizsions ar for advanced settings. Advanced I
click advanced. -~
0k | Cancel e | He |

Configuration for Microsoft Exchange Server 2007

Step 1 On the Exchange 2007 Management Shell Console, execute the
following command:

Get-MailboxDatabase -server <ExchangeServerName> | add-
adpermission -user "<ExchangeAdminUser>" -accessRights
GenericAll -extendedrights Send-As, Receive-As, ms-Exch-Store-
Admin, ms-Exch-Store-Visible -inheritanceType all

Step 2 Go to the IIS manager (under the default web site), then click on the
application ExchangeEventRegistration and turn OFF the SSL
settings.
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Configuring Calendar Link

Follow the steps below to configure Calendar Link to support UC700
Clients.

Step 1 Launch OW5000 Administrator by selecting Start > All Programs >

NEC OW5000 > Platform > OW5000 Administrator. Figure 7-9
displays.

Figure 7-9 OW5000 Administrator Login dialog

OWS5000 Administrator

Login ID: [admin |
Fasgword: |*‘*‘“‘* |

Step 2 Enter the default login identification and password values. You will be
required to change the password after login.

gonss The default Login ID is admin and the default Password is admin. It is necessary to
= change your password when prompted.
NOTE

Step 3 Click Login. Figure 7-10 displays.

Figure 7-10 OW5000 Main Menu

NEC &V5555

OW5000 Unified Communications

Calendar Link
UC7o0

Step 4 Select Calendar Link from the Unified Communications menu.
Figure 7-11 displays.
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Figure 7-11 Calendar Link Email Server Manager dialog

Calendar Link

General Settings Email Servers Registration Status

Add New Email Server Link

1-20of 2 records B Results per page Page:n of1

Server Name Domain Controller Email Server Type
ﬁ i Safarigd Safarigd Exchange
J @ SUMO Doming

1-20of 2 records B Results per page Page:n of1

Configuring EMail Server for Calendar Link
Step 1 Click Add New Email Server Link. Figure 7-12 displays.

Figure 7-12 Calendar Link Email Server Manager dialog

Calendar Link

General Settings Email Servers Registration Status

Mail Server Type:

*Exchange Sewer:| |

*Exchange Admin:| |

*Exchange Admin F'assword:|

Exchange Admin Email:|

*Domain Controller:|

“Active Directory User:|

“Active Directory User F'assword:|
Date Created:
Date Last Modified:

Step 2 To add an Exchange Email Server, use either of the options below:
—Enter the requested information in the required fields marked with an
asterisk.

Exchange Server - IP address or server name of the Exchange
Server

Exchange Admin - User Id with Administrative privileges

Exchange Admin Password - Password of the above mentioned
user
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Exchange Admin Email - Email address of the above mentioned
user. This is optional.

Domain Controller - Domain Controller server used by the exchange
server.

Active Directory User - User on Domain Controller who has privilege
to query the Active Directory.

Active Directory User Password - Password of the above mentioned

user.
pA3%) If the Exchange Admin and Active Directory User belong to a different domain,
= the user name should be fully qualified to include the domain information.
NOTE

Error Messages

While trying to add a new email server, you may receive the following
errors.

Change the name of the Exchange Server or edit the existing server
with the same name.

Server_Name_Duplicate

Configuring the User Registration Status
Step 1  Click the Registration Status tab. Figure 7-13 displays.

Figure 7-13 Calendar Link Registration Status dialog

Calendar Link

General Settings Email Servers Registration Status

. [a . (Y | . .

Email Server Type: | Al VI Email Server: | Al ¥| Registration Status: | Al 2|
Loginld: | Contains VI | |

1-200f73 rec-:r-;'sﬂ Results per page Page:ﬂ ofd = >>

User A Loginid Server Name Email User Id Registration Email Address Status

(,? 10000, Presence 1000

é? 10007, Presence P10007

;7 10007, Presence test_user

é? ABESH, DANIEL DO abc

Step 2 Click the Pencil icon to edit the user registration for Calendar Link.
Figure 7-14 displays.
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Figure 7-14 Add New User Registration dialog

Calendar Link

General Settings Email Servers Registration Status

User: Administrator

*Primary Email |

*Email Server

Step 3 Enter the Primary Email (SMTP) address.

Step 4 Use the drop-down list to select the Email Server for the user.

gonss The list of servers is populated by the servers listed on the Email Servers tab.
NOTE

gonss Required fields are marked with an asterisk.
NOTE

Step 5 Click Done. The Status column for the user displays Registered.

Step 6 To edit or delete an Email Server or a Registered User, click the
Pencil icon or the Trashcan icon.

Error Messages

While trying to register a user for Calendar Link, you may receive one of
the following errors.

: Create a user role for person by selecting OW5000 > Directory >
Person_ID_NOT.found_in_UserRole People. Select person and go to the Roles tab and create user role.
Person_NOT_found_in_LDAP Check the email address and the email server selected.
LDAP_Failure Unable to connect to LDAP. Check connectivity to Domain

Controller server of the email server in case of Exchange Server.

- ' Exchange Registration Failed. Check if NEC Calendar link service
Exchange_Event_Sync_Registration_Failed is started on the exchange server.

Check if the Exchange Server is accessible. Check if NEC Calendar
Exchange_Server_NOT_reachable link service is started
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Configuring Calendar Link when OW5000 Changes

This configuration change should be done in the following cases:
Case 1: When the server name of OW5000 changes.

Case 2: When an additional OW5000 server wants to connect to
Calendar Link.

Case 3: When more than one OW5000 server is registered for Calendar
Link and one OW5000 wants to remove registration.

Perform the following steps on Exchange Server for Exchange Calendar
Link.

Step 1 Navigate to the folder C:\Program Files\ComPlus
Applications\{AOD3F58F-AB56-405F-B1E5-9851C1A73B06}

Step 2 Open and edit the file ExchangeEventSink.dll.config

Step 3 Search for the setting/string OpenWorxServer, as shown below:

</setting:
<setting name="OpenWorXServer” serializeds="String">
<ualue>app513b1ucﬂ;ufsnwl&l<fualue>
</settings
</NEC.OpenkorX.CalendarLink. ExchangeEventSink. Properties. Settings>

—Case 1: When the server name of OW5000 changes.
Do the following: Replace the existing server name with a new server
name in the value tag.

—Case 2: When additional OW5000 registers for Calendarlink.
Do the following: Add a semicolon (;) followed by the new server name
in the value tag.

—Case 3: When more than one OW5000 server is registered for
Calendarlink and one OW5000 wants to remove registration.
Do the following: Remove that server name from the value tag.

Step 4 Restart the windows service: NEC Calendar Link.

Configuring Calendar Link when OW5000 is Upgraded

Exchange Calendar Link interacts with OW5000 using the Calendar Link
Web Service. Calendar Link Web Service preserves backward
compatibility; so Calendar link should work without any change when
OW5000 is upgraded.

When upgrading Calendar Link on the Exchange Server, there is no need
to re-register users on OW5000 for Calendar Link.
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Configuring Calendar Link when OW5000 is Uninstalled

—Case 1: Exchange Server interacts with more than one OW5000 and
one of the OW5000 is getting un-installed.

Follow the instructions, “Configuring Calendar Link when OW5000
Changes” on page 12.

—Case 2: Exchange interacts with only one OW5000 and that OW5000
is getting uninstalled.

In this case uninstall Calendar Link from the Exchange Server using
the following steps:

Step 1 Go to Start > Control Panel > Program and Features.
Step 2 Find NEC UC700 Calendarlink for Exchange Server.
Step 3 Right click and select Uninstall.
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