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Terminology

Term Description

BMC Baseboard Management Controller
An Embedded controller which is able to monitor the system status or error
regardless of DC off/on.

SOL Serial Over LAN
A function which BMC converts the serialized data to UDP Packet and sends to
LAN.

vPro Intel platform brand for business users (Intel® vPro™ Technology).

IAMT Intel® Active Management Technology
Remote control technology and one of main functions of vPro.

WS-Man Web Service Management

Open standard protocol for remotely accessing management data with any computer
device.
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Trademarks

EXPRESSBUILDER, NEC ESMPRO and EXPRESSSCOPE are registered trademarks of NEC Corporation.
Microsoft, Windows, Windows Vista, Windows Server are registered trademarks or trademarks of Microsoft
Corporation in the United States and other countries.

Intel and Intel vPro are registered trademarks or trademarks of Intel Corporation in the United State and other
countries.

All other product, brand, or trade names used in this publication are registered trademarks or trademarks of
their respective trademark owners.

All names used in sample applications are fictitious. They are unrelated to existing product, organization, or
individual names.

Windows Server 2012 R2 stands for Windows Server® 2012 R2 Standard, and Windows Server® 2012 R2
Datacenter.

Windows Server 2012 stands for Windows Server® 2012 Standard, and Windows Server® 2012 Datacenter.
Windows Server 2008 R2 stands for Windows Server® 2008 R2 Standard, Windows Server® 2008 R2
Enterprise, and Windows Server® 2008 R2 Datacenter.

Windows Server 2008 stands for Windows Server® 2008 Standard operating system, Windows Server®
2008 Enterprise operating system, Windows Server® 2008 Datacenter operating system, and Windows
Server® 2008 Foundation.

Windows 8.1 stands for Windows® 8.1 Pro 64-bit Edition, Windows® 8.1 Pro 32-bit Edition, Windows®
8.1 Enterprise 64-bit Edition, and Windows® 8.1 Enterprise 32-bit Edition.

Windows 8 stands for Windows® 8 Pro, and Windows® 8 Enterprise.

Windows 7 stands for Windows® 7 Professional operating system, Windows® 7 Ultimate operating system.
Windows Vista stands for Windows Vista® Business operating system, Windows Vista® Enterprise
operating system, and Windows Vista® Ultimate operating system.

Windows XP stands for Windows® XP Professional operating system, and Windows® XP Professional x64
Edition operating system.

vPro stands for Intel® vPro™.

VMware, VMware ESXi are registered trademarks or trademarks of VMware, Inc. in the United States and
other countries.

Notes

(1) No part of this document may be reproduced in any form without the prior written permission of NEC
Corporation.

(2) The contents of this document may be revised without prior notice.

(3) The contents of this document shall not be copied or altered without the prior written permission of NEC
Corporation.

(4) All efforts have been made to ensure the accuracy of all information in this document.  If you notice any
part unclear, incorrect, or omitted in the document, contact your authorized NEC sales representative.

(5) NEC assumes no liability for damages arising from the use of this product, nor any liability for
incidental or consequential damages arising from the use of this document regardless of (4).
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About This Document

This document introduces remote management using the server management utility "NEC ESMPRO
Manager" and explains the complete procedures from installation to managed component's setup.

Before attempting to operate the component management utility NEC ESMPRO Manager, read this
document so as to gain an adequate understanding of the contents.

Notes

This document is intended for persons who are familiar with the operating system's functions and operations
and the network's functions and setup. For operations and inquiries about the operating system, see its online
help information.

This document covers universal information about generally managed components. The notes and restrictions
on use of each product as a managed component are explained in the user's guide provided with the managed
component and "Appendix D. Managed Components Summary".

If the NEC EXPRESSBUILDER(SE) CD-ROM or Maintenance Management Tool CD-ROM s attached to
the managed component, read the word in place of "NEC EXPRESSBUILDER" in this document.

Names used with screen images in this document are fictitious. They are unrelated to existing product names,
names of organizations, or individual names. The setting values on the screen images are shown as examples,
so setting values such as IP addresses on screen images are not guaranteed for operation.

In this document, "¥" expresses back slash.

About Symbols in This Document
The following explains three symbols that are used in this document:

IMPORTANT:  Points or particular notes you must follow when handling software of components.
CHECK: Points or notes you need to check when handling software or components.
TIPS: Useful information.

Other Documents for NEC ESMPRO Manager
For other information about the NEC ESMPRO Manager, see the documents below.

® \Which components can NEC ESMPRO Manager control?
See the "Appendix D. Managed Components Summary".

® How to operate after setup.
See the NEC ESMPRO Manager online help information.

® How to operate the command line Interface.
See the "NEC ESMPRO Manager Command Line Interface”.
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About the advanced software and the user support

See the following URL for NEC ESMPRO Manager information. You can download the latest version of
NEC ESMPRO Manager from the URL.
http://www.58support.nec.co.jp/global/download/index.html
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Chapterl Setup for Managed Component in which
EXPRESSSCOPE Engine 3 is integrated

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension ver.2.xx on a managed component remotely via LAN connection.

1.1 Setup Flow

Setup by the following setup procedure:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component on the same network.

Configure BMC on the managed component to enable ESMPRO Management.

Register the managed component on NEC ESMPRO Manager.
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1.2 Configure BMC on Managed Component

Configure BMC of the managed component at first.

TIPS:
This section explains about the minimum setting that is necessary to connect NEC
ESMPRO Manager with the managed component. For details of BMC
configuration, see document of each tool.

There are three ways for configuring a BMC on a managed component for LAN connection.

Configuration with NEC EXPRESSSCOPE Engine 3 WebConsole
You can access EXPRESSSCOPE Engine 3 from a Web browser, and set BMC Configuration.

CHECK:
You can use EXPRESSSCOPE Engine 3 only when the HTTP/HTTPS is enabled.
You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3 Web
Console. Please choose other method.

Configuration with online BMC Configuration.
Online configuration tool installed on Windows/Linux OS configures BMC.

TIPS:
The name of the tool is “BMC Configuration” or “Server Configuration Utility”. It is
depends on a model of server.

Configuration with off-line BMC Configuration.
Off-line tool started from POST screen by F4 key configures BMC.

TIPS:
The name of the tool is “BMC Configuration” or “Server Configuration Utility”. It is
depends on a model of server.
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1.2.1 Configuration with EXPRESSSCOPE Engine 3 WebConsole

Explain the operation of Web Console of EXPRESSSCOPE Engine 3.

CHECK:
You cannot configure BMCs on ft server with NEC EXPRESSSCOPE Engine 3 Web
Console. Please choose other method.

After starting a web browser on the management PC, input following URL.

In the case that the IP address of BMC is 192.168.1.1 and the setting of HTTPS is enable.

| https://192.168.1.1/

"Main Menu" screen will be displayed.
Select "Configuration” tab.
The following screen shows example.
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"Configuration" screen will be displayed.
Select "Miscellaneous".
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"Miscellaneous" screen will be displayed.
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"
Enter the authentication key.
The following screen shows example.
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CHECK:

If a managed component supports SOL and "Redirection™ is selected to "Enable", you
must change the following items for the remote console via the LAN.
"Configuration" page - "System BIOS" page — "Flow Control": Hardware
RTS/CTS.

Select "Apply".
The configuration information is set in the BMC.

Select "Property" page in "Network" screen.
Set the following items. The other items can be used with the default values.

-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway

The following screen shows example.

Exrressscors. 3 s s s -
Eomryrani M LPWEICICOPL Loy § i
o i B R A {10 1 PR
[ f
| gt | Ramite hctess | Configuraon | Lpdatn |
“ EAC 2l
Halmors [FI—— [FE—
— S Ty |
== ke Ve :
* Lt Managernati pirace
& i
5 - [ = —
Ldem Oparaon
ECD [ S I [
s aliana:
i g Faes W | CEFREE D
* BachpFirsons
Sypiann BIOS Faman Marea
[P - L L PR N —
gy | Ot || Cancad |

S (=) *
222 ]

@ » - T

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "Apply".
The configuration information is set in the BMC.
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CHECK:
Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- Miscellaneous
- Platform Event Filtering : Enable

- Alert
- Alert — SNMP Alert :
- Alert : Enable

- Computer Name : Any
- Alert Receiver 1 IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable..

12
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1.2.2 Online Configuration
1.2.2.1 Configuration with Configuration tool for Windows
Explain the operation of Configuration tool for Windows.

After booting Windows on the managed component, start “BMC Configuration” or “Server
Configuration Utility” from start menu on Windows.

The main dialog box is displayed.
In the case of BMC Configuration: “Set BMC Configuration” = “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Miscellaneous”
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"

Enter the authentication key.

The following screen shows example.

~5SEL

[BBT;&S?;EL?STE S " Stop logging SEL € Clear all SEL % Ovenvrite oldest SEL
— Pawer Restore Delay

AC-LIME " Stay Off ¢ LastState & Pawer On

Delay Time [Requied] [30  seconds(30 - 600)
~FEF

Platfrom Event Filter (¢ Enable ¢ Disable
*If PEF Configuration iz zet to dizable, SHRP alert will not work.

— Management Saftware
ESMPRO Management

xxxxx

Authentication Key [Requl

Redirection

CHECK:
If a managed component supports SOL and "Redirection™ is selected to "Enable", you
must change the following items for the remote console via the LAN.
Main dialog box — "Set BIOS Configuration" page — "Flow Control™: Hardware
RTS/CTS.

13
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Select Network configuration screen.

In the case of BMC Configuration: “Set BMC Configuration” - “Network”

In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” > “Network” ->
“Property”

CHECK:
If you configure a fault tolerant server, there are the tab "Network 0” (for CPU/IO
module 0) and the tab “Network 1” (for CPU/IO module 1). Please configure both
CPU/IO modules.

Set the following items. The other items can be used with the default values.
-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

“todubying the zetting in thiz zcreen will turn the connection with the BMC off.

— Management LAN
M anagement LAN |h-1 anagement LA

Connection Type Auto Megotiation

BT MAC Address GC:F0:43:56:94:53
DHI: . Disable
P &ddress [Requied)  [1S218B7477
Subret Mask [Required] W
[efault Gateway IW

Dynamic DNS " Enable % Disable
DMS Server I
Host Hame |BMCBCF049559453 —

Diamain Mame |

If you set "Default Gateway", confirm that the gateway is connected to network.

Click "Apply".
The configuration information is set in the BMC.

14
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CHECK:
Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- Miscellaneous
- Platform Event Filter : Enable
- SNMP Alert
- Alert : Enable
- Computer Name : Any
- Alert Receiver Primary IP Address :
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable.

15
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1.2.2.2 Configuration with Configuration tool for Linux
Explains the operation of Configuration tool for Linux.

After booting Linux on the managed component, start BMC Configuration or Server Configuration
Utility by the following commands

In the case of BMC Configuration:.

| /opt/nec/BMC_Configuration/bmcconf

In the case of Server Configuration Utility:

| /opt/nec/ServerConfiguration/svconf

The main dialog box is displayed.

In the case of BMC Configuration: “Set BMC Configuration” = “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” -
“Miscellaneous”

"Miscellaneous" screen is displayed.
Be sure to set the following items. The other items can be used with the default values.

-- "ESMPRO Management"
Click "Enable™.

-- "Authentication Key"
Enter the authentication key.

#3EL
Behavior when SEL repository iz full
#Power Restore Delay
AC-Link
Delay Time [Remuired]
#PEF - -
Platform Event Filter #) Enablefll ) Dizabléd
#[1 PEF Confizuration iz =et to dizable, SHHP a
#Manazement Software
ESHPED Management
huthentication Key [Required]
Redirection

CHECK:
If a managed component supports SOL and "Redirection™ is selected to "Enable", you
must change the following items for the remote console via the LAN.
Main dialog box - "Set BIOS Configuration" page — "Console Redirection
Configuration” page - "Flow Control": Hardware RTS/CTS.

Select "Apply".
The configuration information is set in the BMC.

16
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Select network configuration screen.

In the case of BMC Configuration: “Set BMC Configuration” - “BMC Configuration” -
“Network” - “Property”

In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” -
“Network” = “IPv4 Property”

Set the following items. The other items can be used with the default values.

-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.

#Manazement LAN
Manazement LAN
Connection Type

EMC MAC Address
DHCP

[P Address
Subnet Mask
Defanlt Gateway
Dynamic DH3
D3 Server

Homt Nanme
Domain Name

Nanagement LAN

#hcceze Limitation

Type
[P hddress

#lze comma (,) to meparate [P address.

#The wild ?e uzed in Denied Address.

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "Apply".
The configuration information is set in the BMC.

17
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CHECK:
Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- Miscellaneous
- Platform Event Filter : Enable
- SNMP Alert:
- Alert : Enable
- Computer Name : Any
- Primary Alert Receiver : Enable
- IP Address :
IP address of the management PC on which NEC ESMPRO Manager is
installed..

18
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1.2.3 Configuration with Off-line BMC Configuration

The following message is displayed on the bottom of POST screen.

Press<F2> SETUP, <F3> Internal flash memory, <F4> ROM Utility, <F12> Network

Press F4 key on this screen. If F4 key is entered, Keyboard type selection screen is displayed after POST
screen. Select keyboard type.

"Main Menu" screen is displayed.
Select "BMC Configuration" or “Server Configuration Utility”.
Select Miscellaneous screen.
In the case of BMC Configuration: “BMC Configuration” > “Miscellaneous”
In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” -
“Miscellaneous”
Be sure to set the following items. The other items can be used with the default values.
-- "ESMPRO Management"
Click "Enable".
-- "Authentication Key"

Enter the authentication key.

The following screen shows example.

Authentication key [Reguired]

ction

Select: [Enter] Cancel: [ESC] Help: [Home or 7]

Mote : If PEF Configuration is set to disable, SNMP alert will not work.

19
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CHECK:
If a managed component supports SOL and "Redirection™ is selected to "Enable", you
must change the following items necessary for the remote console via the LAN.
Input <F2> key on the POST screen of the managed component.
"SETUP" page — "Advanced" page — "Serial Port Configuration" page — "Flow
Control": Hardware RTS/CTS.

Select "OK".
The configuration information is set in the BMC.

Select network configuration screen.
In the case of BMC Configuration: “BMC Configuration” > “Network” - “Property”

In the case of Server Configuration Utility: “EXPRESSSCOPE Engine 3” - “Configuration” -
“Network” = “IPv4 Property”

CHECK:

If you configure a fault tolerant server, there are the menu ”Network: CPU/IO module

0” and the menu “Network 1: CPU/IO module 1”. Please configure both CPU/IO
modules.

Set the following items. The other items can be used with the default values.
-- "DHCP"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set Enable and applied, BMC set the value obtained from DHCP server on "IP Address",
"Subnet Mask" and "Default Gateway".

-- "IP Address"
Enter the BMC IP address.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to management PC via any gateway.

The following screen shows example.
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[BMC1CEF
1

equired.

If you set "Default Gateway", confirm that the gateway is connected to network.

Select "OK".
The configuration information is set in the BMC.

IMPORTANT:

When “Shared BMC LAN” of BMC Network setting is enabled via "BMC
Configuration” or “Server Configuration Utility”, the system LAN port that is
shared and the BMC are not able to communicate directly.

Therefore, when BMC is managed by NEC ESMPRO Manager of own component,
“Management LAN” is enabled instead of enabling “Shared BMC LAN". Detail of
this, please refer to EXPRESSSCOPE Engine 3 User’s Guide.

CHECK:
Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- Miscellaneous
- Platform Event Filter : Enable
- SNMP Alert:
- SNMP Alert : Enable
- Computer Name : Any
- Alert Receiver 1: Enable
- IP Address 1:
IP address of the management PC on which NEC ESMPRO Manager is
installed.
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1.3 Register a managed component on NEC ESMPRO Manager

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:

(1) Configure environment setting
(2) Add the group to which the managed component will belong.
(3) Register a managed component.

1.3.1 Environment setting

If it has never been set, NEC ESMPRO Manager cannot register following components.

In following cases, "Self-Signed Certification" should be accepted by NEC ESMPRO Manager. Otherwise
NEC ESMPRO Manager cannot manage components via WS-Management protocol.

- Managed component is VMwareESXi5 Server.

- ESMPRO/ServerAgentService is installed to managed component, and HTTPS with ”Self-Signed

Certificate” is used for communication between ServerAgentService and NEC ESMPRO Manager.

[Step] : On “Environment” — “Network” screen, set “Self-Signed Certificate” to “Allow”.

AletViewer | Tock | Emviérmertt | Abcul RET ECMPRO Marager | Heb

[ RAD Syaterm Maragerment Mods - Advanesd
Mo |

3

*
Lhvew ooty || koo Ciontol m'&rﬂm Musn Regiwtraton Satting
P —— e ——— ]
SN Communkatim -
Fachet Racerd Court 13 %) ruber of times
No-respores Thvmout 1 (1= 0050 second) [mguiet] [T | seconds
Horespore Threot 2 (1 - 05505 pecor] lrogiirmad] [ | mecorin
Morraspernn These 3 {1 — @53 weceraiz] [rmpirod] h By
Herresporns Tt 4 (1 - 89535 secrein] [rmguieesd] 4 | wmpran
Horesporis Thmeut (20— 1800 seceedtt) fropaived] 50 | secords
Coammrication wih 4G T
Mo=respories Timeout (1 = 15 geoonds) [repamsi] ] | mmcorda
'Fﬁ-vrnh‘dlmﬂm-rcﬂhl [ — 0 rrcber of trsa) %:.:rinbr:fﬁr“
Serd Source Port. (1025 - E555) [roguirai] ghar |
Part Muvber [Sanial Parm w|
st Sigrend Cartioats
y
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1.3.2 Add Group to which the managed component will belong
If you want to register the managed component in the specific group, click "Add Group" on the "Group
Information™ tab.

Group Information

Logout

Alertyiewer | Took | Erwrorment | About NEC ESMPRO Marager | Hebp

[ RAID System Manazement
Mode : Advanced hMode ]

:ﬁBrwp Inforrmation

pornent List

B Grouw Information
iy B Alert Status

-3 Add Group

& g Add Cormporent
Remaote KA and hied

Paze [

1]

& [Registration caunt : Ocaurt]
Management Controller” |Manazement LAN

il i

Enter the group name, and click "Add".

The following screen shows an example.

Giroup Information

[[3Group Information
b CGiomponent List

- i E@ Alert Status

® § Add Component

Growp Information

Remaote kWi and hed

LozoLt

Alertyiewer | Took | Enviorment | About MEC ESMPRO Marezer | Hep

[ RAID System Manag ement:
hode : Advanced Mode ]

Setup Vale

Item Mame

Group Mame [required] SampleGroup]| x|

Comments |

)
! -
Qpresi
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The added group will be displayed on the "Group" tree.

Alertyiewer | Took | Erviorment | About NEG ESMPRO Marazer | Hep

[ RAID System Management
Mode : Advanced hMode ]

Group Information

[[3Group Information

omponent List

[ [Registration count : Tcaunt] Paze [ 1]

“Management Controller”™ |Managd
management P4

Growp Information

Ledily @) Akrt Status O @&[E SampleGroup
m.&dd Group

@ 3§ Add Gomporent
Remote KW and hied
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1.3.3 Register the Managed Component
Use either of the two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP

address of the BMC and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only

when LAN connection is used.

1.3.3.1 Manual Registration
Click the managed component's "Group name".

m% Uger Mame © Adminiztrator [ Autharity @ Administratar ]
T Mdanager Fer

AlertViewer | Took | Erwironment | About MEC ESMPRO Marezer | Hep

[ RAID System hManazement
Mode : Advanced hiode ]

Group Information

I HErcup Information
e ] [ [Registration court : 1count] Page[ 1 1]
| B e g
Girowp_Information management P4

@ E@ Llert Status 0 @[3 SampleGrouw
b 3 Add Group

4 Add Cormporent
i [B] Remote Kt ard Med
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Click the "Manual Registration"-"Full Management" from "Add Component" of "Group Information"
tab.

Logout

Alertyiewer | Took | Erviorment | About NEC ESMPRO Marezer | Hebp

[ RAID System Manazement
Mode : Advanced hiode ]

Group Information

[[3Group Information
: [ [Rezistration count : 1caunt] Page[ 1]
® = Component List 4 -
hManagement Controller
i p— T

- E@ Alert Status [ @[3 sampleGroup

i[5 Add Group
= 5 Add Cormponent

i 3 Auto Registration
2 & Manual Registration

(L Full Managernent

L {9 ABrTOTE anazerment

Rerate KV and Media Licens

< > < >
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Input the following items:

Name " Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Connection Type Select “LAN”.
Common Setting
OS IP Address | Specify the OS IP Address of the managed component.
SNMP (NEC ESMPRO Agent)/ WS-Man
Management Select "Registration" to manage the system of the component.
Management Type Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agent is installed on the managed component.
- WS-Man *1, *2

ESMPRO/ServerAgentService is installed on the managed component.
The operating system of the managed component is VMware ESXi5.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name(Get) the managed component.

It is necessary to get the information, configure, monitor via SNMP
SNMP Community | When you want to set SNMP Community names for Get and Set
Name(Set) separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name Enter the Username/Password for communication with WS-Man service.

- ESMPRO/ServerAgentService (Windows) is installed.
Enter Username/Password of Windows system Administrator

Password - The operating system of the managed component is VMware ESXib5.
Enter Username/Password of VMware ESXi5 Administrator

Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2

Protocol

Port Number Enter port number where WS-Man service listens for connection. *3

RAID system management

Management Select "Registration” to manage the RAID system of the component.

If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate
Updates via NEC | Select "Registration” to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.

Updates via | Select "Registration” to manage the component using Management
Management Controller | Controller

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.
Management Type Select "BMC".
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Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”.

BMC (EXPRESSSCOP

E Engine)/ vPro (LAN)

Current IP Address

If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover

This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1

Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Mask1

Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2

Enter the IP address that is specified on LAN2 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 1 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Standby BMC to the form.

Subnet Mask1

Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 1 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Standby BMC to the form.

CHECK:

*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and
VMwareESXi5 server management are not supported.

CHECK:

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.3.1 Environment
setting” for detailed information.

CHECK:
*3 Regarding a port

number for WS-Man communication, refer to “Appendix C. Port

number for WS-Man communication”.
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IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager
may not be able to monitor HW status. Detailed information is shown in the
connection check result screen.
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The following screen shows an example.

Alertviewer | Tool | Erwirorment | About NEC EEMFRO Maragesr | Heg

Ciroagp brdormation
[lgGro nformation
[ BemMame | ScapVake |
- I Gl Genponant Nenre [nequred GompwSener |
|- I Grown Information ey [SampleServer ]
el Growp
F [l ad Gog Corvmction Typs 1 L ) it ) e
B Conman Settine
| B fuko Boghitrtion 05 F Address [requived] rz 1he 130 [0 ]
| & | Mares! Reglstration ENMP (NEC ESMPRO Acentl/ WE-ban
| |- Il Marugernart ) Ragistration U Unragistration
[ L [P Akt Onk Mareger | Manseement Tine ) StaaP = wE-hian
L @E Ugar Marvs [requirsd] \Aaminisirator
Fasword Iregquiresd] [:lllllll-
Carrrunication Pratoss! ®HTTP O HTTPS
Pk Maritser [rexquicesd]
RAIL syl g el
Maniapernent ® Fimgistration ) Urrogistration
MEC Expressiipdate
Uipddates vin MEC Expresslipdate Agent & Regigtration () Uneegistration
Lipedabes win s garen Condrolier W Ringhtration ) Uneeghitraton
Marugernart ) Ragistration U Unragistration
i I BAC (EXPREZSZCOPE Erwine) marspament is dissbled, NEC ESMPRO Marager carvot
mariter HW smors af soeme seners Flanse e 10 the result BAge o cormection chack
Mariag ernert Tepe e P
Authenticntion Ky [required] o ]
Currert P Address P Address 1 OV P Address 2
Faituer %) Enatle ) Dissble
IP addracs] [required] hr2  Ihe [0 45 |
Subnet Mask1 [requined] s 1Rss L[ Lo |
F addrese2 [ H 3 H |
Subret k2 2 2
pad
Click "Add".
TIPS:

A managed component cannot be controlled remotely by only registering it. Perform a
"Check Connection".
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Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed.

NEC ESMPRO Manager will execute "Check Connection™ and collect the component information for
the management.

i e | Se s
deriViwer | Took | Erwionmend | About MEC ESAPRD Mymgesr | Heb

et [ RAD Syatem b it Mode | fevarced
£ Mo |

L e ey hmmm&—-wdhw——imﬂmhn“

g e
g G
Ewrrg eilroup
Lah

17216040

i
g ihoresd Cirean i
WE=hian
Admirdstrator
BEEEERE R AR
HTTP
S

= =TT
[Faeg it Cireonlid

Lpdates: vis NEC Expronslipdate Agort  Regitored Crnaid
Updetes: vis Meragoment Contbroler w<hﬂﬂ'

st v toresd Ciremlit

bisragmrert Type BLG
Busthertioation ey SRR AR
Ly Mama
Pyppeord RAREERERRAARR AR
Currant F Addrees 172 963041
Failver Disable
P Addresal 172 183041
Skt bask § 5 S5 EED
P Addrwisd LT
Subret bask? 9% 5 R

Lo ni ey e e u — ——

maracomont (Modond =

Phore Mumber

=D
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Click "Check Connection" and following screen will be displayed.

After finishing connection check, “Check Connection Execution Result” screen is shown.

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

8 P Correstion Sattig | Cheok Conrection Evenution Resut
e I R S—

& MEC Expressipdats thth-EwawN‘Eﬂ
3 Ewver Benbore Delay Zod Exprees Lisdyts Sunction coan b sed

@ MG Settrg RAD syatern marmpermend Dntected  RAKD syveton marag orert co b Lsed.

f B MECESVPRD AcntEsts| BMCIDERESSSCOPE oLy BuG (EXPRESSSOOPE Erenel can be wad
|- G Corcle Lox Seftirg We-ter
|- (B Svitmen Everrt Log fsjtorn
|- ¥ Szrver Monitonng Sating
8 i NEC ESMPRO Sarvenigen

Detected  'W3-ian marmpement can be used.
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1.3.3.2 Auto Registration

Click the managed component's "Group name" on the "Group" tree.

Click the "Auto Registration" from "Add Component" of "Group Information" tab.

ESMPROG

& [WE
O [BE SampleGrouwp

Input the following items:

Name \

Destination Group

m}cup Inforrmiation

i [B Groun Inforrmation
----- iy {9 Adert Status

m.&dd Group

= 5 Add Gomponent

= E Manual Fegiztration

i 3 Full Manazement
i EY Alert Onk Managemen
i [B Remote KWMand Media Licen

User Marne @ Administrator [ Authaoreity © Adrminiztrator ]

Logout

Alertviewsr | Took | Erwiorenent | Sbout MEC ESMPRO Mareger | Heb

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

Page [ 1

Management | AN
IP Address

[Registration count : Ocourt]

“Management Gontroller™
management

Value
Specify the group to which the managed component will belong.

Discovery Mode

With "IP Address Range Search" selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed  components using the specified network
address.

Discovery

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search" for "Search Mode", specify

Network Mask the network address and network mask of the managed component to be
searched for.

Discovery Select “Enable” to manage the system of the component.*1

SNMP Community | SNMP Community Name which is specified at SNMP Agent running on

Name the managed component.

Itis necessari to (I;et the information, confiiure, monitor via SNMP

Select “Enable” to manage the system of the component. *1,*2

User Name/Password

Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.

Click “Add” button and you can add a pair of username and password up
to5.*3
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- ESMPRO/ServerAgentService (Windows) is installed.
Enter Username/Password of Windows system Administrator

Enter Username/Password of VMware ESXi5 Administrator

- The operating system of the managed component is VMware ESXi5.

RAID system management

Management Select "Enable” to manage the RAID system of the component.

WS-Man management must be enabled in addition to this setting.

If the operating system of the managed component is VMware ESXi5,

NEC ExpressUpdate

Updates via  NEC | Select "Enable” to manage the component using NEC ExpressUpdate.

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable" otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

ExpressUpdate

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”. *3 *4

Intel(R) vPro(TM) Technology

this item should be “Disable”.

Discovery When you discover components which have EXPRESSSCOPE Engine3,

CHECK:
*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and
VMwareESXi5 management are not supported.

CHECK:
*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

CHECK:
*3 On “Environment” — “Auto Registration Setting List” screen, you can manage a list
of username/password and authentication key. All entries in the list are used for
auto registration every time.

CHECK:
*4 If you register the "Management Controller" management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module 0 and 1.
*4 If you register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BMC model), you should specify the search range
which includes both BMC IP addresses of Master and Standby.

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager
may not be able to monitor HW status. Detailed information is shown in the
connection check result screen.

Click "Run Discovery" and then the search for the managed components will start.
The following screen is an example display with "IP Address Range Search" selected.
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When the "Auto Registration” is completed, the NEC ESMPRO Manager starts to control the managed
component.

Gty idurmmin T T pr———
I8 i} Cargorers ]
|- [y Gon bt by
i gkt Mt

b= R s Do iwmeersCorente 172 1REEED 172 10012

Bl Ak Dot

|| i Ao Poverrgibe CLAMSE 172G 122 T - The aepres =i wis

|l M gl i ity

Il Gl Erara) Enfeig . ERAA vt
ra k2

| ) = eabasticesiel; 1TZWASN VMBS Pabinty ety ot o Pl 5 ]

B ehnioes e s P e e o ML AT

e ST

- |1y et PN 37T et Lioen NSy . o

MEHFSEOLCHAITE TG R : T cxsspes m ackied

TIPS:
When the managed component is registered by auto registration but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is set to the "ManagementController + number".

You can change the component name on "Component setting" — "Connection
Setting".
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1.3.3.3 Auto Registration Setting

Before executing auto registration, User Name/Password and Authentication Key can be registered up to 5.
Using this feature, you do not have to enter these information for each auto registration process.

(2)Click Environment

Logout

Mertviewer | Took (Erwirormen®)| Abcut NEG ESMPRO Maraseer | Hep

[ RaID System Manaz ement
Mode : Advanced hode ]

E [Registration count : Ocount] Paze [ 1 1]

“Management Controller” | Management LAN Syste
management IP Address HE

i [B Grow Inforrnation
@ E@ Alert Status

o 3 Add Group

= E &dd Cornporent

3 Auto Rezistration
Bl 4§ Manual Rezistration
5 Eull Manazerment
: F% &lert Only Manazemen

(2)Click “Auto Registration Setting”.

Fusl 1]

T T T T —— |

ranigiraipr  Adeenmtrator 1

(3)Enter each item.
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dAertiiewer | Tock | Erwionmesd | Abosd NEC ESAPRD Marager | Helk
it mll

WS-Man
- “User Name/Password”
Enter a pair of username and password for WS-Man auto registration. You can enter up to 5 pairs.

BMC (EXPRESSSCOPE Engine)
- Authentication Key

Enter an authentication key for BMC auto registration. You can enter it up to 5. Refer to “1.2

Configure BMC on Managed Component” for more information about Authentication Key.
Intel(R) vPro(TM) Technology
- “User Name/Password”

Enter a pair of user name and password for vPro auto registration. You can enter up to 5 pairs.

(4)Execute auto registration.

Executing auto registration, User Name/Password and Authentication Key entered in this screen are

used in addition to the information entered in auto registration screen.
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Chapter2 Setup for Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3 is integrated

(for LAN connection)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC and NEC
ESMPRO Agent Extension verl.xx (or NEC DianaScope Agent) on a managed component remotely via
LAN connection.

2.1 Setup Flow (for LAN connection)

Perform the following setup procedure:
Connect the NEC ESMPRO Manager server and the managed component on the same network.
Configure BMC on the managed component.

Register the managed component on the NEC ESMPRO Manager.
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2.2 Configure BMC on Managed Component (for LAN

connection)
Configure BMC of the managed component at first.

TIPS:
This section explains about the minimum setting that is necessary for connection the
NEC ESMPRO Manager with the managed component. For details of BMC
configuration, see document of each tool.

There are two methods for configuring the BMC on a managed component for LAN connection.

Configuration with NEC ESMPRO Agent Extension ver.1.xx, NEC DianaScope Agent or "System
Management' tool of NEC EXPRESSBUILDER CD-ROM
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

CHECK:
There are other BMC configuration tools, but do not use the following tools for setup
with NEC ESMPRO Manager.
-- NEC MWA Agent
-- "System management" started from NEC EXPRESSBUILDER that does not
contain NEC ESMPRO Manager.

Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed component when a keyboard is not connected.

CHECK:
Configuration with NEC EXPRESSBUILDER DOS based with remote console

feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.

2.2.1 Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN
connection)

2.2.1.1 Configuration with NEC ESMPRO Agent Extension verl.xx for Windows
This section explains the configuration procedure using NEC ESMPRO Agent Extension for Windows.

After booting Windows on the managed component, click Windows "start" and start the BMC
configuration function of NEC ESMPRO Agent Extension.

The main dialog box will be appeared.
Click "Set Configuration". When a confirmation message is displayed, click "OK".

The following screen shows example for the managed component that the BMC uses standard LAN
port.
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=g NEC ESMPRO Agent Extension E

 Confizuration Confinmation of Alert
Set Corfizuration
|: i I Llert Test |
Read File | Write File |
Select IP address for Agent |
Close |
BIWIC IP address Synehrorization |
Systern Inforraation
BLIC Firrrwrare Version 00.53
SDE. Wersion 00.15b
BIOS Wersion 6.0.5H57
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"BMC Configuration" dialog box will be display. Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

The following screen shows example.

BMC Configuration x|

Commen | LANT | L&N2 | wiaN/Direct | Pager |

— Management [nformation

Model Mame : |xxxxx
Comment 1 : I
Comment 2 : I
— BMC Cormman
Computer Mame : Remate Contral {* Enable " Dizable
[LAMT):
_— ; - - Remote Control + Enable (" Disable
Authentication Key : _ (WM /Direct]
; Redirection ¥ Enable " Dizable
Community Marme : Ipublic [LAN):
Redirection {* Enable " Dizable
Blert: {* Enable {~ Dizable [wfAMN ADirect):
Alart Process - fal| & One Remaote Control ¥ Enable (" Disable
’ [LAM 2]
Alert Acknowledge: * Enable {~ Dizable
Alert Lewvel: ILeveI4[Non-recoverble,Critical,Nnn-criticaI,DK] ﬂ .&IertDrderl

Drefault Valuel ak I Cancel |

TIPS:

If a managed component is compatible with SOL and "Enable™ is selected for the item
"Redirection (LAN)," the following items necessary for the remote console via the
LAN will be changed automatically.

"Common" tab page — "Redirection (WAN/Direct)": Enable
"WAN/Direct" page — "Flow Control": RTS/CTS
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Select "LAN1" tab page for LAN port 1 of the BMC.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address”, "Subnet Mask" and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed component.

-- "Subnet Mask™
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server
via any gateway

-- "Alert Receiver / Management PC IP Address" — "Primary".
Enter the IP address of the management PC.
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The following screen shows example.

BMC Configuration x|

Commaon  LANT | WM /Direct I

—Alert
Alert Receiver / Management PC 1P Address

— Server

Obtain an IP Address
autornatically[DHCF,

Enable © Disal

IP Addiess - |132_158,14_141 Prirnary : |1EI2.'IEB.14.19? )]
Subnet Maszk : |255.255.255.D Secondary : I

I [ Tetiary: I
/
/ Alert Retry

Alert Retry Count ; I3 _Ij times
Ailert Timeout : IE _I: s

Default Gateway :

Default Value | ok I Cancel

TIPS:
The "LAN2" tab is displayed only when the managed component's BMC supports
communication via LAN2. To communicate with the NEC ESMPRO Manager via
LAN2, make the setting on the "LAN2" tab as same as "LAN1" tab.

CHECK:
Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- LAN1/LAN2
- Alert Receiver / Management PC IP Address — Primary :
IP address of the management PC on which NEC ESMPRO Manager is
installed.
* Please set the checkbox to enable.
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If you set "Default Gateway", please connect the managed component via LAN port used by BMC and

the gateway to network.
If you set "Alert Receiver / Management PC IP Address” on same network with the managed

component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

Click "OK".

The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will be also set in the BMC.
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2.2.1.2 Configuration with NEC ESMPRO Agent Extension ver.1.xx for Linux
This section explains the configuration procedure using NEC ESMPRO Agent Extension ver.1.xx for Linux.

After booting Linux on the managed component, start the BMC configuration function of NEC
ESMPRO Agent Extension by the following command.

| /opt/nec/esmpro_sa_ex_sysman/agentconf

"Main Menu" screen will be displayed.
Select "Set System Management Parameters".
The following screen shows example for the managed server that the BMC uses standard LAN port.

BMC Configuraion function Version 1.07

1 Main Menu |

System Information
BMC |P address Synchronization
Select |P address for Agent

Exit

[Enter] select [F12] help
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"Set System Management Parameters™ screen will be displayed.
Select "Configuration”.

BMC Configuraion function Version 1.07

Set System Management Parameters

Alert Test
Return to previous menu

[Enter] select [ESC] return [F12] help

"Configuration” screen will be displayed.
Select "Set Configuration".

BMC Configuraion function Version 1.07

{ Configuration |

Default Value

Read File

Write File

Return to previous menu

[Enter] select [ESC] return [F12] help
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"BMC Configuration™ screen will be displayed.
Select "Common™.

BMC Configuraion function Version 1.07

{ BMC Configuration |

Common |
Alert Order

LANT

LANT(Alert)

LANZ

LANZ(Alert)

WAN/Direct

WANCAlert)

Pager

Save BMC Configuration
Return to previous menu

[Enter] select [ESC] return

"Common" screen will be displayed.
Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

BMC Configuraion function Version 1.07

{ Common |

Exiressﬁﬁﬂﬂﬂmﬂa e3 N8400- 023|

Alert Process

Alert Acknowledge

Alert Level

*Remote Control

LAN1 {*) Enablel(
LAN2 {*) Enablefi(
WAN/Direct {*) Enablef(
*Redirection

LAN

WAN/Direct

[Tab]l move [Space]l selects [ESC] return [F12] help
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TIPS:

If a managed server is compatible with SOL and "Enable" is selected for the item
"Redirection (LAN)," the following items necessary for the remote console via the
LAN will be changed automatically.

"Common" screen — "Redirection (WAN/Direct)": Enable
"WAN/Direct" screen — "Flow Control": RTS/CTS

CHECK:
Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- LANL1 (Alert) / LAN2 (Alert) :
- Primary Alert Receiver : Enable
- IP Address:
IP address of the management PC on which NEC ESMPRO Manager is
installed.

Select "LAN1" from "BMC Configuration" screen.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address”, "Subnet Mask" and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

--"IP Address"
Case that BMC on the managed server uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed server uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed server.

-- "Subnet Mask"
Enter the subnet mask for the IP address.
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-- "Default Gateway"
Enter the default gateway if the managed server connects to NEC ESMPRO Manager Server via any
gateway

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT |

Obtain an |P Address automatical ly(DHCP)
( ) Enablef(¥) Disable

|P Address
Subnet Mask
Default Gateway

return [F12] help

-- "Alert Receiver / Management PC IP Address" — "Primary".
Enter the IP address of the management PC.

The following screen shows example.

BMC Configuraion function Version 1.07

{ LANT(Alert) |

*Ahlert Receiver/Management PC (Primary)

Alert (%) Enablefi{ ) Disable
P Address 192.168.14.197
*Alert Receiver/Management PC (Secondary)

Alert { ) Enablefi{(*) Disable
P Address 0.0.0.0

*hlert Receiver/Management PC (Tertiary)

Alert { ) Enablefj(*) Disable
P Address 0.0.0.0

*Alert Retry
Alert Retry Count (0 = 7 times)
Alert Timeout M3 - 30 seconds)

KO Cance | >

[Tab] move [Space] selects [ESC] return [F12] help
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CHECK:

The "LAN2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and
"LAN2(Alert)" as same as "LAN1" and "LAN1(Alert)".

If you set "Default Gateway", please connect the managed component via LAN port used by BMC and

the gateway to network.
If you set "Alert Receiver / Management PC IP Address" on same network with the managed

component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

Select "Save BMC Configuration” from "BMC Configuration" screen.
The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert

receivers will be also set in the BMC.
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2.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for LAN connection)
NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information.
CHECK:
Configuration with NEC EXPRESSBUILDER DOS based with remote console

feature is available only from the NEC EXPRESSBUILDER that contains NEC
ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.

Perform the following procedure:
(1) Create a configuration information file
(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

2.2.2.1 Create a configuration information file

Start the NEC ESMPRO Manager configuration installed on any PC to create the configuration
information file.

£z Dianascope Configuration x|

- Configuration

Cha.ngel

Hew |
Read from FD |

Click "New". The confirming message will be displayed. Click "OK".
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The "BMC Configuration” dialog box will appear.
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed component

-- "Authentication Key"

-- Set "Remote Control (LAN)", "Remote Control (WAN/Direct)", "Redirection (LAN)" and
"Redirection (WAN/Direct)" to enable

The following screen shows example.

BMC Configuration x|

Common | LANT | L&N2 | wisN/Direct | Pager |

r— Management Infarmation

Model Name : |xxxxx
Comment 7 : I
Comment 2 : I
— BMC Common
Darauiizr ez - Remote Control + Enable (" Disable
J Blueberny ILANTE
Authentication Key: [':“NBET‘DJE’EDEEEH?I ¢ Enable ¢ Disable
; Redirection ¥ Enable (" Disable
Community Mame ; IDUb“C [LAM]:
Redirection {¢ Enable (" Disable
Bilert: {* Enable " Dizable [N A Direct):
Alert Process Al & One E‘_ETJ%T Contral {¢ Enable (" Disable
Alet dcknowledge: (¢ Enable " Dizable
Alert Level: ILeve|4[Nnn-recnverble,Clitical,Nnn-critical,ElK] j .-’-‘«IertDlderl

Drefault Valuel Ok, I Cancel |
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Select "LAN" tab page for LAN port 1 of the BMC.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address”, "Subnet Mask" and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port: be sure to make the setting
identical to the setting on the operating system of the managed component.

-- "Subnet Mask™
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to the management PC via any
gateway,

-- "Alert Receiver / Management PC IP Address" — "Primary"
Enter the IP address of the management PC.

The following screen shows example.

BMC Configuration

Common  LAM |LAN2 I WﬁNa’DirectI Pager I

e

Alertt Receiver / Management PC P Adddress

[~ Primary : |1 92.168.14.197

— Server

Obtain an [P Address
automatically[DHCPY

" Enable % Dizable

|192.1EB.14.141

y 4

P Address :
Subnet Mask - |255.255_255.n I Secondary: | T

[ Tetiary : I
Alert Rety

Alert Retry Count ; I3 _% times
Alert Timeout : IE 5‘ seEarEk

Default Gatevway : /!

CHECK:

To communicate with the NEC ESMPRO Manager via LAN2, make the setting on the
"LAN2" tab as same as "LAN" tab. If the BMC of the managed component does
not support communication via LAN2, the values of "LAN2" tab page have no
effect with the managed component.

The managed component installed the BMC that uses Management LAN port
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supports the function of "Obtain an IP Address automatically (DHCP)".

CHECK:
Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- LAN1/LAN2
- Platform Event Filter : Enable
- Alert Receiver / Management PC IP Address :
- Primary :
IP address of the management PC on which NEC ESMPRO Manager is
installed.

Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for specifying
a location where the configuration information is to be saved.

Specify the floppy disk's root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".

CHECK:
Place the configuration information FD in the write-enable state.
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2.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

If you set "Default Gateway" at creating the configuration information file, please connect the managed
component via LAN port used by BMC and the gateway to network.

If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component at creating the configuration information file, please connect the managed component via
LAN port used by BMC and the alert receiver/management PC to network.

Configure the BMC of the managed component with the configuration information.

Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.

After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed component. The MAC addresses of
the gateway and the alert receivers will be also set in the BMC. And then the Operating System will be
rebooted.

TIPS:
If the setting in the configuration information file is already configured, the managed
component will be not rebooted.
When the console-less function for LAN connection is used, the BIOS settings are
changed as follows:
Serial Port Address: On Board COM B (only for the managed server
supporting SOL)
Baud Rate: 19.2kbps (only for the managed server supporting SOL)
Flow Control : RTS/CTS for the managed server supporting SOL
No Flow for the managed server not supporting SOL
Terminal Type (Console Type) : PC-ANSI (only for the managed server
supporting SOL)
To check whether that the managed component supports SOL, see Appendix D.
Managed Components Summary
The managed component is opened the main menu of the NEC
EXPRESSBUILDER after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC
EXPRESSBUILDER from the CD-ROM drive if you need.
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2.2.3 Configuration with NEC EXPRESSBUILDER System Management (for
LAN connection)

This section explains the configuration procedure using NEC EXPRESSBUILDER System Management.

After booting NEC EXPRESSBUILDER on the managed component, select "System Management"
from "TOOL MENU".

The main screen will be appeared.
Select "System Management".

Display Firmware Management Informationm _

Set System Management Parameters
Setup for BMC Web Server

L.AN Port Settings

Clear BMC Configuration

Exit
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Set System Management Parameters" screen will be displayed.
Select "Configuration”.

onf iguration _

filert Test
Return to previous menu

"Configuration" screen will be displayed.
Select "New".

Read from FD

Lrite to FD

Change

Return to previous menu
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"BMC Configuration™ screen will be displayed.
Select "Common™.

LAN1
LAN1(Alert)
LAN-Direct
AN (Alert)
0K

Cancel

"Common" screen will be displayed.
Be sure to set the below item. The other items can be used with the default values.

-- "Computer Name"
Enter a unique name for each managed server.
-- "Authentication Key"

The following screen shows example.

anagement Information

Model Hame [Express5800-R120b-11
Comment 1 [1
Comment 2 L[]

=BMC-Eammon
Computer MName [host1]
fiuthentication Key [oeremeren ]
Comeunity Mame [onkd=At |
Alert [Enablel
Alert Process [Onel
Alert Acknowledge [Enable]
filert Lewvel [Leveld ( Level3 filert plus OK )1
Remote Control(LAN1) [Enable]
Remote Control (WAN-Direct) [Enablel
Redirection(LAN) [Enable]
Redirection(WN-Direct) [Enable]l

Return to previous menu

Select:[Enter]l Help:[H-hl
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TIPS:

If a managed server is compatible with SOL and "Enable" is selected for the item
"Redirection (LAN)", the following items necessary for the remote console via the
LAN will be changed automatically.

"Common" screen — "Redirection (WAN/Direct)": Enable
"WAN/Direct" screen — "Flow Control": RTS/CTS

Select "LAN1" from "BMC Configuration" screen.
Set the below items. The other items can be used with the default values.

-- "Obtain an IP Address automatically (DHCP)"
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on "IP
Address", "Subnet Mask™ and "Default Gateway".
You can set enable on the item only if the BMC supports this capability.

-- "IP Address"
Case that BMC on the managed component uses Management LAN port; enter the IP address for the
Management LAN port.
Case that BMC on the managed component uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed component.

-- "Subnet Mask"
Enter the subnet mask for the IP address.

-- "Default Gateway"
Enter the default gateway if the managed component connects to NEC ESMPRO Manager Server
via any gateway
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The following screen shows example.

Server
Obtain an IP Address automatically(DHCP) [Disablel
IP Address [192.168.14.1411
Subnet Mask [255.255.255.01]
Default Gateway [0.0.0.0]

[Return to previous menu

Select:[Enter]l Help:[Hshl

-- "Alert Receiver / Management PC(1)".
Enter the IP address of management PC.

The following screen shows example.

Alert Receiver/Management PC(1)

fAlert [Enablel

IP Address [192.168.14.1971
Alert Receiver/Management PC(2)

filert [Disable]

IP Address [0.0.9.0]

flert Receiver-/Management PC(3)

filert [Disable]

IP Address [0.0.9.0]

filert Retry

filert Retry count [3(times)]
filert Timeout [6(=seconds)]
Return to previous menu

Select:[Enter] Help:[H-hl

TIPS:

The "LAN2" in "BMC Configuration" screen is displayed only when the managed
component's BMC supports communication via LAN2. To communicate with the
NEC ESMPRO Manager via LAN2, make the setting on the "LAN2" and
"LAN2(Alert)" as same as "LAN1" and "LAN1(Alert)".
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CHECK:
Please set the following items for NEC ESMPRO Manager to receive alerts from the
BMC.
- LAN1 (Alert) / LAN2 (Alert) :
- Alert Receiver / Management PC (1) :
- Alert : Enable
- IP Address :
IP address of the management PC on which NEC ESMPRO Manager is
installed.

If you set "Default Gateway", please connect the managed component via LAN port used by BMC and
the gateway to network.

If you set "Alert Receiver / Management PC IP Address" on same network with the managed
component, please connect the managed component via LAN port used by BMC and the alert
receiver/management PC to network.

Select "Save BMC Configuration” from "BMC Configuration" screen.
The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will be also set in the BMC.
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2.3 Register a managed component on NEC ESMPRO Manager
(for LAN connection)

To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:
(1) Add the group to which the managed component will belong.

(2) Register a managed component.
2.3.1 Add Group to which the managed component will belong

If you want to register the managed component in the specific group, click "Add Group" on the "Group
Information" tab.

EMR% Uzer Mame : Administrator [ Authority © &dminiztrator ]
T AMdanager Fer

AlertViewer | Took | Erwrorment | About NEG ESMPRO Marazer | Help

[ RAID System Managemert
hode : Advanced Made ]

Group Information

I H}rcup Ihfarmation
. [Registration count : Ocourt] Fage [

: - ] 11
® [ Component Lis o o
. Information Management Controller” |Manazement L AN Systh =
Growp Information management IP Address

iy @Y Alert Status

&3 Add Group

5 Add Cormporent
Rernote KW and Med
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Enter the group name, and click "Add".

The following screen shows an example.

Logout

AlertWiewsr | Took | Erwirorement | About NEC ESMPRO Marezer | Hebp

[ RAID System Management
Mode : Advanced hMode ]

Group Information

[[5Group Information

i [B Compaonent List -
Grroup Marre [required] SampleGroup]| X

i [B Grow Information

: Corrrments

@ E@ Alert Status

X X dd (=]

= E Add Comporent
‘o [B Remote KVMard Med

The added group will be displayed on the "Group" tree.

Lozout

Alertiewer | Took | Erwiorment | About NEG ESMPRO Marazer | Hep

[ RAID System Managemert
hMode : Advanced Mode ]

Group Information

[[Group Information
. Page

[Registration court : 1court] [ 11
nagement Controller” | Manazd
management P 4

i =
iE Component List
Grown Information nm

Gy E@ Alert Status 0 @FE sampleGroup

i [0 Add Group
= ﬁ Add Gormporent
i [B Rernote KM ard Med
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2.3.2 Register the Managed Component (for LAN connection)
Use either of the two methods to register the managed component.

Manual Registration

This method requires the operator to directly enter the managed component's information such as the IP
address of the BMC and to perform "Check Connection".

Auto Registration

This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager, and registers the managed components. This method is available only

when LAN connection is used.

2.3.2.1 Manual Registration

Click the managed component's "Group name".

ESMEPROG

Group Information

[[3Group Information
Grow Information

@ E’D Alert Status
i [3 Add Group

5 Add Comparent

ponent List

Uzer Matve © Administrator [ Authority @ &dminiztrator ]

AlertWiewer | Took | Erwiorment | About NMEC ESMPRO Marezer | Hep

[ RAID System Managemert
Mode : Advanced hode ]

i [B Remote KVMand Med

[ [Registration count : 1court]

0 @[E SampleGroup

Page

“Management Controller™

management

[11]
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Click the "Manual Registration"-" Full Management" from "Add Component" of "Group Information”
tab.

Logout

Alertyiewer | Took | Erviorment | About NEC ESMPRO Marezer | Hebp

[ RAID System Manazement
Mode : Advanced hiode ]

Group Information

[[3Group Information
) [ [Rezistration count : 1caunt] Page [ 1 1]
¥ [ Component List = -
Management Controller
e pemT— s I

@ E@ Alert Status O @ m SampleGroup

i[9 Add Group
= 5 Add Cormponent

i 3 Auto Registration
2 & Manual Registration

G Full Manazement

; ’D Alert Onb Manazerment
Rerate KV and Media Licens

< > < >
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Input the following items:

Name " Value

Component Name

Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type

Select “LAN”.

Common Setting

OS IP Address

| Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent)/ WS-Man
Management Select "Registration" to manage the system of the component.
Management Type Select a management type of the managed component.

- SNMP *1

NEC ESMPRO Agent is installed on the managed component.

- WS-Man *1, *2

ESMPRO/ServerAgentService is installed on the managed component.

The operating system of the managed component is VMware ESXi5.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name(Get) the managed component.

It is necessary to get the information, configure, monitor via SNMP
SNMP Community | When you want to set SNMP Community names for Get and Set
Name(Set) separately on the managed component, specify the SNMP Community

name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.
User Name Enter the Username/Password for communication with WS-Man service.

- ESMPRO/ServerAgentService (Windows) is installed.

Enter Username/Password of Windows system Administrator

Password

- The operating system of the managed component is VMware ESXib5.
Enter Username/Password of VMware ESXi5 Administrator

Communication
Protocol

Select protocol HTTP/HTTPS for connection WS-Man service. *2

Port Number

Enter port number where WS-Man service listens for connection. *3

RAID system managem

ent

Management

Select "Registration” to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC

ExpressUpdate Agent ExpressUpdate.

Updates via | Select "Registration” to manage the component using Management

Management Controller | Controller

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "BMC".

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
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| Managed Component”.

BMC (EXPRESSSCOPE Engine)/ vPro (LAN)

Current IP Address If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration
for the managed component.

Subnet Mask1 Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

IP Address 2 Enter the IP address that is specified on LAN2 of the BMC configuration
for the managed component.

Subnet Mask1 Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

CHECK:

*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and
VMwareESXi5 server management are not supported.

CHECK:

*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

CHECK:

*3 On “Environment” — “Auto Registration Setting List” screen, you can manage a list
of username/password and authentication key. All entries in the list are used for
auto registration every time.
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The following screen shows an example.

Alertiiewer | Took | Erwrorment | About NEC EEMFRO Maragsr | Help
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- Wi Gommon Settine
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pad
Click "Add".
TIPS:

A managed component cannot be controlled remotely by only registering it. Perform a
"Check Connection".
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Click "Connection Setting" from "Setting" tab of the managed component.
"Connection Setting" view is displayed.

NEC ESMPRO Manager will execute "Check Connection™ and collect the component information for
the management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed
component.
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Click "Check Connection" and following screen will be displayed.

dlertViener | Toak

After finishing connection check, “Check Connection Execution Result” screen is shown.

Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.

NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

e i —

mnhmewmm
ExpreezLipdsts Sunction con be wsed
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2.3.2.2 Auto Registration

Click the managed component's "Group name" on the "Group" tree.

Click the "Auto Registration" from "Add Component" of "Group Information" tab.

Alertviewsr | Took | Erwiorenent | Sbout MEC ESMPRO Mareger | Heb

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information

[[3Group Information
e ] [ [Registration count : Ocount] Page[ 1]
iR nma Y —E [ySm—Y @
Giroup Information management ddress

iy [P Alert Status

Fﬁ.&dd Group

=2 5 Add Gomponent
= G MarTsrresEtrs ton
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Input the following items:

Name
Destination Group

NEC ESMPRO Manager Setup Guide

" Value
Specify the group to which the managed component will belong.

Discovery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search™" selected, the NEC ESMPRO Manager
searches for the managed  components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search” for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable” to manage the system of the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the system of the component. *1,*2

User Name/Password

Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.

Click “Add” button and you can add a pair of username and password up
to5.*3

- ESMPRO/ServerAgentService (Windows) is installed.
Enter Username/Password of Windows system Administrator

- The operating system of the managed component is VMware ESXi5.
Enter Username/Password of VMware ESXi5 Administrator

RAID system manageme

nt

Management

Select "Enable" to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Enable" to manage the component using NEC ExpressUpdate.

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable" otherwise NEC ESMPRO Manager may not monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

ExpressUpdate

Authentication Key

Enter the "authentication key" that you set in “1.2 Configure BMC on
Managed Component”. *3

Intel(R) vPro(TM) Tech

nology

Discovery

When you discover components which have EXPRESSSCOPE Engine3,
this item should be “Disable”.
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CHECK:
*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and
VMwareESXi5 management are not supported.

CHECK:

*2 If a self-signed certificate is installed on the managed server for HTTPS

communication, a setting to allow it is required. Refer to “1.3.1 Environment
setting” for detailed information.

CHECK:
*3 On “Environment” — “Auto Registration Setting List” screen, you can manage a list
of username/password and authentication key. All entries in the list are used for
auto registration every time.

Click "Search" and then the search for the managed components will start.
The following screen is an example display with "IP Address Range Search" selected.

Wnir Harres [ g [ e |
SlertViewsr | Tesh | Erwhermers | Sbout HEC ESMPRD Marager | Helb
[ BT Srvwtres binrnpament Mods - Adncsd Mods |

|SampleGroup |

® F addrons Fares Dinsevsry ) Metmirk Addeein Disciver:
T2 |6 |6 |[id
rE__|[i6 B | [T

' Drable U Disable
| [pubkc

® Erable ) Disable
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When the "Auto Registration” is completed, the NEC ESMPRO Manager starts to control the managed
component.

LR CT e re—n—

s e st 1T IR 12 TT2060015

[=F =~ TTR R TR0 T

loa bt abbmaln 172168014 172168015

Maressr's sliress a5 Al | Hesiver’
WRI-PHEGLOHMMTE 172188010 172188011 The coerponent was added

TIPS:

When the managed component is registered by auto registration, but the system
management for the managed component cannot be registered, the "Component
Name" of the managed component is set to the "ManagementController + number".

You can change the component name on "Component setting” — "Connection Setting".

75



NEC ESMPRO Manager Setup Guide

Chapter3 Setup for the Managed Component in which a
BMC excluding EXPRESSSCOPE Engine 3 is integrated
(for modem / direct connection)

This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the BMC on a
managed component remotely via modem / direct connection.
Case of direct connection is explained on the center.

3.1 Setup Flow (for modem/direct connection)
Perform the following setup procedure:

Connect the NEC ESMPRO Manager server and the managed component on the same on the network.
With direct connection, connect the NEC ESMPRO Manager server and the managed component
directly with RS-232C cross cable. The serial port of the NEC ESMPRO Manager server NEC
ESMPRO Manager is specified on the "Environment" screen of the NEC ESMPRO Manager.

Configure the BMC on the managed component.

Register the managed component on the NEC ESMPRO Manager.
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3.2 Configure BMC on Managed Component (for modem/direct

connection)
Configure BMC of the managed component at first.

TIPS:
This section explains about the minimum setting that is necessary for connection the
NEC ESMPRO Manager with the managed component. For details of BMC
configuration, see document each tool.

There are two methods for configuring the BMC on a managed component for modem / direct connection.

Configuration with NEC ESMPRO Agent Extension, NEC DianaScope Agent or 'System
Management' tool of NEC EXPRESSBUILDER CD-ROM

This section explains the configuration procedure using the NEC ESMPRO Agent Extension for
Windows.

CHECK:
There are other BMC configuration tools, but do not use the following tools for setup
with NEC ESMPRO Manager.
-- NEC MWA Agent

-- "System management" started from NEC EXPRESSBUILDER that does not
contain NEC ESMPRO Manager.

Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the

managed component when a keyboard is not connected. This method cannot use for modem
connection.

CHECK:

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.
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3.2.1 Configuration with NEC ESMPRO Agent Extension (for modem/direct
connection)
This section explains the configuration procedure using the NEC ESMPRO Agent Extension for Windows.

After booting Windows on the managed component, click Windows "start" and start the BMC
configuration function of NEC ESMPRO Agent Extension.

The main dialog box will be appeared.
Click "New". When a confirmation message is displayed, click "OK".

"BMC Configuration" dialog box will be display. Confirm "Common"
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"

Enter a unique name for each managed component.
-- "Authentication Key"

Select "WAN/Direct" tab page for LAN port 1 of the BMC.
Be sure to set the below items. The other items can be used with the default values.

-- "Serial Port Mode"

Select "Direct" for direct connection.

Select "WAN (modem)" for modem connection.
-- "Flow Control"

Select "RTS/CTS"

Click "Register".
The configuration information will be set in the BMC.
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3.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for modem/direct connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
component with the configuration information FD containing the configuration information. This section
explains for direct connection.

CHECK:

Configuration with NEC EXPRESSBUILDER DOS based with remote console
feature can be available only from the NEC EXPRESSBUILDER that contains
NEC ESMPRO Manager.

See the user's guide provided with the managed component about NEC
EXPRESSBUILDER DOS based with remote console feature.

If there is the description about NEC EXPRESSBUILDER DOS based with remote
console feature, the feature is available.

Perform the following procedure:
(1) Creates a configuration information file

(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

3.2.2.1 Creates a configuration information file

Start the NEC ESMPRO BMC configuration installed on any PC to create the configuration information
file.

Click "New". The confirming message will be displayed. Click "OK".

The "BMC Configuration” dialog box will appear.
Click "Common" tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name"
Enter a unique name for each managed component.
-- "Authentication Key"
-- Set "Remote Control (WAN/Direct)" and "Redirection (WAN/Direct)" to enable.

Select "WAN/Direct" tab page.

Be sure to set the below items. The other items can be used with the default values.
-- "Serial Port Mode"

Select "Direct" for direct connection.

Select "WAN (modem)" for modem connection.
-- "Flow Control"

Select "RTS/CTS"

Insert a formatted floppy disk into the FD drive, and click "OK". A dialog box will appear for specifying
a location where the configuration information is to be saved.

Specify the floppy disk's root directory as the location.
Enter "CSL_LESS.CFG" for the file name, and click "OK".

The configuration information file will be saved on the floppy disk. This floppy disk is called a
"configuration information FD".
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CHECK:
Place the configuration information FD in the write-enable state

3.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

Configure the BMC of the managed component with the configuration information.
Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the "configuration
information FD" into the FD drive on the managed component. And then turn on the component.

After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed component, the Operating System
will be rebooted.

TIPS:
If the setting in the configuration information file is already configured, the managed

component will be not rebooted.
When the console-less function for direct connection is used, the BIOS settings are
changed as follows:

Serial Port Address:  On Board COM B

Baud Rate: 19.2kbps

Flow Control: RTS/CTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI
To check whether that the managed server supports SOL, see "Appendix D.
Managed Components Summary"
The managed component is still opened the main menu of the NEC
EXPRESSBUILDER after executing the feature.
After registering the managed component on the NEC ESMPRO Manager and
confirm the remote console for the managed component, remove the NEC
EXPRESSBUILDER from the CD-ROM drive if you need.

3.3 Register the managed component on NEC ESMPRO
Manager (for modem/direct connection)

Register the managed component on the NEC ESMPRO Manager, perform the "Check Connection".
Login to the NEC ESMPRO Manager and perform the following:

(1) Add the group to which the managed component will belong.

(2) Register a managed component.

3.3.1 Add Group to which the managed component will belong
See 2.3.1"Add Group to which the managed component will belong".

3.3.2 Register the Managed Component (for modem/direct connection)
Click the managed component's "Group name" on the "Group" tree.

Click "Manual Registration"-" Full Management" of "Add Component" on the "Group Information" tab.
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Input the following items:

Name " Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.

Connection Type Select "Direct" for direct connection. Select "Modem" for modem
connection.

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.
“Management Controller” management (Modem)
Phone Number | If you select “Modem”, enter phone number.

TIPS:
For details of other items, see the NEC ESMPRO Manager online help.

Click "Add".

TIPS:
A managed component cannot be controlled remotely by only registering it.

Click "Connection Setting" from "Setting" tab and click "Connection".

Click "Check Connection".
NEC ESMPRO Manager will communicate with the BMC of the managed component to check the
connection. The NEC ESMPRO Manager will also collect the component information for the

management.

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
CHECK:

After the operation for the managed component is finished, click "Disconnect” on the
"Connection Setting".
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Chapter4 EM Card and Chassis Management

4.1 Overview
The NEC ESMPRO Manager has following functions by communication with the EM card in a blade
enclosure,

Information Collection
NEC ESMPRO Manager collects the status and the information of the blade enclosure as follows.

-- Blade / EM Card / Switch Module List
If the slot state of CPU blade, EM card or switch module is changed, NEC ESMPRO Manager
collects current slot state.

-- Chassis Information
NEC ESMPRO Manager collects the blade enclosure name, the name and ID of the rack in which
the blade enclosure is installed.

-- EM Card / Switch Module Status
NEC ESMPRO Manager obtains the STATUS Lamp of the EM card and the switch module.

Component Monitoring
NEC ESMPRO Manager always monitors the slot state in the blade enclosure and the STATUS Lamp of
the EM card and the Switch Module. When some slot state change or failure occurs, NEC ESMPRO
Manager notifies the operator.

CPU Blade Auto Setting
When NEC ESMPRO Manager detects new CPU blade installed on the blade enclosure, the NEC
ESMPRO Manager configures BMC on the CPU blade (managed component) through the EM card to
control the managed component remotely. NEC ESMPRO Manager also registers the managed
component for its own, and execute the "Check Connection".

4.2 System Requirements
NEC ESMPRO Manager can manage the following EM card.

Hardware
EM card that is listed "Appendix D. Managed Components Summary".

® Communication Medium
TCP/IP network

CHECK:
NEC ESMPRO Agent Extension and NEC DianaScope Agent cannot be installed on
EM card.
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4.3 Setup for EM Card

4.3.1 Setup Flow
Perform the following setup procedure:

Connect the NEC ESMPRO Manager server and the EM card.
Setup EM card for communication with NEC ESMPRO Manager.

Register the EM card on NEC ESMPRO Manager.

4.3.2 Setup EM Card for communication with NEC ESMPRO Manager Setup
the EM Card as follows. See Users Guide that attached to EM Card for detail.

Set the IP address of the EM Card.

CHECK:

The IP address set on the EM card should be the value that can be divided by 4. If the
IP address be set other value, NEC ESMPRO Manager will fail "Check
Connection".

NEC ESMPRO Manager communicates to the EM card with the "fixed IP address".

Setup EM Card for communication with NEC ESMPRO Manager.
Use setdsl command for SIGMABLADE-M.
Use SET DSGPASSWORD and SET DSGSTATE command for SIGMABLADE-H.

4.3.3 Register EM Card on NEC ESMPRO Manager
You can register the EM card with similar way of registering the ordinary managed component.
Use either of the two methods to register EM card.

Manual Registration
This method requires the operator to directly enter the EM card's information such as the IP address and
to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and EM card that are not
registered yet on the NEC ESMPRO Manager, and registers them.

TIPS:

NEC ESMPRO Manager distinguishes the EM card from ordinary managed
component by "Check Connection".
After "Check Connection" of the EM card is completed, Information of the blade
enclosure (chassis) is displayed on the "Chassis List" on the NEC ESMPRO
Manager.
The chassis name on the NEC ESMPRO Manager is set to the first 16 characters of
the blade enclosure name. If the same name is already registered, some number is
added to the name.
You can change the chassis name on "Chassis Information".
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4.3.4 Manual Registration
(1) Click the group name for the EM card on the "Component Link" view or "Group" tree.
(2) Click the "Manual Registration" from "Add Component" of "Group Information™ tab.

(3) Input the following items on the "Manual Registration"-" Full Management" view.

Name ' Value

Component Name Specify the name of the EM card on NEC ESMPRO Manager.

Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the EM card. Do not enter a name including
blank characters. Uppercase characters are distinguished from lowercase
characters.

Group Specify the group to which the EM card will belong.

Connection Type Select “LAN”

Common Setting

OS IP Address | Specify the Address of the EM card.

SNMP (NEC ESMPRO Agent)/ WS-Man

Management Select "Registration” to manage the EM card.

Management Type Select “SNMP”

SNMP Community | SNMP Community Name which is specified at the EM card.

Name(Get) The default value is “public”.

SNMP Community | SNMP Community Name which is specified at the EM card.

Name(Set) The default value is “public”.

RAID system management

Management | Select “Unregistration”.

NEC ExpressUpdate

Updates via NEC | Select “Unregistration”.
ExpressUpdate Agent
Updates via | Select “Unregistration”.
Management Controller
BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management Select "Registration".

Management Type Select "BMC".

Authentication Key Enter the "authentication key" for the EM card.

BMC (EXPRESSSCOPE Engine)/ vPro (LAN)

Current IP Address Select IP Address 1

Failover Select “Disable”.

IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration

for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Mask1 Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
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(4)
®)

(6)

subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2 This field can be blank.
Subnet Mask1 This field can be blank.
Click "Add".

Click "Connection Setting" from "Setting" tab of the managed component. And Click “Check

Connection”.

NEC ESMPRO Manager
management.

will execute "Check Connection" and collect the information for the

When the "Check Connection" is completed, the NEC ESMPRO Manager starts to control the EM card

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

4.3.5 Auto Registration

(1) Click the group name for the EM card on the "Component Link" view or "Group" tree.

(2) Click the "Auto Registration” from "Add Component" of "Group Information™ tab.

(3) Enter following information.

Name
Destination Group

" Value
Specify the group to which the EM card will belong.

Discovery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search™" selected, the NEC ESMPRO Manager
searches for the managed  components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search” for "Search Mode", specify

Network Mask

the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable”.

SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the EM card.

WS-Man
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Discovery | Select “Disable”
RAID system management
Management | Select “Disable”

NEC ExpressUpdate

Updates via NEC | Select “Disable”

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable".

Features NEC | Select “Disable”

ExpressUpdate

Authentication Key Enter the password that you set in EM card.
Intel(R) vPro(TM) Technology

Discovery | Select “Disable”.

(4) The search for the managed components will start.

(5) The IP addresses of the found managed component and EM cards will be listed.
When the "Auto Registration” is completed, the NEC ESMPRO Manager starts to control the EM card.

TIPS:
When the EM card is registered by auto registration, the EM card name is set to blade
enclosure + "-EM" + EM card number. You can change the EM card name on
""Setting" tab — "Connection Setting".

4.4 Operation of EM card

You can open the screen to check the STATUS lamp and to turn UID lamp on as follows.
Click "Chassis" from the tree view.
Click the EM card name on the "Component List".

Click the EM card parts on the "Chassis MAP" screen.

4.5 CPU Blade Auto Registration
NEC ESMPRO Manager monitors blade slot state of the blade enclosure on which the EM card is installed.
If NEC ESMPRO Manager detects new CPU blade installed on the chassis, NEC ESMPRO Manager
configures BMC on the CPU blade (managed component) through the EM card. To control the managed
component, NEC ESMPRO Manager also registers the managed component and executes "Check
Connection".

You should set the item for the BMC configuration and component registration on the NEC ESMPRO
Manager on the "Chassis Properties” — "CPU Blade Auto Setting".

See the online help of the NEC ESMPRO Manager for the details of the items.
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Chapter5 Setup for the NEC Storage M Series

5.1 Register NEC Storage on NEC ESMPRO Manager

You can register the NEC Storage with similar way of registering the ordinary managed component.
Use either of the two methods to register NEC Storage.

Manual Registration
This method requires the operator to directly enter the NEC Storage's information such as the "Floating
IP Address" and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components and NEC Storage, and
registers them.

TIPS:
NEC ESMPRO Manager distinguishes the NEC Storage from ordinary managed
component by "Check Connection".
The managed component name on the NEC ESMPRO Manager is set to the disk array
name that is set in iISMClient. You can change the managed component name on
"Connection Setting".

5.1.1 Manual Registration
(1) Click the group name for the NEC Storage on the "Component Link" view or "Group" tree.
(2)Click the "Manual Registration" from "Add Component™ of "Group Information" tab.

(3)Input the following items on the "Manual Registration"-"Full Management" view.

Name Value

Component Name Specify the NEC Storage name on the NEC ESMPRO Manager,

Alias Specify the information about the NEC Storage. Do not enter a name
including blank characters. Uppercase characters are distinguished from
lowercase characters.

Group Specify the group to which the NEC Storage will belong.

Connection Type Select “LAN”

Common Setting

OS IP Address | Enter the Fixed IP address of "Floating IP Address" of the NEC Storage.

SNMP (NEC ESMPRO Agent)/ WS-Man

Management Select "Registration".

Management Type Select “SNMP”

SNMP Community | Enter the "SNMP community name™ specified on iSMClient.

Name(Get)

SNMP Community | Enter the "SNMP community name™ specified on iSMClient.

Name(Set)

RAID system management

Management | Select “Unregistration”.

NEC ExpressUpdate

Updates via NEC | Select “Unregistration”.

ExpressUpdate Agent

Updates via | Select “Unregistration”.
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Management Controller

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management

| Select "Unregistration".

(4)Click "Add".

(5) Click "Connection Setting" from "Setting" tab of the managed component. And Click “Check Connection”.
NEC ESMPRO Manager will execute "Check Connection" and collect the information for the

management.
When the "Check Connection™" is completed, the NEC ESMPRO Manager starts to control the NEC
Storage
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.

5.1.2 Auto Registratio

n

(2)Click the group name for the NEC Storage on the "Component Link" view or "Group" tree.

(2) Click the "Auto Registration” from "Add Component™ of "Group Information" tab.

(3)Select "Search Mode" on the "Auto Registration™ view and enter following information.

Name
Destination Group

" Value
Specify the group to which the NEC Storage will belong.

Discovery Range

Discovery Mode

With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.

With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed  components using the specified network
address.

Start Address When you select "IP Address Range Search" for "Search Mode", specify

End Address the start IP address and end IP address of the range which includes the
NEC Storage’s floating IP address.

Network Address When you select "Network Address Search” for "Search Mode", specify

Network Mask

the network address and network which includes NES Storage’s floating
IP address.

SNMP (NEC ESMPRO

Agent)

Discovery Select “Enable”.

SNMP Community | "SNMP Community Name" is the "SNMP Community Name" specified
Name on iSMClient.

WS-Man

Discovery | Select “Disable”

RAID system management

Management

| Select “Disable”

NEC ExpressUpdate

Updates via NEC

| Select “Disable”
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ExpressUpdate Agent |

BMC (EXPRESSSCOPE Engine)

Discovery | Select "Disable".

Intel(R) vPro(TM) Technology

Discovery | Select “Disable”.

(4) The search for the managed components will start.

(5) The IP addresses of the found managed component and NEC Storages will be listed.
When the "Auto Registration™ is completed, the NEC ESMPRO Manager starts to control the NEC Storage

TIPS:
Refer to the "NEC Storage Software Manual Guide" (1S901) for the overview of NEC
Storage and the related manuals.
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Chapter6 Setup for the Managed Component based on
vPro

6.1 Setup Flow

Setup by the following setup procedures:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed
component based on vPro on the same network.

Configure iIAMT on the managed component based on vPro.

Register the managed component based on vPro on NEC ESMPRO Manager.

6.2 Configure iIAMT on the Managed Component
Turn the managed component on.
Press <Ctrl+P> immediately after the component based on vPro displays the message prompting you to press
the key.
Main menu of the IAMT configuration is displayed.
Please enter the password to configure the IAMT.

The NEC ESMPRO Manager can manage the vPro including the iIAMT firmware version 6.0 and later.
The default user name and  password are both "admin".
The iIAMT configuration method may depend on the iIAMT firmware version.
Refer to the website for detail configuration information and configure iAMT.
The following is an example of the website.
Please note that this URL is subject to change without notice.
http://software.intel.com/en-us/articles/intel-active-management-technology-intel-amt-software-develop
ment-Kkit-sdk-start-here-guide/
"Performing Manual Setup (from Release 6.0)" or "Manually Configuring an Intel AMT 7.0" of
"AMT7.0 Start Here Guide"

_______________________________________________________________________________________________________________________________________________________

6.3 Register the managed component on NEC ESMPRO
Manager

6.3.1 Add Group to which the managed component will belong
See 1.3.2 Add Group to which the managed component will belong
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6.3.2 Register the Managed Component
Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the managed component's information such as the IP
address of the vPro and to perform "Check Connection".

Auto Registration
This method automatically searches the network for managed components that are not registered yet on
the NEC ESMPRO Manager and registers them.

6.3.3 Manual Registration

(1) Click the group name to which the managed component based on vPro will belong on the "Component
List" or the "Group" tree.

(2) Click the "Manual Registration"-"Full Management" from "Add Component" of "Group Information"
tab

(3)Input the following items.

Name " Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Connection Type Select “LAN”
Common Setting
OS IP Address | Specify the OS IP Address of the managed component.
SNMP (NEC ESMPRO Agent)/ WS-Man
Management Select "Registration” to manage the system of the component.
Management Type Select a management type of the managed component.
- SNMP *1
NEC ESMPRO Agent is installed on the managed component.
- WS-Man *1, *2

ESMPRO/ServerAgentService is installed on the managed component.
The operating system of the managed component is VMware ESXi5.
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name(Get) the managed component.

It is necessary to get the information, configure, monitor via SNMP
SNMP Community | When you want to set SNMP Community names for Get and Set
Name(Set) separately on the managed component, specify the SNMP Community
name for Set in this field by alphanumeric characters.

If it is not specified, SNMP Community name for Get will be used.

User Name Enter the password for communication with WS-Man service.
Password - ESMPRO/ServerAgentService (Windows) is installed.

Enter Username/Password of Windows system Administrator
Communication Select protocol HTTP/HTTPS for connection WS-Man service. *2
Protocol

91



NEC ESMPRO Manager Setup Guide

Port Number

| Enter port number where WS-Man service listens for connection. *3

RAID system management

Management

Select "Registration” to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi5,

WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Registration” to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.
Updates via | Select "Registration” to manage the component using Management

Management Controller | Controller

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "vPro".

User Name Enter the user name for communication with the vPro,

Password Enter the password for communication with the vPro,

BMC (EXPRESSSCOPE Engine)/ vPro (LAN)

IP Address 1
for the managed component.

Enter the IP address that is specified on LAN of the iAMT configuration

Subnet Mask1

for the managed component.

Enter the subnet mask that is specified on LAN of the iAMT configuration

CHECK:
*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and
VMwareESXi5 server management are not supported.

CHECK:
*2 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

CHECK:
*3 Regarding a port number for WS-Man communication, refer to “Appendix C. Port
number for WS-Man communication”.

4) Click "Add".

(5)Click the "Connection Setting" from "Setting" tab of the managed component.
Click "Check Connection™ to collect the managed component information for the management.

When the "Check Connection” is completed, the NEC ESMPRO Manager starts to control the managed

component.
Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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CHECK:
This IP Address and OS IP Address are the same if you set the DHCP mode to
"ENABLED" on the iAMT configuration.

6.3.4 Auto Registration

(1) Click the group name to which the managed component based on vPro will belong on the "Component
List" or the "Group" tree.

(2) Click the "Auto Registration” from "Add Component” of the "Group Information” tab.

(3)Input the following items to search managed components based on vPro.

Name " Value

Destination Group Specify the group to which the managed component will belong.
Discovery Range

Discovery Mode With "IP Address Range Search™ selected, the NEC ESMPRO Manager

searches for the managed components using the IP address range.
With "Network Address Search" selected, the NEC ESMPRO Manager
searches for the managed  components using the specified network

address.
Start Address When you select "IP Address Range Search" for "Search Mode", specify
End Address the start IP address and end IP address of the range in which managed
components are to be searched for.
Network Address When you select "Network Address Search” for "Search Mode", specify
Network Mask the network address and network mask of the managed component to be

searched for.

SNMP (NEC ESMPRO Agent)

Discovery Select “Enable” to manage the system of the component.*1
SNMP Community | SNMP Community Name which is specified at SNMP Agent running on
Name the managed component.

It is necessary to get the information, configure, monitor via SNMP
WS-Man
Discovery Select “Enable” to manage the system of the component. *1,*2

User Name/Password Enter username and password for WS-Man communication. The account
must be a system administrator of the managed operating system.

Click “Add” button and you can add a pair of username and password up
to5.*3

- ESMPRO/ServerAgentService (Windows) is installed.
Enter Username/Password of Windows system Administrator

RAID system management

Management Select "Enable" to manage the RAID system of the component.
If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Enable" to manage the component using NEC ExpressUpdate.
ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery | Select "Disable”

Intel(R) vPro(TM) Technology

Discovery | Select “Enable”
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User Name/Password Enter username and password for communication with the vPro,
Clicking “Add” button, you can enter up to 5 pairs of username and
password. *3

CHECK:
*1 If NEC ESMPRO Manager is installed on Linux system, “SNMP” and
VMwareESXi5 management are not supported.

CHECK:

*2 If a self-signed certificate is installed on the managed server for HTTPS

communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

CHECK:
*3 On “Environment” — “Auto Registration Setting List” screen, you can manage a list
of username/password and authentication key. All entries in the list are used for
auto registration every time.

(4)Click “Run Discovery” and the discovery for the managed components will start.

(5)When the auto registration is completed, registered components are listed. After that, NEC ESMPRO
Manager starts to manage them.
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Chapter7 Setup for the VMware ESXIi5 server

7.1 Notes of before setup

Linux NEC ESMPRO Manager does not support VMware ESXi5 server management.
VMware ESXi5 server management is supported by Windows NEC ESMPRO Manager only.
When managing VMware ESXi5 server, use Windows NEC ESMPRO Manager.

7.2 Setup Flow

Setup by the following setup procedures:

Connect the management PC on which NEC ESMPRO Manager is installed and the VMware ESXi5
server as a managed component on the same network.

Configure BMC on the VMware ESXi5 server if you want to manage the management controller.

Register the VMware ESXi5 server as a managed component on NEC ESMPRO Manager.

7.3 Configure BMC on the Managed Component

Configure BMC on the VMware ESXi5 server if you want to manage the management controller.

In case that the VMware ESXi5 server in which EXPRESSSCOPE ENGINES is integrated:
See 1.2Configure BMC on Managed Component.

In case that the VMware ESXi5 server in which a BMC excluding EXPRESSSCOPE ENGINES3 is
integrated:
See 2.2Configure BMC on Managed Component (for LAN connection).

TIPS:
To check the BMC type of the managed component, see Appendix D. Managed
Components Summary
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7.4 Register the managed component on NEC ESMPRO

Manager

7.4.1 Set the Environment
Set the “Self-Signed Certificate” to “ Allowed” on “Network” tab of “Environment”.

Hﬂi. mlidartatin :_;j'_‘ i '!n..' 3 -.'--!.:m:
Alrtiemer | Tool | Erwiornent | Al MEC ESLFRD Waraga | Hab
T ——— - T e

Bt

1
Uger Bcoourts | Ao G?!Imlml‘.hﬂm &un Regntraton Settirg

| emMew [ GwWaw |

SHPICAF Communkcation.

Packet Fiseerd Court [37 %] ruber of times
Horeipors Thosout 1 (1 - 9558 seconds] [mguived] [ | soconds
Horespone Thosss 2 (1 = 6558 secons] [regbred] @ | secons
Merrneperin Thomout 3 (1 - 05535 seconcts) [rmagienst] [ |
Merrraporms Thomet & (1 - 89535 secerts) [rmquired] |2 | wbcenets
Merrnspenin Thowet (20 - 1800 pecerds) fremibnd] B0 | seconds
Moresporss Tiveout {1 = 5 secords ] [repuod] E ] wecowm
Corrrrard Serd Retry Count [0 - 10 musber of Ul E—_:,w:”m
Sard Source Port (1075 - @55} | requiesi] ErEr_]

Part Hvber [Saisl Por |

7.4.2 Add Group which the managed component will belong
See 0 Add Group to which the managed component will belong”.

7.4.3 Register the Managed Component
Use either of following two methods to register the managed component.

Manual Registration
This method requires the operator to directly enter the VMware ESXi5 server’s information such as the
IP address.

Auto Registration
This method automatically searches the network for VMware ESXi5 servers and managed components
that are not registered yet on the NEC ESMPRO Manager and registers them.
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7.4.4 Manual Registration
(1) Click the group name to which the VMware ESXi5 server will belong.

(2) Click the "Manual Registration"-"Full Management" from “Add Component” of “Group Information”
tab.

(3) Input the following items.

Name ' Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

Group Specify the group to which the managed component will belong.
Common Setting

OS IP Address | Specify the OS IP Address of the managed component.

SNMP (NEC ESMPRO Agent)/ WS-Man

Management Select "Registration” to manage the system of the component.
Management Type Select “WS-Man”

User Name/Password Enter an administrative user’s account of VMware ESXi server.
Communication Select protocol HTTPS. *1

Protocol

Port Number Enter port number where WS-Man service listens for connection. *2
RAID system management

Management Select "Registration” to manage the RAID system of the component.

If the operating system of the managed component is VMware ESXi5,
WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate
Updates via NEC | Select "Registration” to manage the component using NEC
ExpressUpdate Agent ExpressUpdate.

Updates via | Select "Registration” to manage the component using Management
Management Controller | Controller

BMC (EXPRESSSCOPE Engine)/ vPro (Common)

Management Select "Registration" otherwise NEC ESMPRO Manager may not monitor
HW status.

Management Type Select "BMC".

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”.
BMC (EXPRESSSCOPE Engine)/ vPro (LAN)

Current IP Address If you set both “IP Address1” and “IP Address2”, specify which IP address
you want to use for connection.

Failover This setting is valid only when both “IP Address1” and “IP Address2” are
set. Determine whether to enable/disable the “Failover” feature.

IP Address 1 Enter the IP address that is specified on LAN1 of the BMC configuration

for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 0 to the
form.

If the managed component is a server which has EXPRESSSCOPE
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Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Master BMC to the form.

Subnet Mask1 Enter the subnet mask that is specified on LAN1 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 0 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Master BMC to the form.

IP Address 2 Enter the IP address that is specified on LAN2 of the BMC configuration
for the managed component.

If the managed component is a fault tolerant server, you should enter the
IP address of the management LAN port for the CPU/IO module 1 to the
form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the IP address of the
management LAN port for the Standby BMC to the form.

Subnet Mask1 Enter the subnet mask that is specified on LAN2 of the BMC
configuration for the managed component.

If the managed component is a fault tolerant server, you should enter the
subnet mask of the management LAN port for the CPU/IO module 1 to
the form.

If the managed component is a server which has EXPRESSSCOPE
Engine SP3(2BMC model), you should enter the subnet mask of the
management LAN port for the Standby BMC to the form.

CHECK:
*1 If a self-signed certificate is installed on the managed server for HTTPS
communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

CHECK:
*2 Regarding a port number for WS-Man communication, refer to “Appendix C. Port
number for WS-Man communication”.

IMPORTANT:

If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager

connot monitor HW status. Detailed information is shown in the connection check
result screen.

(4) Click “Add”.
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(5)Click the “Connection Setting” from “Setting” tab of the managed component.
.Click “Check Connection” to collect the VMware ESXi5 server information for the management

When the “Check Connection” is completed, the NEC ESMPRO Manager starts to control the VMware
ESXi5 server

Detected Detail
Detected The feature was detected.
NEC ESMPRO Manager can use the feature to manage the component.
Not Detected The feature was not detected.
NEC ESMPRO Manager cannot use the feature to manage the component.
Check parameters corresponding to the feature.
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7.4.5 Auto Registration
(1) Click the group name to which the VMware ESXi5 server will belong.
(2) Click the “Auto Registration” from “Add Component” of the “Group Information” tab.

(3)Input the following items to search VMware ESXI5 servers.

Name \ Value

Destination Group Specify the group to which the managed component will belong.

Discovery Range

Discovery Mode With "IP Address Range Search™ selected, the NEC ESMPRO Manager
searches for the managed components using the IP address range.
With "Network Address Search™" selected, the NEC ESMPRO Manager
searches for the managed  components using the specified network
address.

Start Address When you select "IP Address Range Search” for "Search Mode", specify

End Address the start IP address and end IP address of the range in which managed
components are to be searched for.

Network Address When you select "Network Address Search” for "Search Mode", specify

Network Mask the network address and network mask of the managed component to be
searched for.

SNMP (NEC ESMPRO Agent)

Discovery | Select “Disable”

WS-Man

Discovery Select “Enable” to manage the system of the component. *1

User Name/Password Enter an administrative user’s account of VMware ESXi server.
Click “Add” button and you can add a pair of username and password up

t0 5. *2
RAID system management
Management Select "Enable" to manage the RAID system of the component.

WS-Man management must be enabled in addition to this setting.

NEC ExpressUpdate

Updates via NEC | Select "Disable".

ExpressUpdate Agent

BMC (EXPRESSSCOPE Engine)

Discovery Select "Enable” otherwise NEC ESMPRO Manager cannot monitor HW
status.

Features NEC | Select "Enable" to feature NEC ExpressUpdate.

ExpressUpdate

Authentication Key Enter the "authentication key" that you set in “1.2 Configure BMC on

Managed Component”. *2 *3

Intel(R) vPro(TM) Technology

Discovery | Select “Disable”

CHECK:

*1 If a self-signed certificate is installed on the managed server for HTTPS

communication, a setting to allow it is required. Refer to “1.1 Setup Flow” for
detailed information.

CHECK:
*2 On “Environment” — “Auto Registration Setting List” screen, you can manage a list
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of username/password and authentication key. All entries in the list are used for
auto registration every time.

CHECK:
*3 If you register the "Management Controller" management for a fault tolerant
server, you should specify the search range which includes BMC IP addresses of
CPU/IO module 0 and 1.
*4 If you register the "Management Controller" management for a server which has
EXPRESSSCOPE Engine SP3(2BMC model), you should specify the search range
which includes both BMC IP addresses of Master and Standby.

IMPORTANT:
If BMC(EXPRESSSCOPE Engine) management is disabled, NEC ESMPRO Manager
may not be able to monitor HW status. Detailed information is shown in the
connection check result screen.

(4) Click “Search”.
The search for managed components will start

(5)The list of the registered components is displayed. After that, NEC ESMPRO Manager starts to manage
them.
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Chapter8 Setup for the Alert only Component

NEC ESMPRO Manager ver.6.02 or later can receive SNMP Trap from registered component as “Alert

Only Management”.
This chapter explains the setup procedure for the NEC ESMPRO Manager to manage the Alert only

Component

8.1 Setup Flow

Perform the following setup procedure:

Connect the management PC on which NEC ESMPRO Manager is installed and the managed SNMP
Trap component on the same network.

Configure SNMP Trap on the managed Alert only component by NEC ESMPRO Manager to enable
SNMP Trap.
* Please refer to procedure manual of component to enable SNMP Trap.

Register the managed component on NEC ESMPRO Manager.
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8.2 Register a managed component on NEC ESMPRO Manager
To register the managed component on the NEC ESMPRO Manager, login to the NEC ESMPRO Manager
and perform in the following order:

CHECK:
Alert Only Management can be registered from “Manual Registration”. Cannot be
registered from “Auto Registration”.

Click the managed component's "Group name".
* |f you want to register the managed component in the new group, please refer to Chapter. 1.3.2

LogoLt

Alertviewer | Took | Erwiorment | About NEC ESMPRO Marmzer | Heb

[ RAID System Manazement
Mode : Advanced Mode ]

Group Information
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management ]P Address

i ;ﬁ Add Group
= ﬁ Add Gomporent

5 Auto Registration
= E Manual Registration

3 Full Management
E@ Alert Onb Manazement
Remote KW ard Media License List

Click the "Manual Registration” — “Alert Only Management” from "Add Component" of "Group
Information™ tab

Lozout
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Reglstratnn count : Ocount] Page [ 1

E “Management Controller” [Management LA
. [B Grow Information management ]P Address

<G> E@ Alert Status
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I 5 Full Management
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103



NEC ESMPRO Manager Setup Guide

Click the managed component's "Group name".

Name Value

Component Name Specify the name of the managed component on NEC ESMPRO Manager.
Assign a name different from other managed component names. Do not
enter a name including blank characters. Uppercase characters are
distinguished from lowercase characters.

Alias Specify the information about the managed component. Do not enter a
name including blank characters. Uppercase characters are distinguished
from lowercase characters.

OS IP Address Specify the OS IP Address of the managed component.

The following screen shows an example.

Ebout MEC ESMPRO Marager | Hab
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| B 1] Akert Ok hlvri rrrwt |
L [l Bernate K} hard Media Licenge Lt

Click "Add" button. Component information is added in selected Group member.
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] [ [Reg istration count : Teaunt] Paze[ 1]
“Managerment Con
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Chapter9 Removing components and groups

9.1 Removing components

(21)Select a group which target components belong to.

Ewel 1]
TFR B R nfmrme e nlid
1FIMB0TE Fomg et bl
fwirin

(2)Check target components.
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| n——— TN TE Fingitprd duitds |

& |

(3)Click “Delete” button and you can remove checked components from NEC ESMPRO Manager.
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9.2 Removing groups

(1)Select a group which target groups belong to.

4
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(2)Check target groups.
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(3)Click “Delete” button and you can remove checked groups from NEC ESMPRO Manager. And
components belong to the checked groups are also removed.
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TIPS:
Removing components and removing groups cannot be executed at the same time.
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Appendix A. How to setup for the managed component
that does not has local console

Even if a managed component does not have local consoles like a keyboard, you can operate BIOS setup and
DOS tools of the managed component using NEC ESMPRO Manager. Here procedure of the minimum in
order to use the remote control for the managed component is shown.

1. Install NEC ESMPRO Manager and set the Environment.

2. Configure BMC on a managed component.

3. Register a managed component on NEC ESMPRO Manager.

4. Open the remote console.

1. Install NEC ESMPRO Manager and set the Environment.

(1) Install NEC ESMPRO Manager on a management PC.
Refer to NEC ESMPRO Manager Ver.5 Installation Guide.

(2) Confirm that you can login to the NEC ESMPRO Manager.

(3) When you use LAN connection, connect the NEC ESMPRO Manager server and the managed component
on the network.

(4) When you use direct connection, connect a serial port of the NEC ESMPRO Manager server to serial port
2 of the managed component using RS232-C cross cable. Then, set the serial port of the NEC ESMPRO
Manager server on OS.

(5) Install NEC ESMPRO BMC Configuration on any PC.
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2. Configure BMC on a managed component.

(1) Configure BMC of the managed component.
When you use LAN connection, refer to 2.2.2”Configuration with NEC EXPRESSBUILDER DOS based
with remote console feature (for LAN connection)”.
When you use direct connection, refer to 3.2.2”Configuration with NEC EXPRESSBUILDER DOS
based with remote console feature (for modem/direct connection)”.

3. Register a managed component on NEC ESMPRO Manager.

(1) After login to NEC ESMPRO Manager, register Add a new group that the managed component will
belong.
Refer to 2.3.1”Add Group to which the managed component will belong”.

(2) Register the managed component.
For LAN connection, refer to 2.3.2.2” Auto Registration”.
For direct connection, refer to 3.3.2”Register the Managed Component (for modem/direct connection)”.

4. Open the remote console.

(1) Select the managed component on NEC ESMPRO Manager and click remote console tab to open the
remote console.

(2) Select the managed component on NEC ESMPRO Manager and click remote control tab.
Reboot the managed component using some remote control command.
When the managed component is booted using NEC EXPRESSBUILDER CD-ROM, the main menu of
NEC EXPRESSBUILDER will be displayed on the remote console of NEC ESMPRO Manager.

TIPS:
If you use DOS based tool on the managed component, execute a remote control
command with checking the check box of “Utility Boot” on remote control tab.
If the anything is not displayed on the remote console.
For LAN connection input ESC+{ key on the remote console.
For direct connection, click “Resume Redirection” and then input ESC+{ key on
the remote console.

CHECK:
After the operation to the managed component is finished, click “disconnect” on
“Connection setting” to disconnect for direct connection.
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Appendix B. How to setup for using NEC ESMPRO Agent
Extension or NEC DianaScope Agent on the managed
component that is set LAN teaming

Please setup NEC ESMPRO Manager with the procedure below using NEC ESMPRO Agent Extension, or
NEC DianaScope Agent ver.2.00.00 and above.
The operation for NEC ESMPRO Agent Extension is explained.

How to setup is depended on the type of the managed component on which NEC ESMPRO Agent Extension
has been installed.
- On the managed component that BMC uses standard LAN port.

- On the managed component that BMC uses Management LAN port.
Please see the appropriate explanation.

B.1 On the managed component that BMC uses standard LAN port

Refer to “NEC ESMPRO Manager Ver.5 Installation Guide” about the setting of LAN Teaming that is
available for NEC ESMPRO Manager.

If OS on the managed component is Linux, how to setup the NEC ESMPRO Manager is not depended on
LAN teaming.

If OS on the managed component is Windows, please setup the NEC ESMPRO Manager with the procedure
below.

1. Invalidate BMC IP address synchronization function of NEC DianaScope Agent.
2. Set BMC configuration by using the NEC DianaScope Agent.
3 Select IP address for NEC DianaScope Agent.
4. Register the managed component on the NEC DianaScope Agent.
1. Invalidate BMC IP address synchronization function of the NEC DianaScope Agent.
(1) Click “NEC DianaScope Agent” — “NEC DianaScope Agent” from the start menu on Windows.

(2) Click “synchronization” on the dialog box of the NEC DianaScope Agent.

(3) Set the BMC IP address synchronization to disable.
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2. Set BMC configuration by using the NEC DianaScope Agent.

(1) See 2.2.1”Configuration with NEC ESMPRO Agent Extension verl.xx (for LAN connection)” and set
BMC configuration information.

Note the followings:

- Set LAN1 IP address to same value of the teaming-set IP address.

- Even if the configuration of LAN2 for the BMC on the managed component is available, do not set LAN2
in the BMC configuration information. (If LAN2 IP address for BMC is already set, change it to “0.0.0.0”.)

CHECK:
Even if the BMC configuration has been already set, confirm the LAN1 IP address and
register it again after invalidating BMC IP address synchronization function.

3 Select IP address for NEC DianaScope Agent.
(1) Select “Select IP address for Agent” on NEC DianaScope Agent.

(2) Enter the teaming address for LANL.

4. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3"Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

CHECK:
Confirm the IP address of the managed component even if the “Check Connection” for
the managed component has been completed. If the IP address is different from the
teaming-set IP address that is set in the procedure “2. Set BMC configuration
through NEC DianaScope Agent”, edit it and perform “Check Connection” again.
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B.2 On the managed component that BMC uses Management LAN
port

Please setup the NEC ESMPRO Manager with the procedure below. This procedure does not depend on OS
of the managed component.

1. Set IP address that NEC ESMPRO Agent Extension uses on NEC ESMPRO Agent Extension.
2. Register the managed component on the NEC ESMPRO Manager.

1. Set IP address that NEC ESMRPO Agent Extension uses on NEC ESMPRO Agent Extension.

(1) Click “Set Agent IP address” of NEC ESMPRO Agent Extension and set the IP address that is used for
Teaming on any LAN.

2. Register the managed component on the NEC ESMPRO Manager.

(1) See 2.3”Register a managed component on NEC ESMPRO Manager (for LAN connection)” and register
the managed component.

CHECK:
If the “Check Connection” for the managed component has been completed, perform
“Check Connection” again after performing “Set IP address that NEC ESMPRO
Agent Extension uses on NEC ESMPRO Agent Extension”.
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Appendix C. Port number for WS-Man communication

A port number where WS-Man service listens for connection is as follow.

(1)Windows system
WS-Man’s port number depends on WinRM version

WinRM 2.0 HTTP:5985, HTTPS:5986
WinRM 1.1 HTTP:80, HTTPS:443

WIinRM 2.0 is installed on Windows Server 2008 R2 or later or Windows 7 or later by default.
WinRM 1.1 is installed on Windows Server 2008 and Windows Vista by default.

(2)VMware ESXi system
WS-Man service listens for HTTPS connection at port 443. VMware ESXi system does not support
HTTP connection.
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Appendix D. Managed Components Summary

The NEC ESMPRO Manager has following functions for BMC conforming to management components.

® Remote console
Information collection
Power control

Remote batch

Component monitoring

® Operation through the command line
Some available functions are dependent on the product type of the managed component. See the following

managed component list.

The notes and restrictions of each component product are also explained in the user’s guide provided with the
managed component. See the user’s guide.

<Explanation of the managed components list>

Product Name: Indicates the name of the product that NEC ESMPRO Manager can control.
BMC: “Standard”: means that the managed component pre-contains BMC.
“Standard means that the managed component pre-contains Remote Management Card
(RMC)™: [N8115-01CPO01] or the function which is equal to Remote Management Card.
“Standard means that the managed component pre-contains Advanced Remote
(A-RMC)™: Management Card [N8115-02CP01] or the function which is equal to Advanced
Remote Management Card.
“Standard means that the managed component pre-contains ft Remote Management Card
(F-RMC)™: [N8815-001/001A)].
ft Remote Management Card has the function which is equal to Advanced
Remote management Card.
“Standard means that the managed component pre-contains EXPRESSSCOPE Engine or
(EE)™: EXPRESSSCOPE Engine 2.
“Standard means that the managed component pre-contains EXPRESSSCOPE Engine 3.
(EE3)™:
“RMC™ means that NEC ESMPRO Manager can control the managed component when
the managed component contains Remote Management Card [N8115-01CPQ].
“A-RMC”: means that NEC ESMPRO Manager can control the managed component when
the managed component contains Advanced Remote Management Card
[N8115-02CPO01].
“F-RMC”: means that NEC ESMPRO Manager can control the managed component when
the managed component contains ft Remote Management Card
[N8815-001/001A]. ft Remote Management Card has the function which is equal
to Advanced Remote management Card.
Standard LAN2: “Supported” means that BMC and system BIOS on the managed component can communicate the

NEC ESMPRO Manager via standard LAN port 2.

(Advanced Remote Management Card, the function which is equal to Advanced Remote
Management Card or EXPRESSSCOPE Engine series uses a dedicated LAN port, not use
standard LAN port on the managed component.)

Management “Use” means that BMC on the managed component uses a Management LAN Port. “—* means that
LAN Port: BMC on the managed component uses a standard LAN Port.
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Remote “Supported” means that the managed component supports the Remote Console function.

Console:

Scheduled “Supported” means that the managed component supports the scheduled running function.
Running:

Power option “Supported” means that the managed component supports the “Power Restore Delay” function.
setting:

SOL: “Supported” means that the managed component supports the SOL (Serial over LAN. A kind of the

system actualizing remote console function.)

force “Supported” means that the managed component supports the “force network-boot” function, by
network-boot: which NEC ESMPRO Manager can indicate the managed component to force a network boot
regardless of the boot order in Bios Setup menu.
* |t can operator the command line interface of NEC ESMPRO Manager.

Electric Power “Supported” means that the managed component supports the “Electric Power Management”
Management function.

ECO Setting “Supported” means that the managed component supports the “ECO Setting” function.

Notes: Refer the note number of the section “Notes for Each Managed Component”.
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Express5800/100 series (Tower/Rack Server)

Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
110Ej RMC supported - supported | supported | supported | supported - - supported
Standard
110Ek EE) - use supported | supported | supported | supported - - supported | 2-(b),2-(k)
Standard
110Rh-1 EE) - use supported | supported | supported | supported - - supported | 2-(k)
. Standard
110Ri-1 EE) - use supported | supported | supported | supported - - supported | 2-(k)
Standard
120Eh (EE) - use supported | supported | supported | supported - - supported | 2-(b),2-(k)
Standard
120Ei (EE) - use supported | supported | supported | supported - - supported | 2-(b),2-(k)
120Lf standard - - supported - - - - - - 2-(9)
120Lg standard - - supported - - supported - - - 2-(9)
120Lh RMC supported - supported | supported | supported | supported - - supported | 2-(b)
A-RMC - use supported | supported | supported | supported - - supported | 2-(b)
. Standard supported
120Li EE) - use supported | supported | supported - - supported | 2-(b),2-(k)
) Standard supported
120Lj EE) - use supported | supported | supported | supported - supported | 2-(b),2-(k)
120Me standard - - supported - - - - - - 2-(9)
120Mf standard - - supported - - supported - - -
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Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
1-(a),1-(e),2-(g),3-(b),
120Rb-1 standard - - supported - - - - - - (2).1-(8).2-(9).3-(b)
3-(0)
120Rc-1 standard - - supported - - supported - - - 1-(c),1-(d),2-(a),3-(d)
120Rd-1 standard - - supported - - supported - - - 1-(c),1-(d),2-(a),3-(d)
1-(a),1-(e),2-(9),3-(b),
120Rd-2 standard - - supported - - - - - - (2).1-(8).2-(9).3-(b)
3-(c)
120Re-1 RMC supported - supported | supported | supported | supported - - supported
A-RMC - use supported | supported | supported | supported - - supported
120Re-2 standard - - supported - - supported - - - 2-(a),3-(d)
Standard supported supported | supported | supported | supported supported
120RF-1 (RMC) pp pp pp pp pp pp
A-RMC - use supported | supported | supported | supported - - supported
120Rf-2 standard - - supported - - supported - - - 2-(a),3-(d)
Standard
120Rg-1 EE) - use supported | supported | supported | supported | supported - supported | 2-(k)
120R0-2 RMC supported - supported | supported | supported | supported - - supported
g A-RMC - use supported | supported | supported | supported - - supported
Standard
120Rh-1 EE) - use supported | supported | supported | supported | supported - supported | 2-(k)
Standard supported supported | supported | supported | supported supported
120Rh-2 (RMC) pp pp pp pp pp pp
A-RMC - use supported | supported | supported | supported - - supported
. Standard
120Ri-2 EE) - use supported | supported | supported | supported | supported - supported | 2-(k)
Standard
120Rj-2 (EE) - use supported | supported | supported | supported | supported - supported | 2-(k)
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Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
140Hc standard - - supported - - - - - - 2-(9)
140Hd standard - - supported - - supported - - - 2-(9)
Standard
140He (A-RMC) - use supported | supported | supported | supported - - supported | 1-(g),2-(c)
Standard
140Hf (A-RMC) - use supported | supported | supported | supported - - supported | 1-(g),2-(c)
140Rb-4 standard - - supported - - - - - - 2-(9)
140Rc-4 standard - - supported - - supported - - - 2-(9)
Standard
140Rd-4 (A-RMC) - use supported | supported | supported | supported - - supported | 1-(g),2-(c)
Standard
140Re-4 (A-RMC) - use supported | supported | supported | supported - - supported | 1-(g),2-(c)
Standard
140Rf-4 EE) - use supported | supported | supported | supported - - supported | 2-(k)
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Electric
Manage Power force

Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

Standard

GT110d (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
Standard

GT110e (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
Standard

GT110d-S (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
Standard

GT110e-S (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
Standard

R110a-1 (EE) - use supported | supported | supported | supported - - supported | 2-(k)
Standard

R110b-1 (EE) - use supported | supported | supported | supported - - supported | 2-(k)
Standard

R110d-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R110e-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R110f-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R120a-1 EE) - use supported | supported | supported | supported | supported supported supported | 2-(k)
Standard

R120a-2 EE) - use supported | supported | supported | supported | supported supported supported | 2-(k)
Standard

R120b-1 EE) - use supported | supported | supported | supported | supported supported supported | 2-(k)
Standard

R120b-2 EE) - use supported | supported | supported | supported | supported supported supported | 2-(k)

119




NEC ESMPRO Manager Setup Guide

Electric
Manage Power force

Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

Standard

R120d-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R120d-2E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R120d-1M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R120d-2M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R120e-1E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R120e-2E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R120e-1M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R120e-2M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard

R140a-4 EE) - use supported | supported | supported | supported - - supported | 2-(k)
Standard

R140b-4 EE) - use supported | supported | supported | supported - - supported | 2-(k)
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Electric
Manage Power force

Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes

name LAN2 Console | drunning . Managem Setting

LAN Port setting boot
ent

Standard

T110b EE) - use supported | supported | supported | supported | supported supported supported | 2-(k)
Standard

T110e-M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
Standard

T110f-E (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
Standard

T110f-S (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
Standard

T120a-E (EE) - use supported | supported | supported | supported - - supported | 2-(k)
Standard

T120a-M (EE) - use supported | supported | supported | supported | supported supported supported | 2-(k)
Standard

T120b-M (EE) - use supported | supported | supported | supported | supported supported supported | 2-(k)
Standard

T120d (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
Standard

T120e (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b),2-(b)
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Express5800/Blade Server

Electri
Manage Power ectrie force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent

Standard 2-(h), 2-(i), 2-(I)
120Ba-4 (RMC) supported - supported | supported | supported | supported - - supported

Standard
120Bb-6 EE) - use supported | supported | supported | supported - - supported | 2-(k), 3-(f)

Standard
120Bb-d6 EE) - use supported | supported | supported | supported - - supported | 2-(k), 3-(f)

Standard
120Bb-m6 EE) - use supported | supported | supported | supported - - supported | 2-(k), 3-(f)

Standard
140Ba-10 (EE) - use supported | supported | supported | supported - - supported | 2-(k), 3-(f)
420La standard - - supported - - - - - - 1-(a),2-(9),2-(h) , 2-()
420Ma standard - - supported - - supported - - - 2-(h), 2-()

Standard 1-(a), 1-(b), 3-
B110d gan;r - use supported | supported | supported | supported | supported - supported @), 1-(b), 3-@)

Standard 2-(k), 3-()
B120a EE) - use supported | supported | supported | supported | supported - supported

Standard 2-(k), 3-()
B120a-d EE) - use supported | supported | supported | supported | supported - supported

Standard 2-(k), 3-()
B120b EE) - use supported | supported | supported | supported | supported - supported

Standard 2-(k), 3-(f)
B120b-d EE) - use supported | supported | supported | supported | supported - supported

Standard 2-(k), 3-(f)
B120b-h EE) - use supported | supported | supported | supported | supported - supported

Standard 1-(a), 1-(b), 3-(9)
B120d (EE3) - use supported | supported | supported | supported | supported - supported

Standard 1-(a), 1-(b), 3-
B120d (EE3) - use supported | supported | supported | supported | supported - supported @, 1-(b), 3-)

Standard 1-(a), 1-(b), 3-
B120d-h (EE3) - use supported | supported | supported | supported | supported - supported @), 1-(b), 3-@)
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Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent

Standard 1-(a), 1-(b), 3-(9)
B120e-h (EE3) - use supported | supported | supported | supported | supported - supported

Standard 2-(k), 3-(f)
B140a-T EE) - use supported | supported | supported | supported - - supported
Intelligent L2 1-(a),1-(b),1-(g),2-(c),

lig Standard ().1-(h),1-(9).2-(c)
Switch (A-RMC) - use - - supported - - - - 2-(d),2-(e),2-(f), 2-(h) ,
[N8406-005] 2-(1)
Intelligent L2 1-(a),1-(b),1-(g),2-(c),
lig Standard ().1-(h),1-(9).2-(c)

Switch - use - - supported - - - - 2-(d),2-(e),2-(f)

(A-RMC)
[N8406-006]
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Express5800/iModel (Data Center Server)

Electric

Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
) Standard 2-(k)
i110Rh-1 EE) - use supported | supported | supported | supported - - supported
) Standard 2-(k)
i120Ra-el EE) - use supported | supported | supported | supported - - supported
. Standard 2-(k)
iR110a-1h EE) - use supported | supported | supported | supported - supported supported
Standard 2-(b),2-(k
iR120a-1E (EE) - use supported | supported | supported | supported | supported supported supported (b).2-(k)
Express5800/ECO CENTER (Energy Efficient Server)
Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
E110b-M (EE) - use supported | supported | supported | supported | supported - supported | 2-(k)
Standard
E110d-1 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
E120a Standard - use supported | supported - supported | supported - - 1-(a),1-(b),2-(m),2-(n)
Standard -
E120b-1 EE) - use supported | supported | supported | supported - supported | 2-(k)
E120b-M Standard - use supported | supported - supported | supported - - 1-(a),1-(b),2-(m),2-(n)
Standard
E120d-1 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard
E120d-M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard
E120e-M (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
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Fault tolerant server

Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
Standard
R320c-E4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard
R320c-M4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard
R320d-E4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard
R320d-M4 (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Express5800/Scalable HA Server (Expandable Enterprise Server)
Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
A1080a-D Standard - use supported | supported - supported | supported supported - 1-(a),1-(b),2-(f),2-(0)
A1080a-E Standard - use supported | supported - supported | supported supported - 1-(a),1-(b),2-(),2-(0)
A1080a-S Standard - use supported | supported - supported | supported supported - 1-(a),1-(b),2-(f),2-(0)
Standard
A1040b (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard
A2010b (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard
A2020b (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
Standard
A2040b (EE3) - use supported | supported | supported | supported | supported supported supported | 1-(a),1-(b)
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Express5800/The highly parallel computing server
Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | d running . Managem Setting
LAN Port setting boot
ent
- 1-(a),1-(b),2-(e),2-(f),
HR120a-1 Standard - use supported - - supported | supported - 2-(q)
- 1-(a),1-(b),2-(e),2-(f),
HR120b-1 Standard - use supported - - supported | supported - 2-(q)
Express5800/MDServer
Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
sStandard supported supported | supported | supported | supported supported
MD120La-R (RMC) pp pp pp pp pp pp
A-RMC - use supported | supported | supported | supported - - supported
NEC Storage NS Series
Electric
Manage Power force
Product Standard Remote Schedule . Power ECO
BMC ment . option SOL . network Notes
name LAN2 Console | drunning . Managem Setting
LAN Port setting boot
ent
1-(a),1-(e),2-(9),3-(b),
NS400 standard - - supported - - - - - - (2).1-(8).2-(9).3-(b)
3-(c)
1-(a),1-(e),2-(9),3-(b),
NS410 standard - - supported - - - - - - (2).1-(8).2-(9).3-(b)
3-(0)
NS420 standard - - supported - - supported - - -
NS430 standard - - supported - - supported - - -
NS600 standard - - supported - - - - - - 2-(9)

126




NEC ESMPRO Manager Setup Guide

<Notes for Each Managed Component>

This section explains the functional difference and notes of each managed component.

If note number for the managed component is displayed on the column "notes" of "Managed Components
List", refer the notes of the note number.

1. About the connection type or the connection port.

1-(a) Remote management with modem connection is not supported for this product.

1-(b) Remote management with direct connection is not supported for this product.

1-(c) Modem connection with the NEC ESMPRO Manager is available with the serial port 2 on the rear
panel of the managed component.

1-(d) Direct connection with the NEC ESMPRO Manager is available with the serial port 2 on the front
panel or rear panel.

1-(e) Direct connection with the NEC ESMPRO Manager is available with the serial port 2 on the front
panel.

1-(f) To enable remote management via direct connection, use the RS-232C cross cable that is specified on

the users guide attached with the managed component.

1-(g) BMC on this managed component has the function that is equal to the Advanced Remote
Management Card. The BMC has also a dedicated LAN port. NEC ESMPRO Manager operates as
Advanced
Remote Management Card is contained. And when you refer online help of NEC ESMPRO Manager
for this managed component, please do not see the explanation about the managed component which
contains standard BMC but about the managed component which contains the Advanced Remote
Management Card.

2. About function

2-(a) This product may not be able to boot the remote FD correctly depending on the memory size required
for the operating system or application.

2-(b) This product has no function to identify the chassis like UID lamp, however "ldentify Chassis"
command of the NEC ESMPRO Manager is executer successfully.

2-(c) BMC on this managed component has the function that is equal to the Advanced Remote Management
Card. The BMC has also a dedicated LAN port. NEC ESMPRO Manager operates as Advanced
Remote Management Card is contained. And when you refer online help of NEC ESMPRO Manager
for this managed component, please do not see the explanation about the managed component which
contains standard BMC but about the managed component which contains the Advanced Remote
Management Card

2-(d) This product does not support remote console function.

2-(e) NEC ESMPRO Agent Extension or NEC DianaScope Agent cannot be installed on this product.
Some functions of NEC ESMPRO Manager are not supported for the product if the functions need to
communicate with NEC ESMPRO Agent Extension or NEC DianaScope Agent.

2-(f) BMC on this product cannot be configured using either NEC ESMPRO Agent Extension, NEC
DianaScope Agent or NEC ESMPRO Manager PXE Service. Please refer to the user's guide that is
attached in this product for BMC configuration.

2-(g) If NEC ESMPRO Manager server is on Linux, Remote Console function of NEC ESMPRO Manager

can't communicate with this product. Remote Console is not supported for this product.

2-(h) Enclosure ID or slot ID of this product (Blade server) can't be obtained from NEC ESMPRO
Manager.

2-(i) There are notes for the force network-boot function.

N-code of the managed component is [N8400-025F] or [N8400-026F] and the BIOS Revision is
6.1.0010 and below, please contact our local representative to acquire the fixed module.

2-(j) This product does not support power off, power cycle and reset from NEC ESMPRO Manager.
However, power off and power cycle can be executed by NEC ESMPRO Manager command line
interface in case of emergency.

2-(k) This product does not support to shutdown OS from NEC ESMPRO Manager with modem/direct
connection.
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2-() NEC ESMPRO Manager cannot display the blade enclosure (chassis) information for this product. The

product does not support it.

2-(m) The power measurement for the server 1 reads a total of the server 1 and the server 2. The power
measurement for the server 2 always reads 0.

2-(n) Please execute "check connection” for the managed component when BMC FW is updated on the
managed component. If "check connection” is not executed, the remote console function may not run
normally.

2-(0) If the managed component is Dual Server System, the power measurement for each server reads a
total of the server 1 and the server 2.

2-(p) Power supply state display is partly different from module POWER lamp on the device. Only DC on
(turn on green lamp) and DC off (turn off green lamp) correspond in NEC ESMPRO Manager.

2-(g) NEC ExpressUpdate Agent cannot be installed on this product. NEC ExpressUpdate of NEC
ESMPRO Manager is not support for the product.

3. About the operation

3-(a) Only one NEC ESMPRO Manager can control this product.

3-(b) Serial Console Redirection and LAN Console Redirection cannot be used concurrently. To use LAN
Console Redirection, disconnect the cable from the serial port 2 on the front panel, or set the
configuration item "Redirection (WAN/Direct)" to "Disabled".

3-(c) If Linux has been installed on this product, be sure to set the BMC configuration item "Redirection
(WAN/Direct)" to "Disabled". If it is enabled, Linux cannot be booted.

3-(d) To use the remote console function on this product, select "Advance" — "Memory Configuration™ and
set "Extended Memory Test" to "Disabled” on the BIOS Setup Utility screen.

3-(e) Following function cannot be used for this product in implementation:

- CUI Remote console function
- Remote drive function
- Power control function
- Scheduled running function
3-(f) Please do not change the delay time on the Power Restore Delay function for this product. This
product is turned on after the waiting time ((slot number - 1) * 2sec). If the delay time is changed from
0 sec (the default value), the waiting time is not set correct value.
3-(g) NEC ESMPRO Manager does not change the power restore delay time for this product even if you
order NEC ESMPRO manager to set the delay time. Because the waiting time ((slot number - 1) *
2sec) should be guaranteed before this product is turned on.

EM Card List

NEC ESMPRO Manager can get a blade enclosure information by communication with the following EM
Card in the blade enclosure.

--EM Card [N8405-019A]

--EM Card [N8405-27]

--EM Card [N8405-043]

Power Bay
NEC ESMPRO Manager can manage the following Power Bay remotely.
--EcoPowerGateway [N8142-36F]

Component based on vPro
NEC ESMPRO Manager can manage Express5800/Workstation based on the vPro including the IAMT
firmware version 6.0 and later.
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